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ABSTRACT

Not only is Inlormation Security Strategy crucial to protect information systems, but it is
central to organization survival. loday's organizations depend on information for their
survival. Specifically, organizations depend on the systems and controls in place that
provide for the ongoing confidentiality, integrity, and availability of their data and
information. Many organizations are ill-equipped to define their security goals, let alone
to make an explicit connection between their security goals and the strategic drivers of
the organization. Threats to organizational information and information systems are
increasing in occurrence and in complexity and this emphasizes the urgency for

organizations to learn how to better protect their information and information systems

Information security is subjective and contextual therefore, every organization's approach
to a security strategy should be different and customized accordingly, because each
organization has its own threats, risks, business drivers, and industry compliance
requirements .

To improve the governance of IT and comply with regulatory demands, organizations are
using best practice frameworks implement information security. One of these IT
governance frameworks is COBIT (The Control Obijectives for Inlormation and related
Technology). COBIT provides guidance on what could be done within an IT organization
in terms of controls, activities, measuring and documentation. This framework is however
generic and require specific knowledge in order to enable customization and use in a
local scenario.

The research methodology that was adopted was a case study. Ihe population of interest
was officers in the Ministry of Youth Affairs and Sports working at the headquarters.
Random sampling was used with targeted interviews to the olficers in ICT department
who are the custodians of Information systems in the ministry and the administration
which provide policy guidelines for the ministry. Data was analyzed by the use of
descriptive statistics such as frequency distribution tables, percentages, bar charts and pie

charts.



I he research established that the ministry faces a number of challenges in relation to
implementing information security in today's environment. In as much as the ministry’s
top officials expressed firm commitment to implementing security in the ministry, there
seemed to be no co-ordination between ministry staff and IT staff on the role of
information which indicates a communication deficit.

The key recommendations include the need for management to fully recognize that
Information Communication Technologies are a critical asset and which should be
restricted to authorized/legal use only; Information Communication Technology is a
Business Issue - not a technology issue and need to be aligned with priorities, industry-
prudent practices and government regulations, and Information Communication
Technologies are enterprise-wide business with associated risks, and therefore all staff
should be involved in securing them. An implementation framework, The Control
Objectives for Government Information Technologies (COGIT) was developed which the
researcher recommended to government ministries as a reference model to Information

security management.
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CHAPTER ONE

11 Background of the study

Information is an asset that, like other important business assets, is essential to an organizations
business and consequently needs to be suitably protected. This is especially important in the
increasingly interconnected business environment. As a result of increasing interconnectivity,
information is now exposed to a growing number and a wider variety of threats and
vulnerabilities (ISO/IEC 17799:2005). For this reason, many organizations nowadays implement
various security policies in order to protect the organization. Also, to have a secure flow of
information, organizations implement an information security framework, which helps the
organization to identify the risks associated with the organization’s information and ways to

mitigate those risks.

The Government of Kenya is increasingly relying on formation Technology (IT) systems for
essential operations including Human resource administration, financial operations and research.
However the process of effectively implementing information security management in the
government is challenging. The government consists of a mix ol many factors ranging from
administrative to political influence to compliance with the mandate of specific institutions in
government. Consequently, unique and divergent demands arc placed on securing and accessing
IT systems. The aim of this project will be to determine the status of information security
practices in the Ministry of Youth Affairs and Sports, and interrogate the Information security
framework in place and the key issues and influencing factors surrounding the effectiveness of
information security management practices and to find out what improvements can be made in

the practices and hence develop an implementation framework that may be adopted



12 Problem statement

Today's organizations depend on information for their survival (Whitman & Mattord, 2004).
Specifically, organizations depend on the systems and controls in place that provide for the
ongoing confidentiality, integrity, and availability of their data and information (Krutz & Vines,
2004). According to Caralli (2004) many organizations are ill-equipped to define their security
goals, let alone to make an explicit connection between their security goals and the strategic
drivers of the organization. Schneicr (2004) states that threats to organizational information and
information systems are increasing in occurrence and in complexity and emphasizes the urgency
for organizations to learn how to better protect their information and information systems

As information security become increasingly important to the continued success for businesses,
many are seeking an appropriate security framework (Yhan, 2005). Information Technology
systems have become increasingly critical to the smooth operation of organizations, and arguably
the economy as a whole. The constantly evolving risks that preservation of information faces are
exacerbated by the increasing frequency and sophistication of threats. A connection exists in
society between the growing reliance on information systems and associated information. A
requirement therefore exists for effective information security management to protect
information systems from an escalating number of threats and risks. This is necessary in order to
avoid major disruptions to services, as well as to protect organizations Irom loss, damage or

modification of important data.

The dichotomy of social reliance on information is reflected in the fact that some components of
society either inadvertently fail to stabilize, or in fact deliberately increase efforts to destabilize,
the very information upon which they depend. This can occur through system user errors or
malicious action taken by hackers and cyber criminals. As a result, one or more Kkey
characteristics of the confidentiality, availability or integrity of information may be
compromised. Consequently, maintaining continuity in modern organizations ultimately relies on

the preservation of information achieved through the process of applied information security.

The government has along with other organizations, adopted and embraced information systems

and technologies in order to survive in a competitive environment. lhe ministry of Youth Affairs
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and Sports is highly reliant on information to support its core activities and business operations.
There is a dependence on activities associated with creating, using and sharing information for
the ministry s core functions. It is currently operating three key systems that are the core of the
functions namely, Youth Groups and Youth Polytechnics Information Management System, The
Integrated Financial Management System, the Integrated Personnel Payroll system and the
Government Human Resource Information System. The ever-present nature of information
means that ministry is directly impacted by their reliance on, and use of, information technology

resources, systems and information.

Information security is subjective and contextual (Canal, 2005), and according to Harris (2006),
every organization’s approach to a security strategy should be different and customized
accordingly, because each organization has its own threats, risks, business drivers, and industry
compliance requirements .This necessitates an approach that is suited to the ministry. It also
necessitates an understanding of how information security ‘fits’, based on the structure and
culture of the Ministry. Although technology itself is a major control applied to mitigate security
risks, it is the management of security as a business function that determines ultimate success.

The application of technology is most effective when aligned with the business goals.

Therefore, effective security depends on effective management. 1lhe need tor effective
information security management is therefore evidenced by a combination ot factors. lhese
include an increase in the reliance on electronic information, an increase in the events and

activities that threaten the information that is relied upon, and the corresponding need for the

application of controls to mitigate risks.

Research by Gartner and AMR (Haidar and Forsyth, 2004) conclude that many enterprises
remain inadequately protected from security threats because of the perceived high cost of an
effective security strategy that suits the organization's culture. lhe lack oi focus on security
strategy has led to an emphasis on products and technologies instead of a security strategy that
incorporates security awareness, training, and policy and standards in an effort to develop a

‘culture of compliance’ towards information security.



An effective commitment to security requires that a process be in place that suits the culture of
the organization (Leach 2003). Understanding the factors that add to compliance within this
environment is multifaceted. lhe ministry environment contains a mix of corporate culture and

the inadequacy of systems and inconsistently in applied policies and procedures.

Security awareness is an important function, yet it is under-funded, under-represented and
generally applied in an ad hoc process and in a reactive manner. Security awareness is therefore
highly unstructured in most organizations and can be seen as operating on a spectrum ranging
from either ignoring it, or developing according to a study conducted by Adams and Sassc
(1999) on the compromises of security in relation to password management. One key factor
which contributes to compromise in security is insufficient communication from security
sections in organizations to users, which caused users to construct their own models of reality on
possible security threats and the importance of security. All these are facts that the ministry is
facing as it is applying Information Technology for day to day operations. The ministry operates
in a unigue economic and political environment that needs a balance to conduct its mandate. It

therefore needs a specific Information security model that will work for it.

A range of best practices is applicable to information security management, including the
growing maturity and consequential acceptance of well-regarded frameworks such as AS/NZS
ISO 17799, CobiT, ITIL, COSO, 1S09002, Capability Maturity Model (CMM), Project in
Controlled Environments (PRINCE), Managing Successful Programmes (MSP), Management ol
Risk (MoR), and Project Management Body of Knowledge (PMBOK), (IT GlI, 2005) . Selection
of various elements of disparate best practices can be aligned to suit the ministry; invariably the

use of best practices needs to be applied in context to ministry needs.

The implementation of best practices tends to be costly and unfocused if treated as purely
technical guidance. The most effective approach is to apply best practices starting at the business
context. Implementation of best practices should therefore be consistent with the organization s
business risk management and control framework (I TGI, 2005). The research therefore

undertook to ascertain the extent to which the ministry is implementing information security and
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come up with an implementation framework based on the COBIT maturity model and the ISO

code of information security management that can be proposed to the ministry.

13 Aim and Objectives of the study
Ihe overall goal ol the project was to determine the extent to which ministries implement
Information security from whence develop a framework that can be suitably used by ministries to
manage information security.
The specific objectives of the research were:

i. To determine the current status of information security management practices in the

Ministry of Youth Affairs and Sports

ii. To identify key issues and influencing factors surrounding the effectiveness of

information security management practices

iii.  Develop a customized security implementation framework that can be recommended to

the ministry

14 Research Justification and Rationale

There is a growing reliance on information and the importance of protecting information through
security practices. The associated difficulties in the government environment with managing
information security are a key aspect of this study. A significant outcome of the study for
subsequent research is highlighted as the need to develop a framework for information security
that can be adopted by the ministry so as to attain the Confidentiality, Integrity and Availability
of information.

The cobit reference model was prefered because it is a well-known framework for 11 governance
improvement, risk mitigation, IT value delivery and strategic alignment maturity assessments
and it provides descriptive operationalization. It contains all the processes, activities and

documents needed to correctly represent all Information lechnology Governance concerns.

15 Scope and limitation of the Study



Research on Information Security Management generally addresses two areas; the technical
computer security and non-technical security management, while some researchers span both
areas (Baskerville & Siponcn, 2002). This project addresses non-technical security aspect of the
information security framework. The scope of the project focuses on two areas: IT Governance
and Compliance and Policies and Procedures. The limitation of the project is highlighted as
information security itself for which Information security necessitates that some information be

kept confidential and therefore some data was not collected.
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CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction
The approach to the literature review involved an initial in-depth study of available literature

through a variety of sources. These sources include library books, journal articles, magazines,
online books, information security whitepapers, conference proceedings and presentations, and a

wide variety of other information security sources available from the Internet.

2.2 Information Security Management
Information security means protecting information and information systems from unauthorized

access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction.
Information plays a crucial role in the day-to-day functioning of practically any organization. It
is a vital asset that adds value to an organization and its business processes. In fact, it has been at
the centre of business for decades. Companies are under an incredible amount of pressure from
their competitors to perform in a global market. The information they possess is no longer only
used by employees, but by customers and partners as well. These users expect continuous
availability of, and instantaneous access to, organizational information (McAnally, P., DiMartini,

B., Hakun, J., Lindman, G. & Parker, R., 2000).

This section will discuss the role of information and information security in an organization,
showing why it is required along with other relevant aspects. It will as well discuss the three
pillars on which information security rests. It will be shown how these pillars, namely
confidentiality, integrity and availability, support the protection of organizational information.

Specific reference will be made to the continuous availability of information.



2.2.1 The importance of information security management
Information security requirements have gone through significant changes in the last few years.

Before data processing equipment started to play such a crucial role, information was primarily
protected through physical and administrative techniques. With the introduction of the computer,
it became clear that automated tools were now needed to protect files and other important
information. Another important change was the introduction of the distributed computing
environment and the use of networks for information transmission (Stallings, 1995). Information
and the business processes, systems and networks that use this information are extremely
important to an organization. Protection of the information is essential to ensure that the business
has a competitive edge and maintain cash How and commercial image, while complying with
legal requirements. Unfortunately, organizations are constantly faced with threats to their
information. This information and Information Technology (IT) is playing a vital role in the
world of business today and this importance of IT is rapidly growing (von Solms, 1999). IT and
business are almost impossible to separate in today’s technologically advanced world. I'his
unigue combination not only has the role of enhancing an organization’s efficiency and
effectiveness, but IT departments also take initiative in leading the organization into innovative
industry structures and markets. (IBM Global Services, 2000). While technology is developing at
an incredible pace, the need to secure systems is increasing just as rapidly. The increased use of
computer systems and networks, especially the Internet, provides numerous opportunities lor
computer crime. (Halliday, Badenhorst & von Solms, 1996) Securing information and
information systems is no longer only the responsibility of the 11 department. Ihe organization s
senior management also has to take part in ensuring that ellcctive security measures are in place
to protect information. Management has to have a good understanding of the organization’s
situation concerning information security as well as the quality ol the information security

processes.

They should preferably understand how these processes relate to business management and the
continuity of the organization (Eloff, Labuschagne, von Solms & Verschuren, 1999). The need
for proper information security measures in all organizations cannot be questioned in today s day

and age. Precisely what is meant by information security will be discussed next.
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2.3 The CIA Model of Information Security Management
A simple but widely-applicable security model is the CIA triad; standing for Confidentiality,

Integrity and Availability; three key principles which should be guaranteed in any kind of secure
system. Whitson (2003) suggests that the major facets of security management are guaranteeing
the confidentiality, integrity and availability of information (referred to as the ‘CIA’ model of
security). The confidentiality, integrity and availability of security is a relatively commonly
accepted ‘model’, whereby security can be viewed as involving a process to provide information
with the CIA principles. Until recently, the CIA model models and frameworks, there lacks a
commonly held view and practical implementation of a standard approach to the management of
information security. It is almost as if organizations are caught somewhere between a technical
CIA view of information security at one end, and true integration within corporate governance at

the other end.

Fig L CIA model of information security

Confidentiality

Availability Integrity

Applying the lack of consensus to the development ol a practical conceptual lramework

for information security management thus becomes even more difficult, perhaps due in
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part to the evolving uniqueness of requirements for different organizations. So while
some authors agree loosely on the functions within security management (Siponen and
Kajava, 1998; Andersen, 2001; Von Solms, 1999), actually applying information
security functions effectively within the organizational context of the higher education

sector is still a complex issue.

Information, as mentioned previously, is an important corporate asset, along with the systems and
networks processing it. To ensure that an organization maintains its competitive edge, the
information must be kept confidential, accurate and continuously available. Keeping this in mind,
information security can therefore be classified as a combination of the following three factors
(BS7799-1, 1999):

Confidentiality : Ensuring that those who are unauthorized to access information are

prevented from doing so

Integrity : Ensuring that both the information and the methods by which it is processed, are

accurate and complete

Availability : Ensuring that those users who have authorization to access information, are

able to do so when required

To ensure confidentiality, integrity and availability, information security comprises mechanisms
and procedures for exactly this purpose. (Leiwo, Kajava, & Nesland, 1994). To identity the
appropriate technical mechanisms, three factors need to be considered. lhcse are the
functionality, assurance of correctness as well as effectiveness of these mechanisms. Ihis means
that such mechanisms should sufficiently protect an organization’s information, be properly

implemented and be effective in accomplishing what they are intended for (von Solms, 1999).

Besides identifying and implementing these mechanisms, organizations must furthermore
educate users and other employees on issues, such as the importance of infonnation security, the
usage of information protection mechanisms, information classification and possible information
risks. (Leiwo, Kajava, & Nesland, 1994). This will ensure sufficient protection of organizational
information should any risks materialize.

Any information security risks could cause possible alteration, destruction, or disclosure ol

information, as well as a disruption in information processing. Information security provides
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However, Harris further notes that until the 1980s the only computers available were mainframe
computers which were, lor the most part, sell contained with no interconnection with extraneous
computing systems (p. 17). She also states that during this time frame mainframe computers did
not typically connect to other mainframe computers and that when there was a need for
interconnection, it was done in a “crude fashion” for specific tasks (Harris, 2003, p. 18). At this
point in time organizations did not fully depend on these systems for their survival and
information security was merely an issue of securing the physical computer and its media,
making sure the equipment was not stolen, damaged, or modified/. As information technology
such as computer hardware equipment and software applications evolved, corporations increased
their demand to harness the power and benefits of these technologies and thus become more
dependent on them, notably so when personal

computers, or PCs, were introduced in the 1980s (Allen, 2002, p. 1). In the 1980s and 1990s the
evolution and popularity of personal computers (PCs) in homes, businesses, and government
agencies allowed for autonomous computing so that computers did not solely depend on one
mainframe computer, but were now able to connect to multiple computers simultaneously via
distributed, client-server computing architectures also known as networks (Allen, 2002, p. 1).
Allen (2002), states that almost all organizations moved to the client-server or network model as
it provided organizations the ability to sustain a visible business presence with other
organizations, customers, partners, and suppliers (p. 1). Harris (2003) emphasizes that the
popularity of PCs and networking for a larger audience caused computer technology to evolve
rapidly in order to accommodate user demands for a variety of interfaces and applications;
security and stability were not emphasized in the development of such the applications and
operating systems (Harris, 2003, p. 18). Ultimately, what has emerged is the phenomenon known
as the Internet, a labyrinth of computer networks boasting various degrees of security (or
insecurity) attempting to access and share data [information] openly as well as clandestinely.

The evolution of information systems and information technology, according to Scheicr (2003),
will continue and will follow Moore’s law which predicts that the industry will double
computing power of a microchip every 18 months and that the next generation of computing
devices will be smaller faster, more available, and less expensive than ever before.

Increased importance of information security. Whitman & Mattord (2004) state that in today s

global markets, organizations of all types are dependent on and enabled by information
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technology, which is the instrument that receives, stores, and transports information (p. 2). Harris
(2003) emphasizes that public utilities, military defense systems, financial institutions, medical
facilities, and every possible business sector are dependent on information technology. As a
result, he points out that the level of dependence and the extent of integration that technology has
attained in our lives makes information security a much more necessary and essential discipline
to be addressed.
Ross et al. (2007) state the degree to which organizations have come to depend upon information
and information systems to conduct routine and critical missions and business functions means
that the protection of the underlying systems [and the information such systems host] is
paramount to the success of the organization.
The International Standards Organization (ISO) document 1SO-27002 (2005) also emphasizes
that information and the supporting processes, systems, and networks are important business
assets and further emphasizes the importance of protecting an organization’s information stating
that “defining, achieving, maintaining, and improving
Information security may be essential to maintaining a competitive edge, cash flow, profitability,
legal compliance, and commercial image”
Information systems and computer technology are also used to steal money, gain personal
financial information, and steal individual identity. Some government agencies and organizations
use what is called Information Warfare (Harris, 2003) to gather tactical information, intercept
competitor’s secrets, and in some cases cause destruction of the competitor’s information (p. 21).
Warren and Hutchinson ( 2001) state that Information Warfare is concerned with damaging a
country's National Information Infrastructure (Nil) which they define as the physical and virtual
backbone of an information society and includes at a minimum:

» Government networks (i.e., Executive and agency offices)

e Banking and financial network including stock exchanges, money transfers

e Public utility networks and Telecommunications

e Emergency services network (including medical, police, fire, and rescue)

» Private corporate and institutional networks

* Educational and research networks.
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2.5 Measurement of Security Management
The process of managing security needs a reference to ensure that all the necessary areas are

being covered, and requires quantification to determine the level of security that is being
implemented, identification of what is lacking and to track effectiveness of control measures
(Martins and Eloff, 2001). A problem with not applying some type of management system to
security is that it's likely to result in either too many controls or not enough controls being
applied to areas within the organization. An ad-hoc approach to information security from a
management standpoint, therefore, has the potential to be ineffective, and measurement becomes
difficult. Measurement of the effectiveness of security is an important yet difficult process. In
order to gain commitment from senior management, not only is it necessary to align security
with business goals, but also to demonstrate that the application of security is effective to those

goals, therefore having benefits that can be evaluated and measured.

The difficulty in evaluating the benefits of information security is considered one of the reasons
for reluctance by senior management to invest in information security (Kankanhalli et al., 2003).
May (2003) advocates that meeting the principles contained in standards can help measure and
improve existing security processes and procedures. Obviously this would be accompanied by

performing risk assessments and internal reviews.

2.6 Policy as a foundation to security management
Higgins (1999) suggests that information security policy is a prerequisite to security

management. Security policy is considered as being the foundation lor applying information
security within the organization. There is a high degree ol consensus overall that effective
information security management is dependent on the existence and practical application of
security policy (Fulford and Doherty, 2003). Implementation of security policy is noted widely
in literature as having a highly significant correlation to successful information security. Ihe
relationship between effective information security policy and an effective ISMS is also
established within the literature (ECAR,2003).

According to Wood (2002) security policies are pivotal to enabling processes within the
organization. Information security policy is increasingly critical to the continued operation of

information systems and, as with other aspects of strategic importance, policy needs to be

22



addressed and driven at a high level within the organization. The open literature evidences a
growing acknowledgement and emphasis on information security within organizations (Ernst and
\oung 2003, AusCERI 2003). Correspondingly there has been an associated increase in the
uptake of security implementation measures, including development and deployment of security

policies.

Dhillon looks at the requirement for organizations to address security through effective security
policy, and suggests that policy adoption is very low, requiring more effective approaches.
Baskerville and Siponen (2002) argue that an increasing trend towards 'emergent' organizations
(those organizations experiencing significant structural and IT related change) has resulted in
often federated and emergent policy with little guidance on how policies should actually be

developed.

Information security should be provided as a service to enable the organization’s priorities. As a
service, however, it can be adversely affected by inappropriate application of security policy.
This indicates that an effective development and implementation process is necessary. An
effectively implemented security policy should not only indicate the required behavior from
users but should also reflect the objectives of the organization so that users do not see it as a
necessary evil (Hone and Eloff, 2002b). It should be done in a way that is relevant to the end
users, be enforceable and appropriately reflect the direction of the organization. Security policy
therefore plays a key role in providing direction for the organization on information security.
Policy needs to be linked to an associated high level management commitment which, when
combined with user awareness, gives an appropriate organizational context lor the

implementation of, and compliance with, information security.

Although policies tend to specify how the organization should operate, they are only relevant il
they are implemented within supportive operational structures and actually complied with. lo be
meaningful, policies must provide individuals with an understanding of their responsibilities.
Compliance completes the process. For these reasons security policy can be a difficult process.
Policy must not only reflect security objectives but a number of other factors as well which are

critical to the relevance, usefulness and applicability of the policy. Ihese include relating policy
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objectives to wider organizational objectives, having an appropriate development process for
policy including content and structure, and encouraging compliance as well as providing

mechanisms for enforcing policy. Processes for breaches of policy are also management.

Fulford and Doherty (2003) in their investigation on the application of information security
policies in large organizations, noted the paucity of research on security policy
aside from content focused research. The uptake of policy in terms of gaining top level

management support and attaining compliance at all levels to policy is another major problem.
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2.7 Security adoption rates of awareness
Literature research indicates that effective information security awareness, either in some basic

measurable fashion or as a fully developed structured program, is far from being widely
implemented in many organizations. A survey conducted by Ernst and Young (2003) Global
Information Security Survey found that only 35% of organizations surveyed had a formal
information security awareness program in place, and that funding for awareness and training
ranked as a low priority. In another global information survey conducted in 2002 of midsize and
large firms, less than 50% of the 459 CIOs and IT Directors advised that they had a security

awareness and training program in place (Kankanhalli et al., 2003).

The literature evidences that security awareness is an important function, yet it is under funded,
under-represented and generally applied in an ad hoc process and in a reactive manner. Security
awareness is therefore highly unstructured in most organizations and can be seen as operating on
a spectrum ranging from either ignoring it, or developing interesting study conducted by Adams
and Sasse (1999) on the compromises of security in relation to password management identified
a number of contributing factors. Importantly, these included insufficient communication from
security sections in organizations to users, which caused users to construct their own models ol

reality on possible security threats and the importance of security.

2.8 Compliance with Security
A theme relating to awareness involves the concept of instilling into the organization a ‘culture

of compliance’ towards information security (Furnell et al., 2000). lhe idea behind this is that
the culture of the organization, which includes its values and norms of behavior, including
descriptive and prescriptive behavior, its overarching policies, and higher level management
support, results in a ‘culture of compliance'. An organization with this type ol culture has a level
of compliance that is not only demonstrated from

‘the top’, but includes norms for security guidelines and practices that are invariably followed by

all in the organization.
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A culture of compliance in this case, would include an awareness of, followed by compliance
with, information security policies, processes and guidelines, as part of its norms, values and
culture. Compliance in this research will be based on the relationship between the ministry’s
security posture and, consequently, the policy security requirements and levels of compliance

reflected at all levels of the ministry community through a ‘culture of compliance’.

Research by Gartner and AMR (Haidar and Forsyth, 2004) conclude that many enterprises
remain inadequately protected from security threats because of the perceived

high cost of an effective security strategy that suits the organization’s culture. The lack of focus
on security strategy has led to an emphasis on products and technologies instead of a security
strategy that incorporates security awareness, training, and policy and standards in an effort to
develop a ‘culture of compliance’ towards information security. An effective commitment to
security requires that a process be in place that suits the culture of the organization (Spurling,
1995; Leach 2003). Compliance in information security needs to be based on a balance between
corporate security needs and yet remain supportive of work practices. The concept of creating a
‘culture of compliance’ within the ministry is a central point and is likely to be improved when

the rationale for security requirements is understood.

2.9 Information security management frameworks
A range of standards and frameworks has been developed in recent years that has helped

shift the focus away from the previously narrow view of security (represented by the CIA model)
to a wider framework). These types of frameworks take into account business perspectives,

including not only a range of measures but also a focus on organizational structure, policy, and

the capacity for measurement and certification.

An emerging concept leading from the development of these frameworks, and related to the
application of management to information security, is the use ol an ‘Information Security
Management System’ (ISMS) based on recognized standards. An ISMS provides a management
framework which the organization can reference, and is designed to meet the needs of the
individual organization. Information Security Management Systems are in effect, an

organizational framework for the operation ol information security. lhe primary purpose of an
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ISMS is concerned with the way, process or method in which information security is managed
Irom an organizational perspective, from this perspective ISMSs are considered to be a helpful
reference to the process of managing It follows that a key issue in relation to an ISMS is
understanding the organizational requirements. Due to the nature of technology, organizational
structures and processes as well as collaborative requirements in ministries, a flexible or dynamic
solution is often required in an ISMS. Information security for universities in the future will
therefore need to take into account organizational operations and context (Dhillon and

Backhouse, 2000; Siponen and Kajava, 1998; Anderson, 2003).

2.10 COMMERCIAL STANDARDS FOR INFORMATION SECURITY

2.10.1 1SO standards

The International Organization for Standardization (ISO), established in 1947, is a non-
governmental international body that collaborates with the International Electro technical
Commission (IEC) and the International Telecommunication Union (ITU) on information and

communications technology (ICT) standards. The following are commonly referenced 1SO

security standards:

2.10.1.1 ISO/IEC 27002:2005 (Code of Practice for Information Security Management)

ISO/IEC 27002:2005 (replaced ISO/IEC 17799:2005 in April 20076) is an international standard
that originated from the BS7799-1, one that was originally laid down by the British Standards
Institute (BSI). ISO/IEC 27002:2005 refers to a code of practice for information security
management, and is intended as a common basis and practical guideline for developing
organizational security standards and effective management practices |his standard contains
guidelines and best practices recommendations tor these security domains: (a) security policy,
(b) organization of information security; (c) asset management; (d) human resources security, (e)
physical and environmental security; (f) communications and operations management; (g) access

control; (h) information systems acquisition, development and maintenance; (i) information
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security incident management; (j) business continuity management; and (k) compliance, among
these 10 security domains, a total ol 39 control objectives and hundreds of best-practice
information security control measures are recommended for organizations to satisfy the control
objectives and protect information assets against threats to confidentiality, integrity and

availability.

2.10.1.2 ISO/IEC 27001:2005 (Information Security Management System -
Requirements)

The international standard ISO/IEC 27001:2005 has its roots in the technical content derived
from BSI standard BS7799 Part 2:2002. It specifies the requirements for establishing,
implementing, operating, monitoring, reviewing, maintaining and improving a documented
Information Security Management System (ISMS) within an organization. It is designed to
ensure the selection of adequate and proportionate security controls to protect information assets.
This standard is usually applicable to all types of organizations, including business enterprises,
government agencies, and so on. The standard introduces a cyclic model known as the “Plan-Do-
Check-Act” (PDCA) model that aims to establish, implement, monitor and improve the

effectiveness of an organization's ISMS. The PDCA cycle has these four phases:

a) “Plan” phase - establishing the ISMS
b) “Do” phase - implementing and operating the ISMS
c) “Check” phase - monitoring and reviewing the ISMS

d) “Act” phase - maintaining and improving the ISMS

Often, ISO/IEC 27001:2005 is implemented together with 1ISO/IEC 27002:2005. ISO/IEC 27001
defines the requirements for ISMS, and uses ISO/IEC 27002 to outline the most suitable
information security controls within the ISMS.

ISO/IEC 27002 is a code of practice that provides suggested controls that an organization can
adopt to address information security risks. These controls are not mandatory. Ihere is therefore
no certification for ISO/IEC 27002, but a company can be certified compliant with ISO/IEC

27001 if the management process follows the ISMS standard. There is a list of accredited
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certification bodies that can certify an organization against the ISMS standard, which is

maintained on the UK Accreditation Service website.

2.10.1.3 ISO/IEC 15408 (Evaluation Criteria for IT Security)
I he international standard ISO/IEC 15408 is commonly known as the “Common Criteria™(CC).

It consists ol three parts: ISO/IEC 15408-1:2005 (introduction and general model), ISO/IEC
15408-2:2005 (security functional requirements) and ISO/IEC 15408-3:2005 (security assurance
requirements). This standard helps evaluate, validate, and certify the security assurance of a
technology product against a number of factors, such as the security functional requirements

specified in the standard.

Hardware and software can be evaluated against CC requirements in accredited testing
laboratories to certify the exact EAL (Evaluation Assurance Level) the product or system can
attain. There are 7 EALs: EAL1 - Functionally tested, EAL2 - Structurally tested, EAL3 -
Methodically tested and checked, EAL4 - Methodically designed, tested and reviewed, EALS -
Semi-formally designed and tested, EAL6 - Semi-formally verified, designed and tested, and
EAL7 - Formally verified, designed and tested. A list of accredited laboratories as well as a list
of evaluated products can be found on the Common Criteria portal 13. lhe list ot products

validated in the USA can be found on web-site ol the Common Criteria Evaluation and

Validation Scheme for IT Security (CCEVS)

2.10.1.4 ISO/IEC 13335 (IT Security Management)
ISO/IEC 13335 was initially a Technical Report (TR) before becoming a full ISO/IEC standard.

It consists of a series of guidelines for technical security control measures:
a) ISO/IEC 13335-1:2004 documents the concepts and models for information and

communications technology security management.
b) ISO/IEC TR 13335-3:1998 documents the techniques for the management off! security.

This is under review and may be superseded by ISO/IEC 27005.
c) ISO/IEC TR 13335-4:2000 covers the selection of safeguards (i.e. technical security

controls). This is under review and may be superseded by ISO/IEC 27005.
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d) ISO/IEC IR 13335-5:2001 covers management guidance on network security. This is
also under review, and may be merged into ISO/IEC 18028-1, and ISO/IEC 27033.

2.10.2 Payment card industry data security standard
Ihe Payment Card Industry (PCI) Data Security Standard (DSS) was developed by a number of

major credit card companies (including American Express, Discover Financial Services, JCB,
MasterCard Worldwide and Visa International) as members of the PCl Standards Council to
enhance payment account data security. The standard consists of 12 core requirements, which
include security management, policies, procedures, network architecture, software design and
other critical measures. These requirements are organized into the following areas:
1 Build and Maintain a Secure Network
Protect Cardholder Data
Maintain a Vulnerability Management Program

2
3
4. Implement Strong Access Control Measures
5. Regularly Monitor and Test Networks

6

Maintain an Information Security Policy

2.10.3 COBIT
The Control Objectives for Information and related Technology (COBIf) is “a control

framework that links IT initiatives to business requirements, organizes IT activities into a
generally accepted process model, identifies the major 11 resources to be leveraged and

defines the management control objectives to be considered”. The IT GOVERNANCE
INSTITUTE (ITGI) first released it in 1995, and the latest update is version 4.1, published in
2007. COBIT 4.1 consists of 7 sections, which arc (1) Executive overview, (2) COBII
framework, (3) Plan and Organize, (4) Acquire and Implement, (5) Deliver and Support, (6)
Monitor and Evaluate, and (7) Appendices, including a glossary. Its core content can be divided
according to the IT processes.

COBIT is increasingly accepted internationally as a set of guidance materials for 11 governance
that allows managers to bridge the gap between control requirements, technical issues and

business risks. Based on COBIT 4.1, the COBIT Security Baseline focuses on the specific risks
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around 11 security in a way that is simple to follow and implement for small and large
organizations. GOBI | can be found at 11Gil8 or the Information Systems Audit and Control
Association (ISACA) websites.

2.10.4 ITIL (or ISO/IEC 20000 series)
The Information Technology Infrastructure Library (ITIL) is a collection of best practices in IT

service management (ITSM), and focuses on the service processes of IT and considers the
central role of the user. It was developed by the United Kingdom's Office of Government
Commerce (OGC). Since 2005, ITIL has evolved into ISO/IEC 2000021, which is an
international standard within ITSM.

An ITIL service management self-assessment can be conducted with the help of an online
guestionnaire maintained on the website of the IT Service Management Forum. The self-
assessment questionnaire helps evaluate the following management areas: (a) Service Level
Management, (b) Financial Management, (c) Capacity Management, (d) Service Continuity
Management, (e) Availability Management, (O Service Desk, (g) Incident Management, (h)

Problem Management, (i) Configuration Management, (j) Change Management, and (k) Release

Management.

2.11 Regulations related to information security

In addition to the various industry standards bodies and guidelines, certain regulated businesses,

such as banking, may need to observe the regulations and guidelines specified by their own

industry or professional regulatory bodies

2.11.1 SOX
After a number of high profile business scandals in the US, including Enron and WorldCom, the

Sarbanes-Oxley Act of 2002 (SOX) was enacted as legislation in 2002. This act is also known as
the “Public Company Accounting Reform and Investor Protection Act”. The purpose is to
“protect investors by improving the accuracy and reliability of corporate disclosures made
pursuant to the securities laws, and for other purposes”. This regulation affects all companies

listed on stock exchanges in the US. In section 404, the SOX requires “each annual report ...
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contain an internal control report ... [that] contains an assessment of ... the effectiveness of the
internal control structures and procedures of the issuer for financial reporting”. As information
technology plays a major role in the financial reporting process, IT controls would need to be

assessed to see if they fully satisfy this SOX requirement.

Although information security requirements have not been specified directly in the Act, there
would be no way a financial system could continue to provide reliable financial information,
whether due to possible unauthorized transactions or manipulation of numbers, without
appropriate security measures and controls in place. SOX requirements indirectly compel
management to consider information security controls on systems across the organization in

order to comply with SOX.

2.11.2 COSO
The COSO (Committee of Sponsoring Organizations of the Treadway Commission) framework

is a framework that initiates an integrated process of internal controls. It helps improve wa\s ot
controlling enterprises by evaluating the ellectiveness of internal controls. It contains five
components:

1 Control Environment, including factors like integrity of people within the organization
and management authority and responsibilities;

2. Risk Assessment, aiming to identify and evaluate the risks to the business,

3. Control Activities, including the policies and procedures for the organization;

4. Information and Communication, including identification of critical information to the
business and communication channels for delivering control measures from management
to staff;

5. Monitoring, including the process used to monitor and assess the quality ol all internal
control systems over time.

The COSO framework and the COBIT framework described above arc both used to satisfy

compliance with SOX.
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2.11.3 HIPAA
The Health Insurance Portability And Accountability Act (HIPAA) of 1996 is a US law designed

to improve the portability and continuity ol health insurance coverage in both the group and
individual markets, and to combat waste, fraud, and abuse in health insurance and health care
delivery as well as other purposes. lhe Act defines security standards for healthcare information,
and it takes into account a number of factors including the technical capabilities of record
systems used to maintain health information, the cost of security measures, the need for training
personnel, the value of audit trails in computerized record systems, and the needs and capabilities
of small healthcare providers. A person who maintains or transmits health information is
required to maintain reasonable and appropriate administrative, technical, and physical
safeguards to ensure the integrity and confidentiality of that information. In addition, the
information should be properly protected from threats to the security and integrity of that

information, unauthorized uses, or unauthorized disclosure.

The full set of rules regarding adoption of the HIPAA standards for the security of electronic
health information and privacy of personal health information can be found in US Department of

Health and Human Services website.

2.11.4 FISMA
FISMA stands for Federal Information Security Management Act, and is a part of the US E-

Government Act (Public Law 107-347) that became legislation in 200229. It requires US federal
agencies to develop, document, and implement an agency-wide programme to pro\ide
information security for the information (and information systems) that support the operations
and assets of the agency. Some of the requirements include:
1 Periodic risk assessments of information and information systems that support the
operations and assets of the organization
2. Risk-based policies and procedures designed to reduce information security risks to an
acceptable level
3. Plans for providing adequate security for networks and information systems

4. Security awareness training to all personnel, including contractors



5. Periodic e\aluation and testing of the effectiveness of the security policies, procedures
and controls. The frequency should not be less than annually. Remedial action to address
any deficiencies found to be properly managed.

6. A working and tested security incident handling procedure

7. A business continuity plan in place to support the operation of the organization.

2115 FIPS

The Federal Information Processing Standards (FIPS) Publication Series of the National Institute
of Standards and Technology (NIST) is an official series of publications relating to standards and
guidelines adopted and made available under the provisions of the FISMA30. FIPS Publication
199, Standards for Security Categorization of Federal Information and Information Systems, is
the first mandatory security standard laid down under the FISMA legislation. FIPS Publication
200, entitled “Minimum Security Requirements for Federal Information and Information
Systems” is the second mandatory set of security standards that specify minimum security
requirements for US federal information and information systems across 17 security-related
areas. US federal agencies must meet the minimum security requirements defined in this
standard by selecting appropriate security controls and assurance requirements laid down in
NIST Special Publication 800-53 (Recommended Security Controls for Federal Information
Systems). The 17 security-related areas include: (a) access control; (b) awareness and training;
(c) audit and accountability; (d) certification, accreditation, and security assessments; (c)
configuration management; (f) contingency planning; (g) identification and authentication, (h)
incident response; (i) maintenance; (j) media protection; (k) physical and environmental
protection; (1) planning; (m) personnel security; (n) risk assessment; (0) systems and services

acquisition; (p) system and communications protection; and (q) system and information integrity.



CHAPTER THREE:

RESEARCH METHODOLOGY

3.1 Introduction

This chapter presents the methodology used in this research. Research methodology is a system
ot explicit rules and procedure upon which research is based and against which claims for
knowledge are evaluated (Nachmias and Nachmias, 1996). It focused on the sources of data and
their collection techniques, the sampling procedure to be adopted and tools for data presentation

analysis and interpretation.

3.2 Research Design
The research design was a case study meant to investigate the information security management

practices at the Ministry of Youth Affairs and Sports. A case study is an intensive analysis of an

individual unit (e.g., a person, group, or event) stressing developmental factors in relation to

context (wikipedia.org)

The COGIT, which is a derivative of COBI | information security framework will be used in

this research as a reference to test the existing information security practices in the ministry.

3.4  Target Population
The target population was both managerial, technical and operational stall in the ministry using

the various systems. The sample targeted officers from the key functional departments where
systems are administered and used namely the IC I, Ihe Accounts, finance, Procurement and
the Human Resource department. lhis sample was specifically be targeted because they were
involved in the day to day operation and therefore arc the ones who ensure compliance. Senior

officers and administrators were also be targeted to shed light on policy direction and

implementation.

3.5 Sampling Design and Sample Size



Random sampling design was used. The study involved a population of Mighty (80) officers
drawn Irom functional departments in the ministry’ where the Information systems arc used
namely the ICI unit, the Accounts unit, the finance unit, the Procurement unit, The Human
Resource unit, Department of Youth Iraining and the Department of Youth Development and
the Administration. Each of these groups interacts with the information in different levels and

therefore it is envisaged that they have different views of information.

3.6 Data Collection Procedures

The study used both primary and secondary data. Primary data was obtained through
observation, interviews and self-administered questionnaires. Questionnaires contained both
structured and unstructured questions. The closed ended questions enabled the researcher to
collect quantitative data while open-ended questions enabled the researcher to collect qualitative

data.

Secondary data was collected by use of desk search techniques from published reports and other
publications. Secondary data was sourced from government's publications, reports, journals and
policy documents. The study also involved face-to-face interviews with the officers using

information systems and the administration so as to collect their views on Information security

management procedures in the ministry.

3.7 Data Analysis and Presentation

The data collected was analyzed using descriptive statistics. lhe data was summarized, coded
and tabulated. Descriptive statistics such as means, standard deviation and frequency distribution
were used to analyze the data. Data presentation was done by the use of percentages and
frequency tables. Data was coded and entered into the Statistical Package lor Social Sciences
(SPSS) for analysis. SPSS was used to perform the analysis and it aided in organizing and

summarizing the data by the use of descriptive statistics such as means, standard deviation and

frequency distribution tables.
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CHAPTER FOUR

4.1 THE CONTROL OBJECTIVES FOR GOVERNMENT INFORMATION AND
RELATED TECHNOLOGIES (COGIT)

The researcher constructed a derived model based on the cobit which was referred to as Control
Objectives for Government Information Technology (Cogit). This is a customized model

derived from the COBIT framework.

The COBIT framework explains how Il processes deliver the information that the business
needs to achieve its objectives. This delivery is controlled through 34 high-level control
objectives, one for each Il process, contained in the lour domains. The framework identifies
which of the seven information criterion (eflectiveness, efficiency, confidentiality, integiitv,
availability, compliance and reliability), as well as which 11 resources (people, applications,
technology, facilities and data) are important for the Il processes to fully support the business

objective. The figure below shows the COBII framework.

Business Requirements
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The researcher customized the COBIT model to suit the government functions and IT objectives
to form the Control Objectives for Government Information Technologies, (COGIT).The four
domains in COBIT namely, Planning and organization, Acquisition and Implementation:

Delivery and support; and Monitoring.

The researcher came up with nine processes that are related to IT security function in the

government namely;

e IT planning and organization

e Organizational security

» Asset classification and control

» Personal security

» Physical and environmental security

+ Communication and operation management
*  Access control

e System development and maintenance

e Business continuity management

Thirty activities under the under the nine processes were identified as follows,
The activities under the processes are as follows;

4.2 Planning and Organization
o Definition of Roles and responsibilities.

« Auvailability of documented information security policy

e Staff awareness of security policy

» Staffeducation and training on information security

4.3 Organizational Security
e Responsibility for information security (hierarchy in the organization)

* Auvailability of expertise on information security,

e Authorization for use of Information Systems



4.4 Asset Classification and control

Ability tor the organization to locate all assets (including software, hardware, staff and
services)

Ability to control local and remote access

Knowledge of staff know what to do with information with regard to its storage, usage,

archiving, back-up and destruction

4.5 Personal security

Knowledge of staff on procedure in case of incidents
Training of staffon basic security of information e.g. locking of computers etc.
Availability of formal disciplinary process for employees who have violated security

policies

4.6 Physical and environmental security

Knowledge of existence of high valuable portable goods e.g. laptops

Appropriateness of physical and environmental security procedures in place to prevent
interference with business premises and information systems

Staff who travel with portable computers are aware of the risk relating to thclt and the
potential liability through compromised data

Visitors to the organization are always escorted around the building and arc never left to

wander on their own
Servers are maintained in air conditioned , fire retardant power conditioned secure

facilities

4.7 Communication and operation management

In the event of equipment failure, theft or a site disaster, data backup and storage would
enable the organization to retrieve information with minimal business interruptions

If Systems are updated/upgraded according to a structured plan and not in an ad-hoc

fashion
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In the event of a security incident, there is a procedure which clearly define what to do
and who to call for assistance

If Antivirus systems are up-to date and in the event of a virus outbreak, we could be able
to prevent our systems as best as possible

If Systems are adequately protected by our internet service providers (ISP) security and /
our own firewalling systems

Appropriateness of mechanisms in place to authenticate users logging into our systems

4.8 Access control

Levels of control of access .. E.g Users if may log on/ gain access to our systems
without being formally registered by their own user accounts

Password management__If a password management system is in place which specifies
the frequency of password changes as well as minimum password complexity e.g.
password must be changed after every two weeks with X characters

If the organization controls access to information via access control policy which
specifies which users have access to what data

If there is a mechanism to ensure processing facilities are only used for authorized

business purposes

4.9 System development and maintenance

Mode of acquisition of systems

Ability of systems to provide audit trails

4.10 Business continuity management

If the organization has business continuity plans which specifics who must take what

action and what has to be done to ensure that the ministry can continue functioning in the

event of a disaster such as fire/ floods

If there is a nominated person in the ministry who is responsible for BCM

If security policies have been reviewed within the last year.
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CHAPTER FIVE:
RESEARCH FINDINGS AND DISCUSSIONS

5.1 INTRODUCTION

I'his chapter presents a detailed discussion ot the research findings in an attempt to achieve the
objectives ol the study. Data was analyzed through two main ways: Quantitative analysis by

making use of statistical techniques and by qualitative analysis.

1 he researcher was able to collect 76 questionnaires out of the 80 that were administered. First,
the researcher wanted to know the perception of the respondents towards Information Security
management and hence the question if they consider information security management as an
issue that the government should be concerned with. 73.3% of the respondents strongly agreeing
with the statement and 26.3% agree. None of the respondents was undecided or disagreed.

Table 1 : Perception of staff towards Information Security Management

Frequency Percent

Strongly agree 56 73.7
Agree 20 26.3
Total 76 100.0

5.2. SECURITY BREACHES
The researcher further wanted to know, if in the last one year, the respondents had experienced

any Information Security breaches.
Table 2 below shows the respondents to the various security breaches.

Security Breaches Ye % N % Not %
s 0 responde
d
Inadvertent breach ( e.g. user accidentally 24 316 40 526 12 15.8

deletes file or changes computer
configurations)

Deliberate attack (e.g. hacker, disgruntled 28 36.8 32 421 16 211
staff gains access , deleting or stealing

data)

Asset theft 24 316 32 421 20 26.3
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Equipment failure 56 737 8 105 12 15.8

Back up failure 28 368 28 36.8 20 26.3
Data theft 8 105 48 632 20 26.3
Site disaster 12 158 44 579 20 26.3
Copyright infringement (e.g. staff 12 211 36 474 24 31.6
copying pirated software)

Compliance (e.g. passing of information 8 105 48 632 20 26.3

to unauthorized people)
I he above data confirms that in the past one year, most of the respondents had experienced some

information security breaches which to the opinion of the researcher is consequential.
Information being an asset to the institution, it is important that it be treated like the other high
value assets for example money. In an optimal situation, there are not supposed to be any
security breach as it could lead to direct losses to the institution. 31.6% of the respondents
indicate that there has been accidental loss of data/configurations, 36.8 % indicate that there has
been a deliberate attack to information resources. This comes in the wake of a recent hacking
activity to the Kenya government websites, www.xxxx.uo.ke.

A whopping 73.7% indicate that there have been equipment failure, while 36.8 indicate that there
have been back up failure. Other breaches, namely data theft, site disaster, copyright
infringement and unauthorized passing of information account for lesser breaches, but can be ol

monumental effects if they happen on critical operations of the ministry.

5.3 Levels of compliance to key business roles linked to IT

The researcher set to find out the perceived level ol compliance to the key business roles that arc
linked to IT. The respondents were supposed to assess the level of compliance by indicating il
they Strongly agree, agree, are undecided, disagree or strongly disagree to the maturity
statements of the nine processed that the researcher identified namely : IT planning and
organization; Organizational security; Asset classification and control. Personal security,
Physical and environmental security; Communication and operation management, Access
control; System development and maintenance and Business continuity management

Maximum points (5) were be assigned to the parameter "strongly agree and the least (0) to the

strongly disagree. An average of the respondents was be calculated, which in turn will be
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computed using the COBIT metrics to give the COBIT score. All the COBIT scores were added

to show the maturity level of that particular IT goal.

531 IT Planning and organization
Ihe objective provide management direction and support for information security in accordance

with business requirements and relevant laws and regulations. Management should set a clear
policy direction in line with business objectives and demonstrate support for, and commitment
to, information security through the issue and maintenance of an information security policy
across the organization.

Findings

Table 3: IT planning and organization

IT Planning and organization

Strongly
Undecided
Disagree
Strongly
Disagree

agree
Agree

o
w
(&)
oo
N
~
I

Roles and responsibilities for information security
in the ministry are well defined e.g. someone is
responsible for back-ups, registering users on the
system, planning against disaster, liaising with
service providers

We have a documented information security policy 0 20 28 4

20
Staff are aware of security policy 0 12 12 40 8
All staff are given adequate and appropriate 0 12 4 36 16
information security education and training

Staffare well informed as to what is considered to 0 6 ' 4 4 8
be acceptable and unacceptable usage of
information systems e.g. e-mail and internet

conduct

Total 4 92 48 152 40
Total Number/Total respondents/Number of 001 025 012 04 0.10
objectives 6

Maturity score 005 1 2.37 1.2 0.1

Maturity level for Security Policy is 2.7.

The key finding is that there is no formal, documented security policy in existence at. During

interviews, some staff assumed a policy was in place, due to their understanding that security



was only about passwords. However, at a global view, the e-govemment policy is available that

the ICT unit has adopted to its use.

The data shows that 52.94 % agree and that roles and responsibilities for information security
have been well defined, but 61.53 % (disagree and strongly disagree) indicate that there is either
no documented information security policy or it does not exist at all. 76.47 % indicate that staff
are not given appropriate information and security training. 76.47 % also indicate that they are
not adequately informed on what is considered to be acceptable and unacceptable usage if
information systems.

This therefore implies, according to the maturity model that IT strategic planning is understood
by IT management, but is not documented. IT strategic planning is performed by IT
management, but only shared with business management on an as needed basis. Updating of the
IT strategic plan occurs only in response to requests by management and there is no proactive
process for identifying those IT and business developments that require updates to the plan.
Strategic decisions are driven on a project-by-project basis, without consistency with an overall
organization strategy. The risks and user benefits of major strategic decisions are being

recognized, but their definition is intuitive.

Key Issues Surrounding Security Policy
For policy to be effective, several attributes were noted as being required. Ihese include senior

management support, appropriateness of policy to the organization, awareness ot policy and its
meaning, and available procedures for implementation. Ihe major themes stemming Irom this
area are several. Development of policy in terms ot the actual writing ol policy, coverage ol
policy and how policy should be constructed were raised as issues. |he appropriate context tor
policies, including business requirements down to the low level procedures tor policies appeared
to often be 'missing links’ for final implementation ot policy.

An analysis of these issues concludes that several lactors contribute to policy ineffectiveness.
Firstly and foremost, ensuring and monitoring compliance with security policy is difficult.
Secondly, the process of policy development itself does not ensure that policies arc going to be

supported by the government. Policies can often be information and direction, as well as high



level organizational direction (Hone and Eloff, 2002a). Ihe information security policy should

be written in a way that is completely user focused.

It should be noted however that developing security policy solely on information security
international standards has some shortcomings (Baskerville and Siponen, 2002). Firstly, these

standards do not take into account that organizations differ, and therefore security requirements

will differ.

IT organization
Table 4. IT Organization

Section B: IT Organization

A director (or equivalent) member of staff has a 4 40 8 12 8

responsibility for information security

Expertise on information security is available and 2 6 12 12 8

where not, external advice is sought

Third party (outsider) access to our information 6 24 28 4 0

system requires approval by a senior manager

Total 24 100 48 28 16

Total Number/Total respondents/Number of 0. 04 o 013 o.

objectives 0 4 21 07

Maturity score 05 17 o 026 o.
6 63 07

Maturity for IT organization is 3.22

The data shows that 61 % agree that a director or equivalent has the responsibility over
information security management. Many of the respondents also agree that expertise on
information security is available and where not, it is sought. Ihe data also shows that approval is
always sought from senior management for outsiders to access information.

It was revealed in the interviews that overall responsibility lor security management often
defaults to technical administrators or security officers with insufficient authority or knowledge
of the ministry’s higher objectives. This is often due to information security being seen as 11

Security’ instead of ‘Information Security’. Although this is a seemingly slight difference it is
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one that differentiates between a perception of ‘it’s an IT problem* and a perception of *it*s a
business problem*. Information security strategies developed under these circumstances tends to
lack ownership and stakeholder collaboration, and can result in important objectives not being
considered properly, particularly business goals. Further, adopting this approach does not address
enforceability or maintenance of policy.

There is an implicit understanding of the need for of an IT organization; however, roles and
responsibilities are neither formalized nor enforced. The IT function is organized to respond
tactically, but inconsistently, to customer needs and vendor relationships. The need for a
structured organization and vendor management is communicated, but decisions are still
dependent on the knowledge and skills of key individuals. There is an emergence ol common
techniques to manage the IT organization and vendor relationships.

As noted by Hone and Eloff (2002a), difficulties are also associated with this process in that they
do not truly reflect the culture of the organization. An end result ol this is that they do not result
in a document that effectively provides relevant direction for inlormation security in the
organization. This is a key issue as a theme emerging from data analysis indicated that the
relevant issues were more associated with engaging people in information security management.

Overally, the data tends to indicate that the processes are defined, roles and responsibilities lot
the IT organization and third parties exist. The 11 organization is developed, documented,
communicated and aligned with the IT strategy. Ihis is consistent with existing information of

the implementation of the e-government strategy in all ministries.



54 Asset Classification and Control

Table 5: Asset Classification and Control

Asset classification and control

We can identify and locate all assets (including software,
hardware, staff and services ) used in information

handling

We control local and remote access to our information

assets adequately

Our staff know what to do with information with regard
to its storage, usage, archiving, back-up and destruction
Total

Total Number/Total respondents/Number of objectives

Maturity score

Maturity: 2.21

@ strongly
Agree

24
0 40
0 20
8 &
0.0 0.25
1
00 1
5

Undccidc
d

N
o

16

28

64
01

0.3
6

Disagree

N
o

16

44
0.4

0.8

The findings show the awareness of the need to protect and control the physical computing

environment is recognized and evident in the allocation ot budgets and other resources.

Environmental controls are implemented and monitored by the operations personnel. I h\sical

security is an informal process, driven by a small group of employees possessing a high-level ol

concern about securing the physical facilities. 1lhe facilities maintenance procedures are not well

documented and rely upon the best practices of a few individuals. The physical security goals are

not based on any formal standards and management does not ensure that security ol jectives are

achieved.
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55 Personal Security

Table 6: Personal security

Section 1) Personal security

5. I

s & S g a

s2 ¥ . 1
Staff are aware that security incidents must be 24 16 16 16 0

reported to management immediately

Staff have been trained to secure their computers
at all times when moving from their work
stations e.g. locking and logging off their
computers when going to tea break or lunch
There is a formal disciplinary process for 0 20 20 24 8
employees who have violated our security

policies and practices

oo
N
o
(00]
N
N
=
[op}

Total 32 5% 64 64 24
Total Number/Total respondents/Number of 036 042 042 o.
objectives 0.2 15
1
06 144 126 0.84 o.

Maturity score
15

Maturity 4.21

The data shows that staff are generally aware that security incidents must be reported, though
staff have not been trained adequately on security management. A formal process has not been
put in place to ensure that violations to information security are taken seriously. lhe data

however shows that this area, standards are well enforced.

There is an emerging understanding that IT risks are important and need to be considered. Some
approach to risk assessment exists, but the process is still immature and developing. Ihe
assessment is usually at a high-level and is typically applied only to major projects. lhe
assessment of ongoing operations depends mainly on 11 managers raising it as an agenda item,
which often only happens when problems occur. 11 management has not generally defined
procedures or job descriptions dealing with risk management.

Discussions on this area of security awareness highlighted that awareness raising activities arc

not well structured. Awareness is raised predominantly by occurrence ol incidents rather than a

48



structured, targeted program ot activities. Although the ministry engages in security awareness
activities, these tend to be along the lines of bulletins, emails etc and are neither comprehensive

nor targeted in their approach, or cannot in any way be described as active campaigns.

5.6 Physical and environmental Security

fable 7: Physical and environmental security

Section E: Physical and environmental security

52 Y 5 o 5%
Our organization contains high value portable goods or 20 32 8 12 0
stock
We have appropriate physical and environmental security 12 40 4 16 0

procedure s in place to prevent interference with

business premises and information systems

Staff who travel with portable computers are aware of 16 24 12 16 4
the risk relating to theft and the potential liability

through compromised data

Visitors to our organization are always escorted around 16 24 12 16 4
the building and are never left to wander on their own

Our servers are maintained in air conditioned , fire 8 28 16 s 12
retardant power conditioned secure facilities
Total 72 148 52 s 20
Total Number/Total respondents/Number of objectives 01 038 01 017 °°
8 3
Maturity score 09 152 03 034 00
9 5

Maturity Level 3.2
The table above shows that the ministry contains high value and portable goods, and to a large

extent, staff consider are aware of the risks involving data loss. It further shows that visitors are

not left to loiter around and to a large extent, they think that servers are maintained in good

conditions.
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5.7 Communication and operation management
lable 8: Communication and operation management

Section F: Communication and operation management

Undecided
Disagree
disagree

Agree
Agree
& Strongly

=
[ep]
N
o
N
o

We are confident, that in the event of equipment failure,
theft or a site disaster, our data backup and storage would
enable us to retrieve our information with minimal
business interruptions

Our systems are updated/upgraded according to a 4 20 32 12 4
structured plan and not in an ad-hoc fashion

In the event of a security incident, procedure clearly 4 16 8 24 0
define what to do and who to call for assistance

We are confident that our antivirus systems are up-to 4 24 16 16 12
date and in the event of a virus outbreak, we could be

able to prevent our systems as best as possible

Despite being connected to public networks, we are 4 24 24 16 4
confident that our systems are adequately protected by

our internet service providers (ISP) security and / our

own firewalling systems

Appropriate mechanisms are in place to authenticate 4 36 24 8 0
users logging into our systems
Total 32 136 12 96 24
4
Total Number/Total respondents/Number of objectives ~ 0.0 029 02 021 ©O©
7 7
03 116 08 042 ©°©

Maturity score

Maturity 2.79

The organization is fully aware of the key role that 11 operations activities play in providing 11
support functions. In addition, the organization communicates the need lor co-ordination
between users and systems operations. Budgets for tools are being allocated on a casc-by-case
basis. IT support operations are informal and intuitive. Ihere is a high dependence on the skills
and abilities of individuals. The instructions of what to do, when and in what order, are not
documented. There are no operating standards and no formal operator training exists.

Management does not measure the meeting of schedules by 11 operations or analyze delays.



5.8 Access Control

fable 9: Access control

Section G: Access control

s2d 2.2 &2
Users may log on/ gain access to our systems without 4 28 20 8
being formally registered by their own user accounts
40 20 0

A password management system is in place which 0 12
specifies the frequency of password changes as well as

minimum password complexity e.g. password must be

changed after every two weeks with X characters

Our organization controls access to information via 0 36 16 20 0
access control policy which specifies which users have

access to what data

We ensure that information processing facilitiesareonly 8 28 8 24 4

used for authorized business purposes

Total 12 88 92 84 12

Total Number/Total respondents/Number of objectives 00 028 03 027 0.0
3 0 3

Maturity score 01 112 09 054 0.0
5 3

Maturity 2.74

The researcher found out that management is aware of the benefits of controlling the 11
configuration but there is implicit reliance on technical personnel knowledge and expertise.
Configuration management tools are being employed to a certain degree, but diller among
platforms. Moreover, no standard working practices have been defined. Configuration data

content is limited and not used by interrelated processes, such as change management and

problem management.



5.9 System Development and maintenance
Table 10: System development and maintenance.

Section H: system development and maintenance

Our systems tend to be bought in , either as off the
shelf products or customized systems outsourced
from developers

We are aware that systems need to provide audit
trails so that usage of the system and data input
/changes may be audited

Total

Total Number/Total respondents/Number of
objectives

Maturity score

Maturity 2.79

> Strongly
Agree

0.07

0.35

Agree

28

48

3l

24

Undecide
d
B Disagree

N
oo

16

44

28

84

28
0.18

0.36

Strongly
disagree

I

The findings indicate that there is no formally defined acquisition and implementation

methodology, but requirements tend to be defined in a similar way across the business due to

common practices within IT. Solutions are identified informally based on the internal experience

and knowledge of the IT function. The success of each project depends on the expertise of a few

key IT individuals and the quality of documentation and decision making varies considerably.

52



5.10 Business Continuity Management
Fable 11: Business continuity management

Section |: business continuity management

Strongly
Agree

N

We have business continuity plans which specifies who 1
must take what action and what has to be done to ensure
that the ministry can continue functioning in the event

of a disaster such as fire/ floods

There is a nominated person in the ministry who is 0
responsible for managing business continuity processes
Our security measures have been reviewed within the 4

last year.

Total 16

Total Number/Total respondents/Number of objectives 0.1
4

Maturity score 0.7

Maturity 2.86

The researcher found out that the management recognizes a need to collect and assess
information about monitoring processes. Standard collection and assessment processes have not
been identified. Monitoring is implemented and metrics are chosen on a case-by-case basis,
according to the needs of specific IT projects and processes. Monitoring is generally
implemented reactively to an incident that has caused some loss or embarrassment to the
organization. Monitoring is implemented by the information services function for the benefit of
other departments, but is not implemented over IT processes. Process definition and monitoring

measures follow traditional financial, operations and internal control approaches, without

Agree

16

34

29

16

IJndccidc

=
o

10

28

24

72

specifically addressing the needs of the information services function.

Disagree

N

16
0.14

0.28

© Strongly

disagree



lable 12 Summary of all the processes

IT Processes COBIT Score
IT Planning and organization 2.7
Organizational security 3.22
Asset classification and control 221
Personal security 421
Physical and environmental security 3.2
Communication and operation management 2.79
Access control 2.74
System development and maintenance 2.79
Business continuity management 2.86
Average 2.96

The graph below shows a representation of the interrelationship between all the nine processes as

per the researcher’s model.
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Summary of the findings
I rom the findings, the researcher found out that the area of asset classification and control is the

poorest in all the processes investigated. Personal security scores the highest. lhis can be
attributed to the fact that the government still approaches Information security in the traditional
way where it emphasizes on physical aspects of information as opposed to the logical ones.

I he standard deviation for the data in the graph is 0.579. However, when the process that scores
highest, personal security is removed, the standard deviation is 0.338. The researcher deduced
that this could be an outlier and therefore do not show the true picture. The graph below shows

the relation of all the other processes when the personal security has been removed.

Overally, the researcher found out that the ministry is lully aware ol the ke\ role
Information technology activities play in providing support tor its core functions. In

the ministry communicates the need for co-ordination between stall and 11 stall.



The results of this research indicate that the ministry faces a number of challenges in relation to
implementing information security in today’s environment. 1lhe ministr> s top officials
expressed firm commitment to implementing security in the organization and solid intentions u
secure the business and its operations, and this commitment has ser\ed the ministry well

The researcher however notes that there is need to align policies and priorities across mans
different decision makers representing a broad mix of government, security and 11 stakeh
During the business and operations analysis, the researcher noted that there was a complacent

feeling from some management and staff about the security risks and liabilities at customer.
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CHAPTER SIX

SUMMARY OF RESEARCH, OUTCOMES AND RECOMMENDATIONS

6.1 Introduction
This Chapter presents the results arrived at from the analysis of the data. The conclusions

reached are also discussed and presented in this chapter. The Chapter also incorporates the
various suggestions and comments given by the various officers during interviews and in the
filled questionnaires. The research findings have been summarized alongside the objectives of
the study, and the Control Objectives for Govrnment Information Technologies as customized by

the researcher. Conclusions have been drawn from the study and the actionable

recommendations are also given.

6.1 SECURITY POLICY

The key finding is that there is no formal, documented security policy in existence at. During
interviews, some staff assumed a policy was in place, due to their understanding that security
was only about passwords. However, at a global view, the e-government policy is available that
the ICT unit has adopted to its use.

A mixed understanding of security and of security policies and procedures amongst the stall and
management observed would certainly be solved by a session or workshop on security

awareness. The top management need to review security risks in relation to their division and

responsibilities.

ISO-27002 states that the objective of an information security policy is to provide management
direction and support for information security in accordance with business requirements and
relevant laws and regulations. Management should set a clear policy direction in line with
business objectives and demonstrate support for, and commitment to, information security

through the issue and maintenance of an information security policy across the organization

(1SO-27002, 2005).
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Information security policies according to Harris (2003) are high-level and are not necessarily
technical in nature. lhey are drafted and put to use in order to protect the organization s assets
by ensuring that mechanisms are established to protect organizational assets' confidentiality,
availability, and integrity. She states that having an

information security policy in place can also reduce legal liability by following the concept of
due care and due diligence (Harris, 2003, p. 793).

They must also specify the penalties for unacceptable behavior and define an appeal process. A
standard is a more detailed statement of what must be done to comply with policy. Practices,
procedures, and guidelines explain how employees are expected to comply with policy
(Whitman &

Mattord, 2004,).

Immediate action should be taken to cascade and implement a comprehensive information
security policy that will define and communicate the management’s commitment to information
security to the entire organization.
Management at all levels should actively support security within the organization with clear
direction, demonstrated commitment, and explicit acknowledgement of information security
responsibilities. Control includes:
o clear direction and visible support for information security initiatives, including
providing appropriate resources for information security controls;
» coordination of information security efforts across the organization, including designation
of information security officer(s)and committee(s);
e assuring formulation, review and approval of appropriate organization-wide information
security policy;
e periodic reviews of the effectiveness of information security policy, including external
review as appropriate, and updating of the policy as needed; and

e appropriate management controls over new information facilities, systems and

capabilities.



6.2

ORGANIZINAL SECURITY.

This element is defined by 1SO-27002 (2005) as the establishment of a management framework

for information security within the organization. The role of organizational management with

regards to information security according to 1SO-27002 is to:

ensure that information security goals are identified, meet the organizational
requirements, and are integrated in relevant processes;

formulate, review, and approve information security policy; review the effectiveness of
the implementation of the information security policy;

provide clear direction and visible management support for security initiatives;

provide the resources needed for information security;

approve assignment of specific roles and responsibilities for information security across
the organization;

initiate plans and programs to maintain information security awareness; ensure that the
implementation of information security controls is coordinated across the organization

(1S0-27002, 2005, p. 9).

ISO-27002 (2005) states that management should actively promote and support information

security within the organization through: clear direction, demonstrated commitment, explicit

assignment, and acknowledgment of information security responsibilities. Ihe researcher

recommends that all information security responsibilities should be clearly defined in the

following ways:

Information security activities should be co-ordinated by representatives from different
parts of the organization with relevant roles and job functions.

A management authorization process for new information processing facilities should be
defined and implemented.

Appropriate contacts with relevant authorities should be maintained.

Appropriate contacts with special interest groups or other specialist security forums and
professional associations should be maintained.

organization’s approach to managing information security and its implementation (i.e.

control objectives, controls, policies, processes, and procedures for information security)
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should be reviewed independently at planned intervals, or when significant changes to the
security implementation occur.

» Identification of risks related to external parties Control The risks to the organization’s
information and information processing facilities from business processes involving
external parties should be identified and appropriate controls implemented before

granting access.

6.3 COMMUNICATION AND OPERATION MANAGEMENT
lhe researcher found out that there is need to better coordinate communications and workflow

across many diverse IT and security operations groups. The objective of this control is to ensure
the effective operation and security of information processing facilities such as data centers,

network and/or security operations centers.

According to Harris (2003), the Communications and Operations Management element of
information security strategy pertains to everything that takes place to keep a network, computer
systems, applications, and environment up and running in secure and protected manner. She
states that communication networks and computing environments are “evolving entities and
require continual and day-to-day maintenance (p. 753).

1ISO-27002 states that in order to provide consistency and predictability of information security
operations, operating procedures should be documented, maintained, and made available to all
users who need them. ISO-27002 recommends that documented procedures should be prepared
for system activities associated with information processing and communication facilities, such
as computer start-up and close-down procedures, backup, equipment maintenance, media
handling, computer room and mail handling management, and safety.

Projections of future capacity requirements should be made, to reduce the risk of system
overload. The operational requirements of new systems should be established, documented, and
tested prior to their acceptance and use. Harris (2003) states that products should always be
evaluated for the level of trust and assurance they provide and that there be an agreed upon and
documented procedure for evaluating products and components of a data communications
network and information system (Harris, 2003, p. 757). Software and information processing
facilities, following 1SO-27002, are vulnerable to the introduction of malicious code, such as
computer viruses, network worms, Trojan horses, and logic bombs. ISO recommends that all
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users of information systems should be made aware of the dangers and ramifications of
malicious code. Managers should, where appropriate, introduce controls to prevent, detect, and
remove malicious code and control mobile code (ISO-27002, 2005, p. 42). An essential part of
the ongoing management of information security operations is ensuring that information is
backed up and can be restored reliably (Harris, 2003, p. 559). 1SO-27002 recommends that a
backup policy should be developed and that back-up copies of information and software should
be taken and regularly tested in accordance with such a policy. 1SO-27002 emphasizes that
adequate back-up facilities should be provided to ensure that all essential information and
software can be recovered following a disaster or media failure and that appropriate operating
procedures should be established to protect documents, computer media (c.g.tapes, disks),
input/output data and system documentation from unauthorized disclosure, modification,
removal, and destruction. (1ISO-27002, 2005, p. 42). Electronic mail (Email) communication is a
critical and integral component of organization's today and yet it is an insecure communications
media in that it can be easily intercepted and fraudulently modified (Harris, 2003, p. 763). 1SO-
27002 suggests that information exchange, such as email, should use encryption wherever
possible and that all network systems that support the relaying ol email and information be

monitored
and configured with appropriate levels of access control (1SO-27002, 2005, p. 42).

6.4 ACCESS CONTROL.

Proper access control, as stated by Harris (2003), should be included in an information security
strategy to control a user’s as well as software s ability to view or modily information and access
or communicate with a component of an information system. Access control policy and
mechanisms should ultimately manage the flow of information between users and information
systems as well as intercommunication between disparate information systems (Harris, 2003. p.
867).

The following elements of access control which need to be addressed in an information security

strategy through policies, standards, and documented procedures in Access Control | obey

e User access management

« Network Access Control
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» Operating System Access Control
e Software Application access Control

» Information Access Restriction (i.e.,database, file and folder access control)

6.5 PHYSICAL AND ENVIRONMENTAL SECURITY.
The objective of Physical and Environmental Security is to prevent unauthorized physical access,

damage, and interference to the and information. Critical or sensitive information processing
facilities should be housed in secure areas, protected by defined security perimeters, with
appropriate physical security barriers and physical entry controls. They should be physically
protected from unauthorized access, damage, and interference. The protection provided should
be commensurate with the identified risks and are intended to mitigate natural and environment
threats.

The Physical and Environmental Security element of an information security that should be
address physical site design and layout, environmental components, emergency response
readiness, training, physical access control, intrusion detection, electrical power and fire

protection. Physical and Environmental Security mechanisms protect people, data, equipment,

systems, and the facility itself should be put in place.

6.6 ASSET CLASSIFICATION AND CONTROL.

The ministry needs to know what assets need to be secured and therefore an inlormation sccuritv
strategy should identify all assets and document the importance of these assets. |he asset
inventory should include all information necessary in order to recover from a disaster, including
type of asset, format, location, backup information, license information, and a business value.

Whitman & Mattord (2004) state that proper information security via risk identification begins
with the classification and identification of assets where each information asset is identified,
categorized, classified, and a value is assigned. They state that this process is important in order
assure that the most valuable information assets are given the highest priority and are secured.
The implementation of specific information security controls may be delegated b\ the owner or
responsible party as appropriate but the owner still remains responsible for the proper protection

of the assets (1SO-27002, 2005, p. 19). ISO-27002 also emphasizes that owners or responsible
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rarties should be identified for all assets and that they be given the responsibility for the

-aintenance of appropriate information security control.

6.7 INFORMATION SYSTEMS ACQUISITION, DEVELOPMENT AND
MAINTENANCE.

information security policy and controls should be put in place that address the acquisition,
development, and maintenance of information systems. Because organizations depend on
operating systems, infrastructure, business applications, off-the-shelf software, services, as well
as in-house developed applications, there must be a defined policy governing and controlling the
planning, procurement, and implementation of such information technology. 1SO-27002 also
state that “security requirements must be identified at the requirements phase of a project and

should be justified, agreed, and documented as part of the overall business case tor an

information

6.8 BUSINESS CONTINUITY MANAGEMENT

Business Continuity Management (BCP) is a complex and quickly evolving element ot

information security management and is difficult to define. Business Continuity management can

be defined as a “holistic management process that identifies potential impacts that threaten an

organization and provides a framework for building resilience with the capability lor an etfccti\c

response that safeguards the interests of its key stakeholders, reputation, brand and value creating
activities" (Honour, n.d.). He adds

that Business continuity is also “the management ot recovery or continuity in the e\ent ol

a disaster” as well as the “management of the overall program through training, rehearsals, and
reviews, to ensure the plan stays current and up to date'

1SO-27002 (2005) articulates that the overall objective of the information security aspects ot
business continuity management is to counteract interruptions to business [organizational]
activities and to protect critical business process from the catastrophic ettects ot major failures

of information systems or disasters [natural and man-made].

The goal is to “ensure their timely resumption' and should provide controls to continuously
identify and reduce risks, confine the consequences ot damaging incidents,

and ensure that information required for business processes is readily available (p. 95).



:ne consequences of exploited threats such as disasters, security, failures, loss of service,

ir.d service availability, according to 1SO-27002 (2005), should be addressed in a

r'isiness continuity plan that includes information security as an integral of the entire

business continuity process.

Harris (2003) concurs and affirms that main goal of business continuity is to resume

organizational functionality and business as quickly as possible and that the overall plan

should cover all organizational elements, identify critical service and functions, provide

All Dbusiness continuity plans, whether for natural disasters, man-made hazards, or work

stoppages, must do the following:

Define essential business functions to be performed if operations are partially or
completely shut down.

Contain personnel contact information and incident notification procedures.

Be maintained in the designated plan repository. (A copy must always be stored at an
accessible off-site location or in a fireproof container.)

Be protected as restricted information.

Provide plan access to all individuals who have a need to know.

Be reviewed and updated as necessary at least every 6 months.

Be exercised yearly to test both the accuracy and completeness ol the documentation as

well as the reasonableness of the plan.
Be revised in response to the Lessons Learned Report issued tollowviing an exercise.

The researcher further recommends that the ICT and Ministry disaster reco\erv projects be

overseen by the Business Continuity Management Board, that a clear remit and timeline

prioritize this work and that any mitigation requiring capital investment be appropriate!)

prioritized.



CHAPTER SEVEN.

VALIDATED CONTROL OBJECTIVES FOR GOVERNMENT
INFORMATION TECHNOLOGY (COGIT)
Tie researcher proposes a framework for information Security measures based on eight

processes and thirty activities. The Control Objectives for Government Information
Technologies (COGIT) is a derivative of the COBIT model. It covers a broad spectrum ot areas
in IT governance which arc included in the four domains as per the COBH framework, these
are: DI: Plan and organize, which highlights the organizational and infrastructural lorm, 1)2:
Acquire and implement which covers identifying IT requirements, acquiring and implementing
IT within the government’s current business processes, D3: Deliver and support which locuses
on the delivery aspects of the IT, and D4: Monitor and evaluate that deals with a ministry s
strategy in assessing the needs of the government, meets the objectives ol the government and
compliance with the regulatory requirements. However, while COBI1 defines a4 processes in
the four domains, COGIT specifies only eight processes that are relevant to government
requirements.

Control is approached by looking at the information necessary to support the government
business objectives. Information is then the result ot the combined application ot 11-related

resources that need to be managed by IT processes. Each process summarizes several activities

which can be used to design an appropriate control task

The figure below shows the Cogit framework



IT Processes

The COGIT Framework



The matrix below shows details of all the activities and Processes.

Process

p1 P1. Planning and
Organization

P2. Organizational security

D2 P3 Asset Classification
and Control

P4. Physical and
Environmental security

Activities

Definition of Roles and responsibilities

Availability of documented information security
policy

Staff awareness of security policy

Staff education and training on information
security

Responsibility for information security (hierarchy in
the organization)

Availability of expertise on information security.
Authorization for use of Information Systems
Ability for the organization to locate all assets
(including software, hardware, staff and services)
Ability to control local and remote access
Knowledge of staff know what to do with

information with regard to its storage, usage,

archiving, back-up and destruction

Knowledge of existence of high valuable portable
goods e g laptops

Appropriateness of physical and environmental
security procedure s in place to prevent
interference with business premises and
information systems

Awareness of staff of the risks relating to theft and
the potential liability through compromised data
especially those travelling with IT portable devices
Monitoring of visitors who access the ministry

Condition of server room and other data repository

facilities
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D3

Process

P5. Communication and
Operation management

P6. AcCCess Control

Activities

In the event of equipment failure, theft or a site
disaster, data backup and storage would enable
the organization to retrieve information with
minimal business interruptions

If Systems are updated/upgraded according to a
structured plan and not in an ad-hoc fashion

In the event of a security incident, there is a
procedure which clearly define what to do and
who to call for assistance

If Antivirus systems are up-to date and in the event
of a virus outbreak, we could be able to prevent
our systems as best as possible

If Systems are adequately protected by our
internet service providers (ISP) security and / our
own firewalling systems

Appropriateness of mechanisms in place to

authenticate users logging into our systems

Levels of control of access ..Eg Users if may log
on/ gain access to our systems without being
formally registered by their own user accounts
Password management.... If a password
management system is in place which specifies
the frequency of password changes

If the organization controls access to information
via access control policy which specifies which
users have access to what data

If there is a mechanism to ensure processing

facilities are only used for authorized business

purposes



D4

Process

P7. System development
and maintenance

P8. Business Continuity
Management

Activities

Mode of acquisition of systems e g off shelf or

developed

Ability of systems to provide audit trails

If the organization has business continuity plans
which specifies who must take what action and
what has to be done to ensure that the ministry
can continue functioning in the event of a disaster
such as fire/ floods

If there is a nominated person in the ministry who
is responsible

If security policies have been reviewed within the

last year.
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Appendix |
QUESTIONNAIRE

You are kindly requested to fill the questionnaire your responses will not be used
adversely; the purpose is to collect relevant information for on "Information Security
Management in Government Ministries, a case 0 Ministry of Youth Affairs and Sports
.The purpose of this survey is to enable the researcher to collect relevant data tor
analysis.

1. What kind of application software do you use?

Word processing Accounts

Database Desktop publishing

Spreadsheets Integrated packages

Communication None of the above
Other

2. Please indicate which of the following do you make use of

Internet i
E mail I
Intranets []

Electronic commerce
None of the above t]
Other (specify)

3. The internet is used for the following business issues

Gathering information

Establishing business presence

Routine communication with customers
Other services (Indicate)

4. Information security is an issue that the government should be concerned with

Strongly agree [] Agree
Undecided [ 1 Disagree
[

Strongly disagree ]

R

Please evaluate the following statements by placing an X in the most appropriate
column



Strongly agree (5)

Agree (4)
T

Section A: Planning and Organization

L1)
5

Security Policy
Roles and responsibilities for information security in the ministry-
are well defined e.g. someone is responsible for back-ups,
registering users on the system, planning against disaster, liaising
with service providers
We have a documented information security policy
Staff are aware of security policy
All staff are given adequate and appropriate information security
education and training
Staff are well informed as to what is considered to be acceptable
and unacceptable usage of information systems e.g. e-mail and
internet conduct

1Section B: Organizational Security

10

11

12

A director (or equivalent) member of staff has a responsibility for
information security

Expertise on information security is available and where not,
external advice is sought

Third party (outsider) access to our information system requires
approval by a senior manager

Section C: Asset classification and control

13

14

15

We can identify and locate all assets (including software,
hardware, staff and services ) used in information handling
We control local and remote access to our information assets
adequately

Our staff know what to do with information with regard to its
storage, usage, archiving, back-up and destruction

Section 1) Personal Security

16

17

18

Staff are aware that security incidents must be reported to
management_immediately

Staff have been trained to secure their computers at all tlmes
when moving from their work stations e.g. locking and logging
off their computers when going to tea break or lunch

There is a formal disciplinary process for employees who have
violated our security nolicies and practices

Section E: Physical and environmental security

19 Our organization contains high value portable goods or stock i [

Disagree (2)

Strongly disagree



20 We have appropriate physical and environmental security

20

21

22

procedure s

in place to prevent interference with business premises and
information systems

Staff who travel with portable computers are aware of the risk
relating to theft and the potential liability through compromised
data

Visitors to our organization are always escorted around the
building and are never left to wander on their own

Our servers are maintained in air conditioned , fire retardant
power conditioned secure facilities

Section F: Communication and operation management

23

24

25

26

27

28

We are confident, that in the event of equipment failure, theft or
a site disaster, our data backup and storage would enable us to
retrieve our information with minimal business interruptions
Our systems are updated/upgraded according to a structured plan
and not in an ad-hoc fashion

In the event of a security incident, procedure clearly define what
to do and who to call for assistance

We are confident that our antivirus systems are up-to date and in
the event of a virus outbreak, we could be able to prevent our
systems as best as possible

Despite being connected to public networks, we arc confident that
our systems are adequately protected by our internet service
providers (ISP) security and / our own firewalling systems
Appropriate mechanisms are in place to authenticate users
logging into our systems

Section G: Access control

29

30

31

32

Users may log on/ gain access to our systems without being
formally registered by their own user accounts

A password management system is in place which specifies the
frequency of password changes as well as minimum password
complexity e.g. password must be changed after every two weeks
with X characters

Our organization controls access to information via access
control policy which specifies which users have access to what
data

We ensure that information processing facilities are only used tor
authorized business purposes

Strongly agree (5)

Agree (4)

Undecided (3)

Disagree (2)

Strongly disagree

Wil




Section H: system development and maintenance T

3

Our systems tend to be bought in , either as off the shelf products
or customized systems outsourced from developers

34 We are aware that systems need to provide audit trails so that

usage of the system and data input /changes may be audited

Section I: business continuity management

35 We have business continuity plans which specifies who must take
what action and what has to be done to ensure that the ministry
can continue functioning in the event of a disaster such as fire/
floods

36 There is a nominated person in the ministry who is responsible
for managing business continuity processes

37 Our security measures have been reviewed within the last year.

Section J

38 Prior to this survey, | was aware that there are established
international information security standards available for Yes
organizations to adopt

39 If the answer for the 38 above is Yes, which among the following?

COBIT
SABS ISO/IEC 17799 part
1
SABS ISO/IEC 17799 part
2
NIST SP 800 series
RFC 2196 Site security
handbook
Other (please specify
40 nthe last 12-18 months, has the ministry experienced any ol the following security

Yes No

Inadvertent breach ( e.g. user accidentally
deletes file or changes computer configurations)
Deliberate attack (e.g. hacker, disgruntled staff
gains access , deleting or stealing data)

Asset theft

Equipment failure

Back up failure

Data theft

Site disaster

Copyright infringement (e.g. staff copying
pirated software)

Compliance (e.g. passing of information to
unauthorized people)

No



Appendix Il Interview Guide

Value management Comments
Is there a process in place to determine which IT
projects are commissioned based upon a solid business
case analysis ?

Does the process distinguish between mandatory,
sustaining and discretionary investment in IT?

Avre the costs, timeliness and functionality ofall IT?
Are there equitable and enforceable Service Level
Agreements in place?

Is there responsibility and accountability for achieving
the benefits and controlling costs deary assigned?

Is the business case review and evaluation process, fair,
transparent, repeatable and comparable using a
standardized practice that includes financial worth, the
risk of not delivering a capacity and the risk of not
realizing the expected benefits?

Business IT alignment

Is there a strategic planning process in place that is
designed to ensure with organizational goals and
objectives?

Is the process bi-directional, including input from both
major stakeholders and IT perspectives?

Does this process occur at executive level?

Does the process allow for sufficient mediation between
organization an IT imperatives and produce mutually
agreed priorities?

Assessment of Current capability and performance
Are there processes in place to assess the capability and
performance of IT services and solutions?

Is the assessment process used to assess the baseline
data against which the future requirements can be
compared?

Is performance defined in such a way as to determine IT
contribution to organizational objectives, functionality,
stability, complexity and weakness?

Strategic plan

Is there a process in place to develop an IT strategic
plan that defines how IT goals will contribute to the
enterprise’s strategic objectives and related costs and
nrisks

Does the plan define how support IT enabled programs,
11" services and IT assets?

Does the plan define



How IT will meet its objectives?

The measurements to be used?

Does the plan cover budget, funding sources, sourcing
strategies, acquisition strategy , legal and regulatory
requirements?

At what level in the organization are changes to the IT
strategic plan authorized?

What is the time covered by the IT strategic plan?

Is the plan sufficiently detailed to allow for the
definition of tactical IT plans?

Tactical plans

Isthere a process in place to develop a portfolio of
tactical IT plans that are derived from the IT strategic
plan?

Do the plan address all IT enabled programs, IT services
and IT assets?

Do the plans describe the required IT initiatives and
resource requirements?

Do the plans describe how the use of the resources and
achievement of benefits will be monitored and
managed?

Portfolio management

Is there a process in place in which the portfolio of 11
enabled programs and services are managed?

Who participates in the process?

Does the process identify, define, evaluate, prioritize
and manage IT programs based on the requirements to
achieve specific organizational goals and objectives?
Does the process clarify desired organizational
outcomes and ensure that program objectives support
those outcomes?

Does the process

Assign clear accountability

Define projects associated with appropriate programs
Allocate resources and funding

Delegate authority
Commission required projects .
Does the process addregs’Frganization processes ané
workflow and attempt to use value added capabilities by
leveraging the use of applications and technologies
through business process reengineering?

Does the process serve to determine both the internal
and external resource requirement




