University of Nairobi

School of computing and Informatics

MSC information systems

Two Factor Authentication and transaction validatising a mobile phone

By
Caroline W. Maina

Reg. No P56/p/7586 /06

Supervisor
Prof. Wagacha Peter W.
February 2013

Submitted in Partial fulfilment of the requirements of Master of Science Information Systems



DECLARATION

This work is my original work and it has neb&en presented to any other institution for #veard of any

certificate whatsoever.

Signature Date

Caroline W. Maina

Reg.No. P56/P/7586/06

This project has been presented for examinatith my approval as the student supervisor.

Signed Date

Prof. Wagacha W. Peter



Acknowledgement

I would like to thank Prof. Peter Wagacha for imgaluable guidance while undertaking this progrand the
research project. To the teaching fraterniiyo®l of computing and informatics and espegiathose in
projects for your time and constructive ici$m that made me think outside the box amant to go the

extra mile. Thank you for making UoN the Univéysaf Choice.

| would also like to thank the following wé® support in one way or the other has duefpe so much: -
To the almighty God, for the gift of life and thppmrtunity to come this far.

To all my classmates who were there supportinghreughout the course.

My workmates who made provisions for me to ble & attend sessions and encouraged me.

To my husband Paul waiting for me every day rie to finish classes and supporting me lliways to

finish my course. To my children allowing ne be able to go through the program.



ABSTRACT

Online Banking provides speed, flexibility, andi@#ncy, the Internet has become the means for waiimdy
growing numbers of transactions between suppliedslarge international corporations. In this wéng tnternet has
opened new markets to the world and has acceletatediffusion of knowledge. Internet markets odiros

business are widely used in these days (Hamddn 2040).

Currently there are there are 43 licensed commidyaizgks and 1 mortgage finance company in Kenyaudber of
banks offer internet banking. In the same bredukthet are companies that have e- commerce sitesrigakselling

goods and services (Kenya Bankers Association (KBA)1).

In a study carried out by Phone Factor, theynébwut that real-time attacks from online banKimgjans (ZeusS,
Clampi, etc.), also referred to Ban-In-The-Middle attacks, are seen as the greatest threat to online bamndday
for more than half (51%) of survey respondents.

Insecurity is also in the case of the personal ttetmay be stolen and also man in the middiekdteSome of the
attacks happen at the time of logging into the wtebsr in the process of doing the transactionds Th usually
done during authentication of the user of the web$P.T.Joseph, 2005) identifies the risks as Patdection, Data
reliability and Taxation.

A Prototype application was designed that used hilmphone to provide second factor authenticatito do a
transaction a user entered their name and padsimto the website, once the details were auit@ted they got
a code on their phone that they used to dos&etion. Once the transaction is complete a nsecoode was sent
to the mobile phone of the registered useremosd account holder to log into the system arilate a
transaction that has been done. The significafittee study will be to help institutions of difént sizes to be able
to secure their clients data as well as reduceirtigact of Man in the middle attacks. The study Véhte to

demonstrate that a solution can easily be obtaamed cost that is not prohibitive without the uetion in service.
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Definition of terms

10.

11.

Application Denial of Service- Numerous types of attacks make use of theilpibiss of entering
rogue information in input fields.

Cross-Site Scripting— A script is injected to one web site or web Ibgt it is operated at a different
web site.

Cookie tampering— Information in the cookie is changed to allowedtack.

Deception

This is the acceptance of false information. Te@ild be in the form of snooping that issgee but
listens to data that is being moved from pointté Point B. Deception could also include the
alteration of the information that has been sent.

Disclosures

This is an unauthorized access to information
Disruption

This is interruption or prevention of correct ofena.
Dynamic Passwords

Protection dynamic passwords this are passwordsett@re through use of time. The Passwords can
also expire based on the certificates dates atitdonumber of usetsey Logging — Software implanted

in the customer's computer that records all thesttekes of the customer, providing a complete mcor
of user IDs, passwords, pin codes, account numdrasransactions. Sometimes this is integrated with
additional rogue software, and usually it senddrif@rmation it has collected to the hacker.

Form Tampering (read-only and hidden fields)— Changes are made in hidden or read-only figids i
the HTML form.

eplay attacks

When an attacker eavesdrops and records the aigitént as it is communicated between a client and

the financial Institution systems recording andiekshing a connection later.

Man-in-the-browser (man in the middle) — A "Trojan horse" changes ¢batents of the form that the

customer submits to the bank website. The changetisoticeable in the form itself. It takes placdy

In computer memory. It takes place before SSL éimep



12.

13.

14.

15.

16.
17.

18.
19.
20.
21.

Man in the Middle - Rogue software is put in place at some pointveeh the customer computer and
the bank web sites and intercepts all the inforomatiiansmitted between the customer and the bank.
Man-in-the-browser — A "Trojan horse" changes the contents of thenfdrat the customer submits to
the bank website. The change is not noticeablearfdrm itself. It takes place only in computer nogyn

It takes place before SSL encoding.

Man in the Middle - Rogue software is put in place at some pointveeh the customer computer and
the bank web sites and intercepts all the inforomatiiansmitted between the customer and the bank.
Session Hijacking— The session is hijacked by unauthorized usee€tiokies deposited by the banking
site.

Pharming — Pharming is diversion of traffic from a legititessite to a rogue web site.

Phishing — Customer identity details are stolen. Typicatlyis is carried out in a place and context
removed from the bank web site, such as a frautielenail asking for information.

Site Cloaking— Cloaking fools search engines by disguisingweb site as another.

OS command injection— Injection of operating system commands to beexhout at the web site.

SQL Injection — Injection of SQL queries to be executed at teb gite.

Outbound Data Theft — Data sent from the web site are interceptedi$erin attacks. For example, that

may include data about the software installed atstte, version number etc.

List of Abbreviations used

ATM Automated Teller Machine

CDI Uncontrolled Data Items

HTML Hypertext Markup Language

ITU International Communication union
saL

PIN Personal Identification Number

TP Transformation procedures

uDI - Uncontrolled data items

1.INTRODCTION



Chapter 1 — Overview of Chapter
This chapter looks at the introduction the backgtbaf the problem, and the justification of doimgstresearch. It

also looks and objectives and a statement of tbiel@m.
1.1. Background

Many institutions are embracing ecommerce as veedllactronic banking. These institutions would wislhave the
knowledge that there systems will be safe wherstrating online. The Government of Kenya is cursetrifing to
sensitize organizations to move into the use dcrirgt for commerce as well as the provision of ises/to the
people of Kenya both in the country as well outghie country. In to enable many Kenyans get ganthections

as well as take services closer to the people.

Many Business owners with online websites, ecomenapplications or other services that require setagin for
their customers, understand the importance of ptiog customer information. These include informatsuch as
credit card numbers, personal addresses, and &gesonally identifiable information” (PIl). Thisind of

information can be used for wrong purposes if intme people who are not trusted.

When evaluating Computer security the three awals are confidentiality, integrity and availatyilisays (
Venkatramanayya, 2007) .these goals face two miajks namely identity theft and man-in the-middi&ack.

Identity theft leads to crooks opening accountseurttie names they have obtained, using utilitiesinterfeit

checks making ATM withdrawals, taking out loanswen obtaining government benefits...

Man-in-the-middle attack or bucket-brigade attaskef abbreviated MITM), sometimes Janus attack, fisrm of
active eavesdropping in which the attacker makdependent connections with the victims and relagssages
between them, making them believe that they akénigldirectly to each other over a private conr@ttivhen in

fact the entire conversation is controlled by ttiacker (Venkatramanayya, 2007).

Not only is it important to protect this informatiobut it's also important that access to senstirgas of your
website is protected against users you don't trust.

Different methods are used to secure the dataighgiven to other people. To be able to securertdmesaction a
number of things are possible this include theafggasswords such as pins, pin codes, transaictiormation, the
use of a challenge such as mother's maiden naheeude of certificates or even the use of tokereny\of these

methods have been in existence for a long timénaue¢ challenges that need to be overcome.

! 1http://www.justice.gov/criminal/fraud/websitesheft.html
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Many of the Methods have been compromised in oneavanother. Some of the recommendations thagiaen

by ITU are the use of two factor authenticationy8a 2008). Two factor authentication requireg thare are two
pieces of information that are of different catggtinat are also store in different locations. 8othe earlier
methods mentioned they suggest the use of infoomdtiat one knows such as the password and somgéttahone
has. The something that one knows exists in theesyssuch as user names and passwords. The passwaass

codes are enhanced by the use of something thdtamnguch as the use of tokens such as smartcards.

Methods that are used to secure transactions dem sbphisticated and cost a lot of money in hardwa

infrastructure and software costs. The cost ofqutintg identification costs from US$9 to millionkdollars.

Some of these methods that are used come in difféwems to secure a website for example usingdkens that
are already in the market are very expensive. TiwadD of the site in most cases needs to rely orastiucture
belonging to third parties this includes companiies VeriSign. The company implementing this poliegeds to

have at least three to four software that is reglio run the security systems.

Each of the software will have a one off cost ali agrecurring costs such as licenses and annaiatemance fees

that can be prohibitive to the customers.

Different types of attacks based on stolen idemtitdiversion of commands do billions of dollarsdnth of damage
each year, according to Gartner. Interception sesvicatch hundreds of thousands of “phishing” g@tereach
month in the United Kingdom alone, but many moreugdetected. There are numerous case of fraud#udt run
into millions of dollars. Enterprising hackers stadentities of online brokerages using "man-inthewser
malware. A different scheme intercepted utiliti@yments made through a bank, and increased theThenthieves

then requested that the banks send refunds todtveibank accounts

Transaction Verification
Once the data has been stolen the data doeildsed to alter the current transactiomio@mother transactions

at a later time to prevent this we proposeise a confirmation that is sent to the ug#tene instead of the

2. Man-in-the-browser attacks are common with baakg their customers all over the world they find tmline
industry exposed and take the industry totally impgse. These sophisticated attacks occurred iy the
customer's original intention in a way that coutit he detected. Attacks of this type piggy backlencustomer's
original transaction such as transferring moneynfitbeir account to another account; in fact anpgaation that
touches money is exposed to attacks of this type. mMalware is then in a position to change the amntube
transferred and the target account for that transfihout showing any of its alteration on the streActually it
does what it does right after the customer hitsstied key and before that transaction is encryipyettie SSL.

2 www.identitytheft protection.com
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For more sophisticated banking system that repdi¢gbe customer with a screen on which the reqdesé@saction
is detailed and asks for confirmation, the malwagain changes the details so they reflect origimtahtion of the

customer.

Right after the customer confirms the data thay thee, which comply with their original intentiofine malware

tampers with it again to fit the original tamperimgaking a mockery of the security confirmationgass.

This Project has demonstrated that Small compahat provide financial services do nowehao spend so
much while doing there transactions. The ¢oat is incurred in development and the remitrrcost of

software licences can be reduced significaiyy using the findings in this project.

1.2. Statement of the problem.

The study aimed at studying security challenges dhiae from the use of the internet for bankingppses. The
study looked at the challenges of offering stromghantication at the time a client logs into thesteyn cost

effectively.

The dangers that arise when on is using the intéongo financial transactions falls into two magategories these

are identity theft and man-in- the- middle- attack.

Identity theft leads to crooks opening accountsenrmhes names, using utilities, counterfeit cheokaking ATM
withdrawals, taking out loans or even obtaining eyowment benefits. Man-in-the-middle attacks leads

transactions that are not authorized being dorigebilf of the customer without their knowledge.

1.3. Objectives

To Develop a system that can be able to peotig factor authentication using a devicet theost of the

clients of a bank already have ata minimadtoo no cost at all.

1.4. Specific Objectives

1. To create a solution that works with any type obmd available in the market thus eliminate the
addition hardware and software that a consumer sifeawould require to log into different sites to

securely log in.

2. To create a solution that does not require hardestallations before a client can use the appboat

thus reducing the cost of implementation and magmee that come with proprietary based systems.

3. To create a solution that will be used to stroraglthenticate the users of a website.

12



4. To reduce the impact of the man in the middle &taReduce the vulnerabilities caused by man in the

middle attacks.

5. To create an application that has significantly dowost implications to the clients accessing it by
eliminate product proliferation that is required byany security products this could range from
between 4-5 different software to allow them to tede=ns such as cards, USB keys.

1.5. Research questions

1. Isit possible to reduce the impact of man-in- timéddle attack by alerting the owners of accountty@

2. s it possible to reduce significantly the impaéttibe man-in-the-middle attack to engage in busines

reduced costs?

3. Is it possible to generate software that will nequire other support software’s to be able to waorknost

web environments.
1.6. Justification

Methods that are used to secure transactions & sbphisticated and cost a lot of money in regaschardware,
infrastructure and software costs. The cost of lpasing solutions for protecting identification isoemous both at
the time of purchasing and maintenance. Solutisagiged by companies like VeriSign, now Symantemliue the
use of tokens such as security cards flash dragsyell as biometrics. Clients usually end upyiag lot gadgets
for authentications when it comes to the token Chst of obtaining the devices is prohibitive tany companies.
Some of the solutions that are available on mafilenes are limited to the types of phone that areuse. The
solutions are usually hosted at a site away froerutfers increasing the cost of doing business.

The study looked at an alternative method of segutransactions especially for the small and theliome
enterprises. The solution design reduced onrthmber of applications were required to seeurtransaction
and hence made the application affordable. dpyication eliminated the need to carry tokensewenly
required for authentication. The solution will regd the cost significantly of obtaining a securgsgm with online
systems.The research presented tried to solve the probleitheatity theft at the time of log in as well agetl to
alert a user of the transactions that are gointhein accounts before confirming transactions. @pglications will

eliminate the cost of third parties during trangaxs reducing the cost of doing business.

1.7. Limitations of the study

13



Due to limitations of time the study was limitéd a banking application even though there many institutions

that offer financial transactions online daetime.

The application was limited to transactions thé&dteeto the transfer of cash from one account tiiteer.

14



2. Literature review

2.1 Overview of Chapter This chapter will lookila¢ work that has been done previously i& #irea and highlight
a gap between what has been and the curtedy.s

2.1. Previous studies

A number of studies have been carried out in thiel fof security. Chepken (2006) looked at the lehales that are
involved in cellular communication system. In hisriw he developed a system that gathered informattated to a
transaction (balance Enquiry) that was done. Heegatl information that was related to the phoné s in use, the
interface as well as the number of logins. In dtisdy he aimed at securing a transaction that wag thetween a
merchant and a mobile user and securing this tctinsa

Walter (2008) says that some of online bankingci#tanclude Phishing which involves motivating seuso enter
confidential information on fake websites. The ddeftial information is then used for a number edsons such as to
open accounts, selling the accounts informatiahéounderworld (VeriSign 2008)

Bauer (2008) looks at Malware as one of the majoblems. The goal of the malware is to steal fimanioformation
and other personal information. To do this Key leggand Trojans are used. Botnets are used to useks into

revealing their personal information.
2.2. Goals of security

The goals or strategies for security that may be used together or separately have been defined
as

* Prevention this is to try and prevent the atthese strategies have been defined as cumbersome to

implement by Venkatramanayya (2007).

» Detection itis useful when an attack cannot tevgnted. The mechanism work on the principé tan
attack will occur, the goalis to determine tthet attack is under way ,or has occurred apdrtét.

* Recovery it can take two forms it could at firsisn attack and assess the damage caused byaitle at
The second form of recovery is to identifg tiveak sport that were used by the attackemnter the

system and effectively handle them.
2.3. Authentication
Venkatramanayya (2007), asserts that computeriggcests on confidentiality, integrity, and avdility. These are the

components of security. He defines confidengiais the concealment of information or resesitte goes ahead to
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explain that the need for keeping the informmatigecret arises from the use of computersensitve fields such as

the government.

In the discussion Venkatramanayya (2007), defimésgrity as the trustworthiness of the data or uess, and is
usually phrased in terms of preventing unauthorizehge. Integrity includes the content of thelimfation and origin
integrity. The source of the data is called entltation. The source of data then determineadthkaracy of the data as

well as the credibility.

Authentication affects the basic component afgnity, where the source of the transaction needetauthentic. The
federal authentication institute defines authetibcaas “the verification of identity of by a systebased on the
presentation of unique credentials to that systeman be in the form of something that the usesvk® or something

that they have and or the user is. There coulchbeed secrets, tokens or biometrics.

2.4. Multifactor Authentication

This is authentication that relies on more than fam. It can use shared secrets as in passwaorldsys as well as

something that one has such as finger printaurf@gchallenges that would be in an internetkvag application

Online computing does not benefit from the physgmtdurity and controls that computing and commuiunadevices

that are available. It is used by people whoseastcannot be controlled by the institution.

The systems that are used for online transati@re faced with threats. A threat is definedPatential violation of

the threat. The activities that could occur aferred to as attacks Venkatramanayya (2007),

Venkatramanayya (2007), divides the threats thigicetomputer security components - confidentialityegrity and
availability into four broad classes these are:

1. Disclosures

This is unauthorized access to information it tzice different forms such as snooping or the uraizbd

access to information. Man- in- the middle- attaafscts disclosures
2. Deception

This can also take different forms such as madtiiim or alteration of information. The modificati of the
data could have the following goals it may affdot faction that should be taken. Modification isivect
Masquerading or spoofing is also form of deceptigh.user thinks that they are using one systemirbut

reality they are using a different system.

Other forms of deception that are outside the sadphis study are denial of receipt this affetegrity and

availability.

3. Disruption Prevention and interruption of correpemation.
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4. Usurpation (unauthorized control of some part efslistem).

Delay or the temporary inhibition of service isrfoof usurpation as well as deception. A delayefample

in the authentication of a user can force a usetaose a system at the time that they required to

Wuust (2010), outlines the threats into the folltg categories: local attacks where the attachdes in the local
machine of the user. Usually between the compaer the financial institution there will be anlSShe SSL

secures the channel where the data will gouiin but not the data that is on the compitssif. Trojans are able
to intercept any information that is entered onebpage before encryption. The Trojans can betiggledirectly into a

browser memory space and also be used to bypassctilenachines firewall. The virtual keyboardaisother method
of collecting data that is on system as vedyprotecting against key loggers fake we mspand malicious code
can still be able to get to the data. To miggagainst this some financial institutions haaeduced USB keys or

smartcards that can be used for securing the ddtis. threat described by Wuust falls under theldsires.

Wuust (2010), classifies the attacks that occuworiline financial transactions into three, namegnite attacks, Local
attacks and joint forces attack.

A local attack involves the use of Trojans analwares that affect the computer that the usesisgu Most users

believe that if they see a padlock sign their potars are protected. Most of the banks securectimmection between

bank and the computer at the point of trangmgittthe data through the use of SSL. Theah®jgenerate POP up
window which overlays the current browser. Khei (2012) explains the way automatic funds tierssare affected

by this.

This involves the user of a copy of the webpagienpersonate a webserver. The attacker sendslsetodahe user to
authenticate the data or require the user tar ¢hée website at the time the location of theal server is masked
the authentication is made to look like thatlwé t impersonated domain. Once the user is abdateer the spoofed

website the data is picked as the data is entéFegjans like PWSteal.Bankash exploit this fact.

Joint forces, the attacker combines both the laodl the remote attacks. The attacker then actnaanain the middle.

This is usually more harmful Wuust (2010)

2.5. Authentication methods in use

Online systems mostly use shared secret systents asipasswords. They identify the user of the sydty the
knowledge that they have. These includes strategsies as passwords, pass phrases, account batameesn some

transaction event such as location or time. Thength of this method is on non- disclosure of amoli&the secret.

Different methods are used to secure the datashyven to other people. To be able to securertivesaction a number
of things are possible this include the use of wasds such as PINS, PIN codes, transaction infoomathe use of a
challenge such as mother's maiden name, the usertificates or even the use of tokens. Many eséhmethods have

been in existence for a long time but have cha#ertbat need to be overcome.
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Many of the Methods have been compromised in oneavanother. Two factor authentication requitest there are
two pieces of information that are of differenteggdry that are also store in different locatioB® to the earlier methods
mentioned they suggest the use of information ¢ine knows such as the password and something tieaha@s. The
something that one knows exists in the systems aschser names and passwords. The passwords ocquEss are
enhanced by the use of something that one hasasuthie use of tokens such as smartcards. Methetdare used to
secure transactions are often sophisticated artdactmé of money in hardware, infrastructure anétveare costs. The

cost of protecting identification costs from USt®9millions of dollars3

Some of these methods that are used come in diffésems to secure a website for example usingdkens that are
already in the market are very expensive. The owhére site in most cases needs to rely on irfuagire belonging to
third parties this includes companies like VeriSighe company implementing these polies needs\e haleast three

to four software that are required to run the secgystems.

Each of the software will have a one off cost all a®recurring costs such as licenses and annaaitemance fees that

can be prohibitive to the customers.
2.6. Two Factor Authentication

Two factor authentications is a method that has lzk/ocated by a number of bodies as a way of atitiaging the
users of a system such as the Central bank of Kéhy@se methods include the use of two channedaiticenticate a
system. The channels used could be different dépgrh the website. Smartcards, tokens or even dliges could be
used as methods of authenticating transactionsseTheethods many of them include the use of margr athftware as
well as hardware items. This will increase thetonfs securing the transactions the federal findniriatitutions

examinations body defines authentication as th#icaion and identity by a system based on presén of unique

credentials to that system. The validation casdmaething that the user knows, or they have or tangethat the user.

Paget (2012), writes about the strong passwordeatitfation and highlights the methods of authetiboato be the
following when one uses more than one method dfemiication then this is referred to as multi factathentication.

The authentications that are currently in use driheo following:

What the user knows: Password, PIN, secret questtbat the user has: cards, authenticators, ficatés What

the user is : Biometric

For strong authentication to be used at least ffthis factors should be available. These factwesused to create

one time passwords.

3 www.identitytheft protection.com
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Two factor authentication involves the uses tab forms of authentication this is the usksamething that
one knows or has such as a password andtisiogi¢hat someone has like a card or a tokising some of
the items mentioned one is able to generate time passwords (OTP) that are flexible. Tpasswords that
are generated are one time. The password usedtsogthat someone has in this project this woddhe Mobile

phone. The second one is something that someaneskthis is usually something like a password.

Authentication can also be done using Knowledgetauthentication. This involves the use ofstjae such as
what is your mother's maiden name, or whidy avere you born. The current practice isig@ dynamic
questions that are not stored. These would bestiuns that are related to transactions fomgathat one did

in the recent past (Paget, 2012)

In a research done by (Vasquez, Martt@0P, she found the drivers for one time passwandrket to be as shown
in Table 1.

RANK Drivers Yearl-2 Year 2-4 Year 5-7

1 High High High
Weakness of Password$

2 Compliance with High High High
Legislations
3 Regulations and High High High
Standards
4 Need to Authenticate and High High High
Secure Remote Access
Users
5 Identity Theft and Medium Medium Medium

Phishing Attacks

6 Cost of  Supporting Medium Medium High
Passwords

7 Efficiency of Digital | Medium Medium High
Signature Laws and PK]
Medium

8 Ease of Use of Tokens High Medium Medium

Table 11: Drivers for one time passwords (Vasquez, Martha2010),
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2.7. Challenges with the methods that are currentlyri use

Authentication methods that are currently ise usuch as the use of Smartcards and the KSB require
that the organization that is securing tratisas use millions of shilling to be able to this. For example is
using smart cards one has to access the Sraedtr€aders or get a machine that can be ableatbthe smart
card. For the terminal work software’s have bbe installed either in the server machineinothe local

machine in some cases this has to be doneotbrspstems.

VeriSign and now Symantec that bought the vabdabusiness one has to down load the applicatidhe Mobile
phone in case one is using a mobile phone. Thallenge for example in the case of VeriSigrhat the

phone that is tobe used needs to be ableke JAVA apps which cannot apply to all tisers.

In the findings by (Vasquez, Martha;, 2010) i fiedings she found that the use of password weak and

therefore there was a market for authenticatidmetoised.

Other drivers according to her were interopiitg of the software , Cost as well as braranes. The brand

names involve the companies that are making theioreepassword as well as the tokens

2.8. Attacks in online banking

In online banking threats can be divided it major categories according to how they dedivered that is
either push or pull. Push threats use frauduteethods to lure the users to malicious websit@ject malware this
includes threats such as Session Hijacking, Malsvaraffect the systems in different ways. There amalwares
that are used to access the data that is omadtain messages that are sent and use ttze tdado different
things. These class of malware in include;- Ntathe-browser, Man- in- the- Middle, Session Hijmg,

Pharming, Form Tampering, Cross-Site Scripting, 3iG)¢ction

Others get the data as it input into a computea device or trick a client into giving amfnation this kind of

attacks include Key Logging, Phishing

Some of the attacks may not take informatiant imay affect the transactions that are takitace, for instance
they may preventthe access to the websité as@pplication Denial of Service attacks.

2.9. Integrity Policies used when designing systems

To be able to preserve the integrity of datapner , 1999) defines five requirements for nooercial

application where online banking applicatioradl. fThese requirements are:-

1) users will not write their own programs, butll wse existing production programs and databas
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2) Programmers will develop and test programs oroaproduction system; if they need actual data they

given production data via a special process
3) A special process must be followed to installragpam from the development system to production
4) The special process must be controlled and edidit
5) Managers and auditors must have access to tharsyste

From the above requirements several principles peration have been identified. These include séparaf
duties, separation of functions and auditing. €able to build secure systems several models e suggested

they include:
* Biba integrity model

In the model a system consists of subjects(S) as®t af objects (O) and a set of objects (I). wels are ordered.
This model was used by POZZO and Gray with tloal of limiting the execution domains of eachgram to
prevent untrusted software from altering dataryrather software.

e Bella- LaPadula model

This model is good with military type of systemsemd information is categorized and accessed. Téi®rhes
difficult for commercial software where limited aod of information is public and a large amounséssitive. For
example a credit cards number is public. Thesdlstams of information can be added up to give smansitive

information.

*  Clark- Wilson Integrity Model

This model was developed in 1987. It uses traimachs the basic operation. The model simulaesdmmercial

applications more realistically.

Commercial applications are more concerned withithegrity of data in the system and the actiorst tre
performed on the data. The data is said to be stmiif it satisfies some given properties.

If D is the amount of money deposited today, Whis @mount of withdrawn today. YB the amount of moatthe

close of business yesterday and TB is the amoumioofey in all the accounts today.
The consistency formula then is:-
D+YB-W=TB
This consistency condition should hold at all tim&nce a customer does a transaction in inteargtibg a well

Formed transactions all the series of operationalghHeave the system in a consistent state.
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The integrity of the transactions is also caterdby this model by requiring the separation ofies. In the
online transactions this will be done by resfing that the information that will be sentaasrequest is
validated using data from a mobile phone. Thexuest for the validation of the transactiorll be done by
the person who initiated the transaction ushobe done by a second person who did indtate the

transaction.

In this model Clark- Wilson (2007) defines datajeabto be the integrity controls as constrainethdeems or
CDI's. Data that is excluded from the controls &led unconstrained data items. (UDI). The balanfica bank

account is a CDI integrity of the balance is crutiathe operations of the account.
The model further defines two sets of procedures:
* Integrity verification procedures(IVPs) ( checking that the account is balanced is IVP)

» Transformation procedures (TPs) ( the process of moving money from one antdo another

account in this context will be the TP)

They change the state of the data into from ongl \sthte to another TPs are used to implement well-

formed procedures.

Certification rules that are derived relevant te iroject:
Certification rule 1: when any IVP is run it musisere that all CDI's are in a valid state.
Certification rule2: A TP must transform the CDitsa valid state.

Certification rule 3:- the allowed relations museeh the requirements imposed by the principle of

association of users.
Enforcements

Rule 1 for this to ensure conformity only TPS's certifieday run on a CDI. For this system the

enforcement will be on the person that is doingttAesaction and authorizing the transaction
Rule 2a user must be associated with a TP- transaction

The system must authenticate a user attemptingetcuée a TP.

Rule 3

Any TP that has a UDI may perform only valid tractgans or no transformations for all the possible

values of the UDI. This may lead to acceptancesfarction of a transaction.

2.10. Security Measures that are taken by Financial irtftutions
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(Vasquez, Martha;, 2010) highlights that some ef timeasures that are taken to protect data aredettin the table
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Figure 2: Methods that are in use currently (Vasqez, Martha;, 2010)

2.11. Conceptual Framework

The application will use the Onion ring for itecsrrity purposes and will have the following comeois

interacting
The application will have the following interfaces

1. A web interface that will be used by clients totdansactions and the back office staff to crelageusers

of the system.
2. An SMS gateway that will be used to send SM$héocustomer with the Login code and alsasen

Validation request to the customer
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SMS Moduie Payment Modules

Transaction

Authentication Reporting

Figure 3: Conceptual Model

A user will log into the application and entenser name and password. The system will velidiee user name
and password. If the user name and ID are edrifd be correct the user will receive a code tha will need to

enter to be able to enter the data into the system.

Once the user enters the details of the payamhtcompletes a transaction the user will gekgon their
mobile phone that will need to be entered to He &bvalidate the transaction that was done,dbde will be sent
to the person who performed the transactiomforaccount thatis held by one user or to @mo#ttcount
holder.

The system will require the details of the tratisacto be validated before they are committechodatabase.
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The application will have a web interface thiz user will access through the interfack aliow the
customer to send all the information to a k@rbcation. The application will generatesp&ey and send it to a
customer through a mobile phone. The customerdpased to use the passcode sent to their phong ip.!

After the customer has entered the data theik be an engine that will check if the busiserules are
followed according to the customer if there aot @ notification will be sent to the customdeclining the

transaction.

Below is a diagram showing the relationship ofthe&ous interfaces.

User ona

workstation Web application
Back office
\ ‘ﬂ
Login code o
Verification Mt
Code

Figure 4: Architecture

Methodology

The methodology to be used for this project il Rapid application development. James Martirhis book
first coining the term, wrote, “Rapid ApplicationeRelopment (RAD) is a development lifecycle desiyte give

much faster development and higher-quality reghls those achieved with the traditional lifecydtds designed
to take the maximum advantage of powerful develograeftware that has evolved recently.” WhittenQ20

RAD places a lot of emphasis on the user involvamefhe method is sometimes called the Spiral aggro

because one has to repeatedly spiral through tasegh
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The basic idea of the RAD are:-
1) Toinvolve the user actively through the vasostages of the system development
2) Organize the system into series of focusednggeworkshops
3) Accelerate the requirements and design phases

4) To reduce the amount of time that one takes to warthe system.

3.1. Steps in RAD

1. Requirements Planning (the steps explained RAD
Also known as the Concept Definition Stage, thigstdefines the business functions and data subjeas that the
system will support and determines the system’'sactn this project this will be representéy this the
proposal presentation that will include the scopthe project and the time lines that areolagd.

2. User Design
Also known as the Functional Design Stage, thigestases workshops to model, the system’s data eowdgses
and to build a working prototype of critical systemmponents. In this project the workshops kéll represented
by the time taken with the supervisor as welthees Projects evaluation panel. It comprisethe problem
analysis, and decision analysis

3. Construction
Also known as the Development Stage, this stageptaigs the construction of the physical applicatsgstem,
builds the conversion system, and develops useraaid implementation work plans. A prototype W#él built at

this stage and it will include iterations until theequirements are achieved.

Design will involve the use of models and this Wik analysed to ensure that the system meets thuree
standards.

4.  Implementation
Also known as the Deployment Stage, this stagauded final user testing and training, data congersand the
implementation of the application system.

The Proposed system is the Rapid application Dpugent. James Martin, in his book first coinirge tterm,
wrote, “Rapid Application Development (RAD) is a védopment lifecycle designed to give much faster
development and higher-quality results than thaseezed with the traditional lifecycle. It is desid to take the
maximum advantage of powerful development softwiaaé has evolved recently.”

Also known as the Deployment Stage, this stageuded final user testing and training, data congarsand the

implementation of the application system.

3.2. Justification for the methodology

1 Reduction in Development time due to the ofé¢he prototypes
2 A user will be able to visualize the system agive the feedback,
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3 Prototyping allows for change in case the impents are not clearly understood

4 Allow for quick feedback as errors and omissitend to be detected earlier in prototypes.

3.2.1.

Whitten, 2007 pin pointed some of the drawbackihefmethod as the following:
1) The code is generated using the “code, implémemd repair mentality this increases the obst
development of a period of time
2) The method may discourage the analyst frookitg at other solutions

3) RAD emphasis on speed can impact on the quality.
3.3. Requirements gathering

A case study of an already existing system wasd tsecollect the requirements that are requiredaforinternet

banking application. The sample was picked ofaakithat had put a sample of their applicationranli

The requirements were improved using the médion that had been gathered during theratitee review
some of the requirements included standards lest practices that had been offered to be abladaeve the
security systems thresholds.

The application developed was a web basedcapipin that contained the modules that arendoin a normal

banking application.
The modules that will be included fell into twoategories, non — financial and financial modul€se
An Interview was also used to gather data fromauséio already have Internet Banking.

The questionnaire was used to get information easof usability and security that is place.
3.4. Scope analysis

» Develop a prototype Internet banking solution
» Develop a prototype application for validation poses that sends a message to a mobile phone
* Deployment of the application
Modules in the application
. Financial Transaction

(o] Transfer own accounts
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o Transfer other accounts inthe same account

¢ Non-financial

o Stop Cheque

o0 Statement request

Figure 5: RAD STEPS USED IN THE APPLICATION
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4.

4.1. system design

The application has three major interfaces traes-ar

Web application

The web application provided the user interfidaxeg had modules that contained all the transac¢tian
will be provided in the prototype. It will contathe log in screen and the confirmation of the aied
The modules contained will be back office rapiens that ordinarily would be done by thenlba
staff and front office modules which wouldntains the modules that are used by the client.

SMS module

This will be a module that will send an SMS to @pé that is registered in the system. The moduld also be
used before the transaction is committed indagbase to validate the transaction. Autheiicaand This

module will be used to authenticate a user &nd s confirmation to the user.

Validation module

This  module will be used to do validation fbe transactions that have been done. A dedeent to the
owner of the transactions so that the user lbanable to confirm that the details that endaeen entered are
correct before the transaction can be compldied details that need confirmation incltige amount and
the destination account that is usually modifiduring the Man- in-in-the middle- attacks.
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Figure 6: Software Architecture

4.2. Web application

The web application will have the following Acscand components

System

Adwn‘sn\c\r\
\ Adrirsion
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Transaction Data

Figure 7: Application Use Case

The application has an administrator who Wél a bank official who does background waidch as the
creation of accounts that are to be used dsasehdd the customer to the system. The adtramor creates all
the users of the system and manages them as Fall.instance if the user does not use theitesydor a period
of time that user is blocked to avoid some alseng their system.

The Administrator also is also responsible foreating the Parameters that are suitable to skstem for

example the location of the database, the SM®wggy location among other parameters

Once a user logs inthe system the systemargtes a Password that is send an SMS to dre Tise user

proceeds after entering the right code sent ta Mebile phone.

The customer will do both Financial and non-finahdransactions. The financial transactions includfunds
transfer.

The software Architecture will be as follows:
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Architecture Components .

Figure 8: Architecture Components

Architecture components Explained & Technologies wed

The user components were developed using JSRsseTwere all the input screens and t displaysitbet in the
system. The system was designed to havedhe ok and feel so that itis easy to leamnce a user has
done one functionality.

Common components include user management, sydntenance and transaction validation
These contain the functions of the applicatiothe functions that are used include:

The business components contain the rules thatsed when performing the transactions. Somleedftisiness
rules that were included were on the passwordstaite if a user logged into the system and emt&rwrong
password three times the password is lockeduger also entered the wrong PIN code that Bt és flagged
and a another one is sent The application is cadied) Java and specifically using Spring MVC ihavided the
framework for coding

The Application interfaces with an SMS modtlet is used to send Login credentials tstamers.

Connection to the database wad through Hibernatetendata base used is MySQL.

4.3. Interface Design
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The following are some of the input screens #natfound in the application.

This screen is used to enter the user name ssahvVBed.

Providing Internat Banking Solution.

Login

Username
tast!
Password

1agin

Al Rights kessrved © 2013

Figure 9: Log in screen

After successful login the application will tezst for the user to enter the code senteonttobile phone that

is registered in the application

T60ged 1 557 Testl | Home| Change Password| Logc

Providing Internet Banking Solution.

Main Menu Administration > Maintenance +  Fund Transfer + Account Services> Search +

[ & Please enter security code to praceed

Security Code

Continue

Figure 10: Security Code
Once the system confirms that the Security isshme as the one sent the application Wilvathe user to

see the modules that are assigned to them.

The following screens relate to the activitieaa@ustomer.
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Providing Internet Banking Selution.

TGgged i a5: (k] | Home | Change Password| Logo

Main Menu Administration > Maintenance Fund Transfer 3  Account Services+ Search +
Welcome!
Congratulations, you have logged in successfully! please select your desired module:
All Rights Reserved © 2013
Figure 11: Transfer Internal Funds Transfer
LuUyen 1 45: LeSLL | Home| Change Password | Log:
Providing Internet Banking Selution. \IliL
Main Menu Administration > Maintenance - Fund Transfer » Account Services> Search >
Funds Transfer Details
Fund Transfer Type *
[ Transter Between Own Accounts =l
Source Bank Account Destination Bank Account
[—Please Select Account— =] [~Please Select Account- =l
Amount * Currency
00 [~ Select Currency —— =l
Save Cancel
Figure 12: Funds Transfer to other parties
Funds Transfer Details
Fund Transfer Type
[Transferto MPESA =l
Source Bank Source Branch
[JITEGEMEE BANK =] [momBAsA counTY =l

Source Bank Account
3050

Mobile Phone Number

0722846449
Amount * Currency
1000 KES

Save Cancel

Figure 13: Funds Transfer details
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Once this transaction is done it saved bwtitdt committed to the main system. for accotirégs have more
than one person operating a second persdresdive a message to confirm the transacti®efore it is

completed

Authentication Process flow

Internet banking system ‘

1
|
|
I
|
|
|
L
Name and Password

|
|
I
|
I
|
|
|
I
L

Request for Uinique code to be sent

Response for wrong Name or password

Unique Code to the customer

Display menus

Figure 14: Authentication Process Flow

FUNDS TRANSFER - MAKER (Person Originating the tsantion)
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|

|
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|
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|
|
|
|
Name and Password }

Response for wrong Name or password

T

|

|

|

|

|

|

|

|

Request for Uinique code to be sent |
| |

|

|

|

|

Unique Code to the customer }
|

Display menus

Funds transfer

funds transfer details Confirm Amounts and Accounts are correct

Transaction successfully initated

Figure 15: Funds transfer Completion
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Customer 1 Internet banking system SMS Database

|
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|
.
Name and Password

Request for Uinique code to be sent
|

Response for wrong Name or password
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|
|
|
|
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|
|
|
|
|
|
|
|
|
|
|
|
:
SR s o i
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Unique Code to the customer
Display menus
Funds transfer
Confirm Funds transfer details Confirm details

Transaction successfully initated

Transaction successfuly Completed Transaction commited to the database

Figure 16: Funds transfer - Validation

4.4. Testing Methodology

Software testing Software testing is the procesaralysing a software item to detect the differenbetween
existing and required conditions (that is, bugg) tmevaluate the features of the software item.

This application was tested using the followingmoeologies:

4.4.1.
Black box testing (also called functional testing)testing that ignores the internal mechanism alystem or

component and focuses solely on the outputs gesteiatresponse to selected inputs and executioditomms.

Using black box testing techniques, the applicati@s examined for the high-level design and thequirements
specification to ensure the code did what it waended to do. Functional testing involved ensurihgt the
functionality specified in the requirement spedafion works. System testing involved putting thevrprogram in
many different environments to ensure the prograrked in a typical customer environment with vasim@rsions

and types of operating systems and/or applicatiBgstem testing is testing conducted on a compietegrated
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system to evaluate the system compliance withpegified requirements. The following were theuiegments

that were used for the black box testing

* Requirements
*  Functional specifications
* High-level design documents

e Application block source code

4.4.2.
White box testing (also called structural testimgl @lass box testing) is testing that takes intmant the internal
mechanism of a system or component. White boxngstssumes that the tester can take a look abtihe for the
application block and create test cases that loolafiy potential failure scenarios. During whitextiesting, you
analyse the code of the application block and peefisst cases for testing the functionality to eesbat the class is
behaving in accordance with the specifications &esting for robustness. Microsoft MSDN outlined the

requirements for white box testing as:
The following input is required for white box testi

* Requirements

* Functional specifications

* High-level design documents
» Detailed design documents

e Application block source code

4.4.3.

The white box testing process for an applicatiathlis shown in Figurel7.
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I= White Box Testing Procass

Input from code
raview and black baox
testing of scenarios

that require mora

AL S 2. Profile the application block
code analysis

1. Create test plans

3. Test the internal subroutines

4. Test loops and conditional statements

5. Perform security testing

Figure 17: Steps in white Box Testing
a) People Experts

People Experts were used to test the applicadimh give their views from the perspective similar

applications as well as feedback on the loak &el.

4.5. User feedback on design

The following were the findings that were ga#itefrom the interviews:

1. Majority of the banks had both retail and corporatsstomers using Internet Banking. The banks
surveyed except for one had both retail and cotparhents. Internet banking was provided to both

Market Segments.

2. For the retail accounts most of them had omser uwhile for the corporate customer they had

more than one person who used the account tlat wged for internet banking.

3. For most of the banks there was a monthly fyshe internet banking that was loaded at &nd
of the month. Some of the banks had a onetimedeee of up to Kshs 4,000. The banks that had no

cost to the server had a ledger balance thatfixad for different services that were provde

4. For the banks that had internet banking there wemae requirements that needed to be done. Most
installed some software that was required to watk application as well as certificate softwatme
of the banks gave MacAfee antivirus at thetiof the download as well as a certificdteone
of the banks they installed some applicationhénmachine that was to be used and gave dongles to

be used.
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For the situations where the bank was usintereal devices for security it was revealed tfa
some the process of replacing the toggles ta@ese time and has cost implications. Onédef t
banks was charging 4,000 to replace the dongle.ddtiee banks that was using PIN codes tlat

client scratched the process of disabling thers wuite lengthy and also had a cost impbeati

Some of the modules were by their nature canelidior fraud such as the transfers. This acngrdi
to them worked with the balance Enquiry whare enquiry was done first then a transfer

All the banks applied the same rules for the déffé types of accounts. The security strategl iz
used applied to all the account. Care was alsentato educate the customers on the carahbgt

were to take when using the internet as whydoing transactions .

Fraud detection took a long time for all thespondents who said they noticed when theyivede
statements which are sent monthly. Though someefvebsites had a facility for the statements it

was not used frequently by the users.
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5. Implementation and testing

This chapter will cover the implementation of threjpct. It will contain details on the platfotimat is was used

the software , the programming tools as welhe testing that took place.
5.1. Platform

The following are the platforms that were usedtifie development of this project.
The application took the format of server cliegiationship architecture. The hardware discussestcéor both the

server side and the client side.

Server hardware

Servers 1 data base server and 1 application

server

2.4Ghz (GHz) or faster 32-bit (x86) 64-bit (x64)

Processor .
processor Intel® Core i3,

. 4(GB) RAM (32-bit) or 4 GB RAM (64-bit)
Main memory

250 GB available hard disk space (32-bit) or 20(6%

Hard disk bit)
Monitor DirectX 9 graphics device with WDDM 1.0 or higher
driver
. Ethernet card and cable
Networking
Safaricom was used
Modem

5.2. Client work Stations

Minimal requirement for the client workstation is:

Servers 1 data base server and 1 applicatic
server

Processor 1.7 (GHz) or faster 32-bit (x8&) 64-bit (x64) processor

. 1(GB) RAM (32-bit) or LGB RAM (64-bit)
Main memory

Hard disk 40 GB available hard disk space (32-bit) or 20 6&-lfit)
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Monitor . . . . L
DirectX 9 graphics device with WDDM 1.0 or highener

Ethernet card and cable

Networking
Safaricom was used
Modem
Software
Software
Database server MySQL 2008
Web application server Sun sever
Operating System Windows 7 and above
Browser Internet Explorer , Mozilla, chrome,

Development Environment

Software

Programming language JAVA(JDK 1.6.0)

Development framework Appfuse Framework Spring MVC
Database MY SQL 2008 Hibernate
Deployment Sun server

Justification for the programming tools.
Java and spring MVC framework were used fogpmmming as they provided a framework andatfiles that
were required to be able to meet the requiremehtie application.

The Framework is open source and hence geattngequirements was easier such as the SMS gatewa

5.3. Testing
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The application went through the following tesaBés. The following are the results of the tedtirag was done.

1 Administration

The details of the user such as )

The user details were
the name , the address, the
11 Create user ) successfully added to the
mobile number are successfu

<

) system
added into the system

) A second user was able to
) A second user should log into )
Confirm the ) enter into the system and
1.2 the system and confirm the ) ]
created user ) ] confirm the details entered
details entered by the first us

[]

r
by the first user

Modify the details of the user

such as the email address, the Details of an already added

13 Edit user -
user name should not be user were modified
modified
Modify the user name - the
] system should not allow the| . It was not possible to
14 Edit user ] )
system to modify the user | modify the user name
name
A second user was able to
15 Edit User enter the system and confirm The details were successfully,

confirmation | the details entered by a first| confirmed.

user or reject

2 Maintenance

The module was used to
o /| The parameters were
) maintain parameters used ir o
2.1 Maintenance maintained and could be
the system such as the dats

D

) modified
base location

3 Customer and Account creation

¢ Adda customer to

Create custome the system by
i ) The customer was added
3.1 (first user) adding the customef
successfully
details such as the

name, the address,
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the mobile number
and the email
¢ Enter the name of

the account

¢ Enter the Account Ig

Confirmation of

A different user to log into

A second user was able to lo

i

32 the user the system and confirm thatinto the system and log
' created the details that are entered confirm or reject the details
are correct that were entered.
A second user logs into the )
) ) ] | A second user views the
Confirmation of | system views the details )
] ] details of the account create
3.2 account created and confirms or reject the
) and was able to select
details of the account
approval
created
4 Authentication of the user
A user thatis created is
able to login into the system
) ) The user was successfully
4.1 Login and enter their user name )
| logged in.
and password as the first
level of authentication
) The user enters the code
The user who logged in ) )
) received on their phone and
successfully receives a code )
) ) ) was able to log into the
4.2 Security code on their mobile phone so )
system and view all the
that they can be able to get )
) modules they were entitled to
to their modules
do
When the user enters the
wrong security code another )
) ) _ | When the security code was
Wrong security message is sent to their )
4.3 ) entered twice the user was
code mobile phone. )
) ) not able to log into the systen
The first security code
should be denied access
5 Transactions
5.1 Funds Transfer The system captures the

«  The user enters th%
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account the details gf details of the transaction that

the account that the
want to send mone
from .

The customer ente

yis the source account,
ydestination account , the bank

and branch and the amount
ssuccessfully

the destination
account

e The customer enter
the bank and the
branch if a different
bank

e The customer enters
the an amount that
they intend to
transfer and then

selects save

The user or a second user

A message was
the phone with PIN and the

received fram

5.2 Transaction | gets a message on their ] )
o transaction details to be
validation phone to enter the PIN code. )
confirmed.
6 Validation
A second user is able to
) log into the system and A second user got a text
Validate a ) ) ) )
] confirm that a transaction | message with a pin for them
6.1 transaction ] ) ]
q was done and the detailg to validate a transaction that
one
match what was sent to the had been done.
phone
The account status could e
confirmed by checking the )
) The account did not reflect th
Confirm account balance before the ) ]
6.2 details of the transaction

status

D

validation to ensure that th
transaction still was not

completed

before the validation.

D
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5.4. Results and Findings

Summary From the results the following items were achieved:

1. A customer who was maintained in the system was tablog into the system.

2. They customer got a Pin that when entered intsyiséem allowed them to be able to access other
modules.

3. Most of the activities needed a second personlidata the activities done in the system. Thiswéd

for the validation of the activities that haéeb done in the system
4. A second user was able to login into the systemcanfirm the transactions that have taken Place.

5. Transactions that had not been validated did np¢apin the database until the confirmation wasedon

The transactions were held in a queue.

5.5. Training

With successful testing the users of the appiba will be done. This will be achieved bgining trainers of

Trainers who will be able to train the otheeople.

The trainings were divided into 2 sessions. Oraéning was for the administrators of the systend the second
was the training for the end users who woudthtthe customers.

5.6. Changeover

This being a new application the best methochahgeover of choice was the Pilot changeovéis Will allow
the users of a certain branch to be ableast stith the training as they complete the tragrand start using

the lessons learnt will be used to train theeoBranches
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6.

6.1. Achievements

The application was successfully developed grdvided the following benefits
1) The application used the mobile as a token. nopile phone can be used in the solution.

2) No software was required on the phone or tamidil software except for the service program
that was used for authentication

3) No hardware was required for the solution Excepttie SIM card for communication Purposes.

4) The application was designed to prevent fraud kingiinformation before a transaction was

completed.
5) The application did not require the use of thirdpaolutions to be able to do authentication.

6) The application relied on items that wereilgawvailable and the users would be ablese u

therefore resistance was at a minimum.

7) The only costthat a client could incur ie ttransaction was the cost of the SMS that was
sent to their phone. Therefore costs that wererred like the 4,000 that was used for the

maintenance of the dongle were avoided.

6.2. Challenges and Limitations

The work was limited to only a small sent of saations that are prone to attacks. The work waslonited to

integrity and authentication.

Information that was required for the study watso easily available as many banks domudilish issues on

attacks.

The use of internet banking is not widely eaded and therefore getting information on #nesa was also a
challenge. Many of the banks who had internet bamkrovided a very small set of transactions. Mdshe
transactions that are done are generally on acéofantnation but not transactional.

6.3. Conclusion

The project was ableto demonstrate thatag possible to have an inherent banking agidies that can
provide authentication using the items thae @iready have and protect the owners of systeendigh costs

that are usually incurred on security. The infation that the client got was in real time anddhstomers were
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able to get information on the activity of theicaants. In case an account is compromisedwmer of the
account gets information in real time that l¢tem what is happening to their accounts auste waiting to
confirm the transactions at the point at whitley receive their statements. There could bpselaf time that

could cause other fraudulent transactions to felken place.

6.4. Recommendations

The solution can be used by other organizatiosashave sensitive data. The solution did taakle Fraud that
would be from within the bank neither did té#ckle the problem in case someone wastablecess ones
Phone.

This would suggest having another Module thatil study the behavior of people so thatasec something
unusual happened like transferring huge amoftimoney. The application can provide an Alert ikasent until

the person confirms in person that they areoties that are trying to do the transaction.
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Appendix
Appendix 1

Interview guide
Below is the interview sheet that was used @stiudy

1) What type of customer is served by internet barfking

i. Retail

a) Mostly Retail

b) More than half are retail

C) Very few are retail

D) There are no retail customers
ii. Corporate

a) Mostly Corporate
b) More than halfare  Corporate
C) Very few are Corporate
D) There are no corporate customers

a) Retall
a. Forthe retail accounts how ,many people opexataccount
i. One
i. Two

iii. More than three
iv. There isno standard number

b) Corporate Accounts
a. Are there a minimum number of people who can opesataccount?

i. Yes

i. No
b. Are there any prerequisites that are required fone to operate internet banking in terms of

software and hardware?
i) Yes 1) NO

c) Corporate Accounts
a. Are there a minimum number of people who can opeaataccount?
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b. Are there any prerequisites that are required fone to operate internet banking in terms of
software and hardware?
i) Yes 1) NO
2) a) If yes state the prerequisites

b) Whatis the estimated cost of the that a customcurs when using internet banking
a) No costto the customer
b) Monthly cost of Below 1000
¢) Monthly cost of above 1000 per year
d) One off cost of below 5000
e) One of cost of Above 5000

d) Doyou findthe method of logging in use frigrd

Strongly Agree Agree Neutral | Disagree | Strongly Disagree

e) Arethe security precautions the same for thtailr@nd cooperate customers
a) YES b) NO

f)  Are there modules that are impacted by fraud muaia bthers
v Yes b) NO
g) IF the answer is a please state the modules thatrgracted.
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h) How long does it take forthe bank to det#wt fraud has taken place in a certainagto

i) Describe the nature of frauds that take place

j) For question six suggestion some methods that earséd to militate against fraud.

a) Bythe customer

b) By the bank

k) How would you wish the bank to assist youdetecting Fraud
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Appendix 2

Findings from the Interview

The following are responses are from fimeks that participated in the interview

1) What type of customer is served by internet bariking

i. Retail
a) Mostly Retail
b) More than half are retail
C) Very few are retail
D) There are no retail customers
Question 1 Bank A Bank B Bank C Bank D Bank E
C B D A C
Table 2: types of Accounts
2) Retail
a. Forthe retail accounts how ,many people opeaataccount
i. Mostly One
ii. Mostly Two
iii. Morethan three
iv. There isno standard number
Question Bank A Bank B Bank C Bank D Bank E
A Mostly One Mostly One Not applicableMostly One | Mostly One
there are nd

retail customers

Table 3: No of people who hold the same retail account

3) Corporate Accounts
a. Are there a minimum number of people who can opeaataccount?
i i) No

Yes

Question

Bank A

Bank B

Bank C

Bank D

Bank E
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A yes yes yes yes yes

Table 4: Number of people who hold the same corporate account

4) Are there any prerequisites that are required fa @ operate internet banking in terms of software

hardware?
iii) Yes 1) NO
Question Bank A Bank B Bank C Bank D Bank E
B yes No No yes yes

Table 5: hardware requirements

5) Corporate Accounts
a. Are there a minimum number of people who can opeaataccount?

Question Bank A Bank B Bank C Bank D Bank E

B yes No No yes yes

Table 6: minimum number of people who hold and account

b. Are there any prerequisites that are required foone to operate internet banking in terms of
software and hardware?
iv) Yes 1) NO
6) a) If yes state the prerequisites
* Take the laptop to be usedto the bank farfigarations
» Install Certificate that are sent on Email
* Provide Tokes or cards as per the banks pslici

* Force a client to change the password at figihlo

7) What is the estimated cost of incurs when uBiternet banking
a) No cost to the customer
b) Monthly cost of Below 1000
c) Monthly cost of above 1000 per year
d) One off cost of below 5000
e) One of cost of Above 5000

Bank A Bank B Bank C Bank D Bank E
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Security Certificate Use al A security card Password
toggle containing codes
that are used a
cha
Adobe PDF provided aClient has| Bank C No additional to the
reader for free. to take a customer  side. Hardwa
machine for Any browser security installed at the
installations server side
to be done
information
on the
particular
was not
available
MacAfee Security Scal No User name yes
(different  from what ig and
at the client site Password
Cost - Free tq Initial Cost
customers who have4,000
accounts where th
ledger fee is above 684
per month - Retail
b) Monthly cost of| One off | 1000 per month | 1000 per| The cost is not passed
Below 1000 cost of month onto the customers
below 5000
If card is If password| If password is comprise
lost they is fill a form the password is
don't comprised | secured using VeriSign at
cancel even fill a form | the log in
when the password
requested is  secured
was not using
able to find VeriSign at
out the

55



reason why the login

Table 7: Summary of the cost and the required software from the respondents

8) What security precautions do you take for tbgin to the application
9) The security precautions that were taken wémse that were associated with the addwithat are

done by the bank. Client did not try tolime any more security as they used the system
10) Do you find the method of logging user frierlly

Table 8 shows the user friendliness at the tifdegin

Strongly
Agree it is Agree | Neutral Disagree Strongly Disagree
friendly
A v
B v
C v
D v
E v

Table 8: User friendliness responses

11) Those who used the password and User name wer@rabié with the method

12) The passwords were shared in some cases with¢hetasyy who would be assigned some duties.

13) Are the security precautions the same for thailrend cooperate customers
b) YES b) NO

The answer was yes for all the interviewees
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14) Are there modules that are impacted by fraud niaa tthers
a. )Yes b) NO
15) IF the answer is a please state the modules tbatgacted.
Modules where funds are moved from one accountather
16) How long does it take for the bank to detd@t fraud has taken place in a certain@eco

Atthe time they read there are statementslynost

17) Describe the nature of frauds that take place
v" Funds are withdrawn from the account without knalgke of the customer
18) For question six suggestion some methods that earséd to militate against fraud.
c) Bythe customer
4+ Provision of security measures to protect thetauers
4+ Provision of a user friendly site that ha®mifation
d) Bythe bank
4+ Customers to be aware of simple security rules
4+ To check Transactions often a good number of custsmaise the issue months after it

happened.

19) How would you wish the bank to assist you detecting Fraud

4+ Provision of early information in case of suspis transactions

20) What security precautions do you take for tbginto the application

The security precautions that were taken whase that were associated with the acatwithat
are done by the bank. Client did not ¢rynclude any more security as they used theegyst

21) Doyou find the method of logging in that uféndly?
Those who used the password and User name were@dabié with the method
The passwords were shared in some cases with¢hetassy who would be assigned some duties.
The following table shows the user friendlinasghe time of login

Strongly
Agree itis| Agree Neutral | Disagree Strongly Disagree
friendly

A v
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C v
D v
E v

22) Are the security precautions the same for thtailr@nd cooperate customers
c) YES b) NO

The answer was yes for all the interviewees

23) Are there modules that are impacted by fraud ntoaa pthers
a. )Yes b) NO
24) IF the answer is a please state the modules taéatrgracted.
Modules where funds are moved from one accountather
25) How long does it take for the bank to dettwt fraud has taken place in a certainagto

At the time they read there are statementslynost

26) Describe the nature of frauds that take place
v" Funds are withdrawn from the account without knalgke of the customer
27) For question six suggestion some methods that earséd to militate against fraud.
e) Bythe customer
+ Provision of security measures to protect thetauers
+ Provision of a user friendly site that ha®mfation
f) Bythe bank
4+ Customers to be aware of simple security rules
4+ To check Transactions often a good number of custemaise the issue months after it
happened.

28) How would you wish the bank to assist youdetecting Fraud
4+ Provision of early information in case of suspis transactions
Appendix 1: Some of the Source code used

package com.nx.ebank;
import org.apache.commons.logging.Log;

import org.apache.commons.logging.LogFactory;
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import org.smslib.OutboundMessage;
import org.smslib.Service;

import org.smslib.modem.SerialModemGateway;

import com.nx.ebank.webapp.listener.LoginListener;

public class SendScript {
private static final Log log = LogFactory.getLog@ioListener.class);

public static String sendSMS(String phoneNorBtgenSequence,String mport){

if(phoneNo.startsWith("0"){
phoneNo="+254"+phoneNo.substring(1);
telse{
return "pn";
}
try{

Service srv;
OutboundMessage msg;
srv = new Service();

SerialModemGateway gateway = new SerialModere@ay("NetEx", mport,
19200, "Motorola", "L9");

gateway.setinbound(true);
gateway.setOutbound(true);
/lgateway.setSimPin("6063");
srv.addGateway(gateway);
srv.startService();

String log="Modem information\n"+"manuf'+gateywgetManufacturer()+"\n
gateway Model"+gateway.getModel();

msg = new OutboundMessage(phoneNo, "Login cegenSequence);
srv.sendMessage(msg);

SendScript.log.debug("dfdfdf'+phoneNo);
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Xlog.LogErrorl(log);
System.out.printin(msg);
srv.stopService();

}

catch(Exception e){
e.printStackTrace();
Xlog.LogError(e);

}

return null;

import java.util.Calendar;

import java.util.Locale;

import javax.servlet.http.HttpServietRequest;

import javax.servlet.http.HttpServietResponse;

import org.apache.commons.lang.StringUtils;

import org.springframework.validation.BindException
import org.springframework.web.servlet. ModelAndView

import com.nx.ebank.Constants;

import com.nx.ebank.Xlog;

import com.nx.ebank.model.EbPayInstruction;
import com.nx.ebank.model.EbPaylInstructionType;
import com.nx.ebank.model.User;

import com.nx.ebank.model.XCurrency;

import com.nx.ebank.service.AuditTrailManager;
import com.nx.ebank.service.EbankingManager;
import com.nx.ebank.service.UserManager;

import com.nx.ebank.service.ViewManager;

public class EBPaymentsinstructionFormControllderss BaseFormController {
private ViewManager viewManager=null;
private EbankingManager ebankingManager=null;
private UserManager userManager =null;
private AuditTrailManager auditTrailManager=null;

public EBPaymentsinstructionFormController(){
setCommandClass(EbPaylInstruction.class);
setCommandName("instruction");

}
protected Object formBackingObject(HttpServletResjurequest)
throws Exception {
EbPaylnstruction instruction = new EbPayInstrmt);
String id = request.getParameter("id");
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User ruser = getUserManager().getUserByUsernameést.getRemoteUser());
try{
request.setAttribute("zangulList", viewManagetAgeounts(ruser.getld().toString()));
request.setAttribute("instList", ebankingManagetEbPayInstructionTypeAll());
request.setAttribute("currencyList”, ebankinghgear.getXCurrencyAll());
if(!StringUtils.isBlank(id)){
instruction = ebankingManager.getEbPayInston®iy|d(id);
if(!(instruction.getAccountFrom()==null){
instruction.setAccfrom(instruction.getAccourdf());

if(!(instruction.getAccountTo()==null)){
instruction.setAccto(instruction.getAccount))p(

if(!(instruction.getCurrency()==null)){
instruction.setCurr(instruction.getCurrendyp@tring());
}

if(!(instruction.getPayinstid()==null)){
instruction.setOmbi(instruction.getPayinstid(ptring());
}

}catch (Exception e) {
Xlog.LogError(e);
e.printStackTrace();

}

return instruction;

public ModelAndView onSubmit(HttpServiletRequesijuest,HttpServletResponse response, Object
command, BindException errors)throws Exception{
User ruser = getUserManager().getUserByUsernageést.getRemoteUser());
EbPayInstruction instruction = (EbPaylInstructioojnmand;
boolean isNew = (instruction.getPayid()==null);
String success = getSuccessView();
Locale locale = request.getLocale();
String action ="";
String msg =",
try{
XCurrency currency = ebankingManager.getXCury&ytd(instruction.getCurr());
EbPayinstructionType type =
ebankingManager.getEbPayInstructionTypeByCode (instin.getOmbi());
if(isNew){
action ="ADD";
msg = "Added Payment Instruction for "+typelgstruction();
instruction.setApproved(false);
instruction.setDeleted(false);
instruction.setUserid(ruser);
instruction.setOsysdate(Calendar.getinstance())
telse{
action ="EDIT";
msg = "Edited Payment Instruction for "+typélastruction();
EbPayInstruction paylnstruction =
ebankingManager.getEbPayInstructionByld(instructietPayid().toString());
instruction.setApproved(false);
instruction.setDeleted(false);
instruction.setUserid(payInstruction.getUs@gpid(
instruction.setOsysdate(payInstruction.getOatesQ);
instruction.setEditdate(Calendar.getinstance())
instruction.setEditedby(ruser.getld());
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instruction.setAccountFrom(instruction.getAacef());
instruction.setAccountTo(instruction.getAcc)o()
instruction.setAmount(instruction.getAmount());
instruction.setBillNumber(instruction.getBillber().trim());
instruction.setCurrency(currency);
instruction.setDescription(instruction.getDgsion().trim());
instruction.setHashfield("hashed");
instruction.setPaydate(instruction.getPaydpate()
instruction.setPayinstid(type);
instruction.setRefNumber(instruction.getRefN@nghtrim());
instruction.setSessionid(request.getSessi@ilQ);
ebankingManager.saveEbPayInstruction(instragtio
String key = (isNew) ? "rec.added" : "rec.uedt
saveMessage(request, getText(key, msg,locale));
getAuditTrailManager().saveAuditTrail(actionsg) request.getRemoteUser(),
Constants.FUND_ROLE, request.getRemoteAddr());
if (lisNew) {
success = "redirect:/fund.html?action=insinrct

}catch (Exception e) {
Xlog.LogError(e);
e.printStackTrace();

}

return new ModelAndView(success);

public ViewManager getViewManager() {
return viewManager;

public void setViewManager(ViewManager viewMangder
this.viewManager = viewManager;

}
public EbankingManager getEbankingManager() {
return ebankingManager;

}
public void setEbankingManager(EbankingManagenkingManager) {
this.ebankingManager = ebankingManager;

public UserManager getUserManager() {
return userManager;

public void setUserManager(UserManager userMandger
this.userManager = userManager;

}
public AuditTrailManager getAuditTrailManager() {
return auditTrailManager;

}

public void setAuditTrailManager(AuditTrailManageuditTrailManager) {
this.auditTrailManager = auditTrailManager;

}
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