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ABSTRACT

This study was carried out to establish the retetigp between IT post implementation
practices and IT operational risk minimization amahe public hospitals in Kenya. The
study had three objectives: To establish the ITt poplementation practices in public
hospitals in Kenya; to identify the existing IT oggonal risks in public hospitals in
Kenya; to determine the relationship between ITt pogplementation practices and IT
operational risk minimization among public hostal Kenya. The study used the cross-
sectional survey. A census survey was carried oulli hospitals in the selected six
counties and data collected from the respondemtaigih a closed questionnaire. Data
collected for objectives one and two was analyzsithgumean scores while data for
objective three was analyzed using multiple regoasanalysis. The study revealed that
IT systems have been in use for an average of & yedhe public hospitals. The results
show that due to the inadequacy of IT post impldaaten practices adopted, the level of
exposure of IT systems to IT operational risk ighhithere is lack of hospital-wide IT
policies and procedures and finally there is areisg relationship between IT post
implementation practices and IT operational riskiimization in public hospitals. The
study recommends that hospitals implement compsterpolicies and procedures to
guide IT operations, and address IT security androbissues. It is also recommended
also that IT system changes and updates be docedhdfihally, it is recommended that
the hospital management take advantage of the adated knowledge on IT systems to
provide leadership towards enacting appropriateitin®nal risk strategy and risk
management framework.
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CHAPTER ONE: INTRODUCTION

1.1 Background of the Study

Enterprise risk is a risk that encompasses all magks faced by a business firm (COSO,
2004). This risk can be classified according tonagure and thus may include pure risk,
speculative risk, strategic risk, reputation, legaperational risk and financial risk.
Enterprise risks can also be classified accordmghe source of the risk: Internal,
strategic and external risks. Internal risks as&sithat are caused by factors within the
organization that can be controlled such as theafi€mployee misconduct, systems and
technology failures while strategic risks are riskken on by an organization in the
pursuit of value (for instance the risk associatéth an investment in developing a new
computerized production system) and external resles largely beyond its control An
example is the risk of impact from a natural dieasike an earthquake, economic and
political factors (Thuku, 2012).

These days a growing number of companies devotégrafisant portion of their
management effort discussing risk and risk managent¢owever a vast majority of
organizations have made very little effort to ataarthe risk profile of their companies

and this in effect means that they have not putsaimctures in place to address the risks.

1.1.1 Operational and Information Technology Risk

Operational risk is part of enterprise risk andutssfrom the firm’s business operations;
such as from services offered using computer systdrat hackers may break into
(COSO, 2004). Shevchenko (2010) notes that in EO#@Ere was no widely accepted
definition of operational risk. Often, operationatk was defined as any risk not
categorized as market or credit risk. Some defimess the risk of loss arising from

various types of human or technical error.

BBA, ISDA, RMA and PwC (1999) came up with the firaniversally accepted
definition of operational risk which was later affied by the BCBS (2004). They defined

operational risk as the risk of loss resulting frovadequate or failed internal processes,
1



people and systems or from external events. hagisk of loss arising from the potential
that inadequate information systems; technologhries, breaches in internal controls,
fraud, unforeseen catastrophes, or other operadtpoalems may result in unexpected
losses or reputation problems. The BCBS (2004) #amissuch operational risk captures
business continuity plans, environmental risk, isrimanagement, process systems,

people related risks and health and safety, antKg.

Abolhassani and Moghaddam (2008) (as cited in Akl2812) while appreciating the
definition of operational risk by BCBS (2004) opmned operational risk is the risk of
failure and lack of efficiency in personnel, teclogy and working process. This appears
to be in line with the definition used by Crediti&e Group (as quoted by IIF and
McKinsey & Co., 2011) that operational risk is tiek of adverse impact to business as a
consequence of conducting it in an improper or égahte manner and may tangibly
manifest itself in the likes of business disrupticontrol failures, errors, misdeeds or
external events. The BCBS (2004) definition of gpienal risk has been adopted or
adapted by many firms, but it is just one of manggible definitions that can be used.
This study adopts this definition.

The importance of operational risk has been higitdig recently with spread of IT
applications which has brought about new problesn®fganizations. Any failure of the
IT systems was give rise to a major element of atparal risk known as IT risk (and
includes such threats as business interruptioasths recovery, business and information
security, data backup and protection, businessdeeompliance and social media used
(Jammal, 2011). BCBS (2006) adds to this list humaar, external fraud by intruders,
obsolescence of applications and machines, avitjalperformance, reliability issues,

mismanagement and natural disasters.

Kitheka (2013) defines IT risk as the risk of fadwr malfunction of the IT applications
and infrastructure used to support a company. Hs givead and identifies the relevant
elements of IT infrastructure as: network and useanagement, configuration

management, system performance and capacity, Miceerequest, service level and



helpdesk management. The study adopts this definiitut also includes data backup and

protection and disaster preparedness, license cammapland IT security.

1.1.2 Information Technology Operational Risk Minmization

By the very nature of project management there alillays be uncertainty. Whether it's
small or large, complex or simple, every projecs hiak. It is the job of managers to do
their best to minimize the risk in projects (Bogu#)05). The first step to risk
minimization is to identify all risks that are pdse in the organization and consider all
internal and external factors that could give ts¢he risks. The next step is to evaluate
the risk based on its probability and impact todhganization’s operations. The risks are
then prioritized and managed by putting in placeasnees to control them and having
mitigation strategies for those risks that can’tdoatrolled. During the implementation
phase all risks must be constantly monitored imatance with the risk assessments.

The greatest cost of an IT system implementatiocursc long after the initial
development and deployment is over, when the systaters its support and
maintenance phase of its life cycle. Adopting g@odctices will therefore reduce the

long term operational cost and associated risksfly 2010).

1.1.3 Information Technology Post Implementation Pactices

Acquiring advanced technologies does not necegsdedd to success. Firm’s

performance critically depends on how these tedgies are implemented. Successful
implementation of these technologies requires amathgr things a human resource
strategy to develop the necessary worker skills andage them in the process
(Hornstein, 2008). Karimi (2006) argued that IT teys implementation depends on
many factors affecting the project’'s pre-impleméota implementation and post
implementation stages. He identified these factmscomprising four elements: data
classification, management controls, operationakrots and technical controls. During
each implementation stage the organization is reduio put in place practices that
address these elements and as a consequence themimmal disruption of the IT

systems. This study was concern itself with thectoras adopted by organizations to



guide IT implementation during the post implemebotatstage. For this study post

implementation is the stage after the project rsdea over to the client by the vendor.

Kimwele (2013) argues that there is evidence framdurvey to suggest that despite
numerous technical guides and principles ther@isgenognized, standard approach at an
organization-wide level to help in addressing thi@sehallenges and suggests that SMEs
could develop and adopt appropriate IT securitywddeds and policies, identify IT

security roles and responsibilities, create IT sgcuawareness, put in place data
recovery measures, and protect organizational sasstt also suggests that laps in

practice accounts for the serious IT security emgles faced by SMEs in Kenya.

Asangansi (2013) argues that the implementatiddMIS has become a major challenge
for researchers and practitioners because of theifisant proportion of failure of
implementation efforts. He states that researchave attributed this significant failure
of HMIS implementation, in part, to the complexity meeting with and satisfying
multiple (poorly understood) logics in the implertagion process. It is also possible that
there could be a relationship between the faillaed the implementation practices
adopted.

The IT systems implementation process is compled as such requires careful
consideration of the organizational context (Gatdet al, 2003)). National polices and
guidelines are expected to be reflected in thesptrthe implementing institutions, but
prioritized to reflect the context. The sad thing that some of the government
organizations examined are not aware of the ndti@a policy and have continued to

implement ICT systems without referring to the ppl{KACCA, 2008).

New risk categories such as operational, strategyraputational risk are highlighted as
new critical focal areas by Deloitte (2012) for amganization and more importantly it
was reported that risk management programs haveesot quite effective in these areas.
Implementing a successful operational risk disnghvas require significant changes in
corporate cultures, senior management understarafirgnd commitment to a robust

internal risk management structure (BITS, 2004).
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1.1.4 Information Technology Post Implementation Pactices and IT Operational
Risks

Post implementation practices affect the risk Isewélan organization. What the company
does or does not do after an IT system is putanebreatly affects the success or failure
of the system. Obviously, failure leads to IT risétm malicious actions, man-made and
natural disasters, or inadvertent errors made keysuand so forth. Over the past few
decades, IT applications have become more sustefiibthese risks because of the wide
spread usage of computers, the interconnectivitytiise computers, and rapid
development of Internet applications (Badie, 20Rikk is also fueled by the lack of

appropriate practices that creates an enablingamwient for implementing IT systems.

ISACA, 2006 (as quoted by Onal, 2006) puts it Siate IT is now central and widely
used, organizations will continue to be exposedgerational risks related to the use of
IT such as virus attacks, breakdown of infrastmetwnauthorized access to data,
performance problems, system and infrastructurdiragency. A survey carried out by
Taub (2002) found that 81 percent of organizatimet they are vulnerable to a serious

operational incident.

Without proper IT Governance, IT systems can losegrity with serious implications on
performance and can also result in breach of cleamtfidentiality (Makau, 2010 as
guoted by Munene, 2009). Galdwin et al (2003) a&fICKA (2008) noted that some
organizations were implementing ICT systems withmference to any policy. As a
conseqguence organizations are exposed to seridoerahility to information systems

security violations.

Experience has shown that IT operation risk exposidiran organization increases with
the used of IT. The extent of the exposure dependbe post implementation practices
adopted after the project is handed over by thedeenResearch shows that IT
operational risk is fueled by lack of appropriataqtices to guide IT implementations

and worse by the fact that some organizations dé&mmwv what to do.



1.1.5 Public Hospitals in Kenya

Kenyan hospitals can be divided into different liacitypes under public, faith based,
private and non-governmental. Public hospitals smadistinguished from the rest of the
facilities by having been officially gazetted anthKen-over” by the government and
placed under the Ministry of Health (MOH), or aneder the Prisons, local authorities,
Armed Forces, academic, parastatal or the ConstiueDevelopment Fund. The
hospitals under MOH are categorized into five lsewgith each level providing different
services to the public. The five categories aravimcial general hospitals, district
hospitals, sub-district hospitals, health centres dispensaries. There are approximately

6,150 hospitals in Kenya of which 41% are public.

The health sector in Kenya has a multiplicity oflle information systems — manual,
computer and web-based. There is little co-ordomatbetween systems and much
duplication of data and effort. Yet according te #MOH these systems rarely yield the
quality of information necessary for the plannipgpgramme and resource monitoring,

and performance-based review that the health masagguire (MOH, 2010).

The key institutions that influence ICT policy foukation and implementation in Kenya
public institutions include the Ministry of Inforian and Communications; ICT
Authority and Communications Commission of Kenyghe ICT Authority is mandated
with marketing Kenya as an ICT market leader anotdioating the provision of public

sector shared service.

1.2 Statement of the Problem

IT operational risks result from improperly perfong ICT operations and lead to loss of
computer assets, increased risk of fraud, losshetit of data, privacy violations and
business disruption (Straub & Welke, 1998); Thik implies that internal processes,
people and systems are controlled inadequately @@B04). These findings provoked
interest to find out if hospitals in Kenya are fagthese risks and what internal and other

controls are in place to minimize these typessKgi



Though the government develops ICT guidelines asiatips for hospitals to follow the
guidelines are in general terms and do not presc¢hie implementation details which are
left to the hospitals (Goldwin et al, 2003). Waef2@10) et al studied the key challenges
facing the ICT sector in Kenya and pointed out thate is poor implementation of these
policies by government institutions. A study by Viled2009) concluded that the central
government and MOH policies are key variables ire tmanagement of IT
implementations in public hospitals. This studyemds to find out how the public

hospitals adopt government guidelines for miningzifi post implementation risks.

Ernst & young (2012) survey in United States quothdt 65% of the surveyed
organizations reported that they would have troutdeovering from system-wide
computer failure before it caused significant diion to their business. Since the study
was in USA, a study may be required to find out hanganizations in Kenya would
recover from a serious computer failure and ensueelT systems are restored to their

original state.

Kimwele et al (2005) found evidence to suggest thatecurity policies are not widely
adopted by Kenyan SMEs and according to Makumhbl €012) small business owners
in Kenya are unclear on how to safeguard theirrassies from IT risks that come with
the increased reliance on IT. A gap exists foraedeers to find out how hospitals in

Kenya protect their IT assets and what IT risky flaee.

Kimwele, 2005; Nicolaou, 2008; Gladwin et al, 2088 Hughes, 2006 focused on the
IT implementation process itself and pre-implemeota factors as well as risk
management process. They did not carry a studyl ggost implementation practices or
IT operational risk. Research may be required toudeent the IT practices adopted by
public hospitals during the IT post implementatpariod.

Research also shows that IT risk exists becausenait processes, people and systems
are controlled inadequately (Kimwele, 2013; Asarsga?013; KACCA, 2008; Deloitte,
2012; Taub, 2002; Munene, 2009 and Waema, 201@).ri&kes one to ask the question:

To what extent is this observation true for publospitals in Kenya?
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The study sought to answer the following reseansbstion: What is the relationship
between IT post implementation practices among ipubbspitals in Kenya and IT
operational risk minimization? This study endeadote establish the relationship
between IT post implementation practices and ITragenal risk minimization among

the public hospitals in Kenya.

1.3 Research Objectives

The study’s main objective was to establish theati@hship between IT post
implementation practices and IT operational riskgimization in public hospitals in

Kenya. The specific objectives are:-
I. To establish the IT post implementation practicegublic hospitals in Kenya
ii. To identify the existing IT operational risks inlpic hospitals in Kenya

iii. To determine the relationship between IT post immgetation practices and IT

operational risks minimization among public hodgiia Kenya.

1.4 Importance of the Study

The study results should inform the public hospitifl the IT operational risks most of
them are exposed to and the relationship between ritks and the IT post
implementation practices adopted by them. It isedbthat the hospitals will use this
information as a guide in restructuring their origations for the purpose of better

managing IT operational risk with a view to mininmig IT operational risk.

It is hoped that the research findings will as$ie government in stipulating policy
actions necessary to spur the implementation ahlihe sector. More importantly the
government should use the results to evaluateikibkhlood of success of it's drive to
create functioning IT systems in the public hodpitcross the county with the aim of

establishing a national health database.



This study seeks to contribute to the literaturebbyadening the understanding of the IT
post implementation practices adopted and the Braiwnal risks experienced by public
hospitals in Kenya. The results could be importaninderstanding, improving or even
developing theories relating to IT post implemebotapractices.

It is also hoped that IT professionals was leaomfithe findings and improve on the IT
implementation process they used by selecting eapdaving on the best implementation
models. The study also aims to inform IT profesaisrwhat happens long after they
have handed over the project to a client.



CHAPTER TWO: LITERATURE REVIEW

2.1 Introduction

This chapter discusses the literature related tpd3t implementation practices and IT
operational risk. The review is conceptualized unihe objectives of the study and
mainly focuses on Risks in organizations, Inform@tlechnology post implementation
practices, Information technology operational rjigkast implementation practices and IT
operational risk minimization, Theoretical perspexs on IT operational risk, Summary

of literature review and The conceptual framework.

2.2 Risks in Organizations

The meaning of risk is used differently by diffetr@mudiences. It depends on the context
where it is applied to support decision making (@tta, 2010). For example, hospital
personnel used risk in a context of quality asstegorogram while safety professional
was used risk in a context to reduce accidentsigndes. However, characteristics of
risk remain the same for all definitions. For &krie exist there must be a potential
existence for a loss and the presence of unceyrtrd decision making (Charette, 2010).

These two conditions form the basic characteristich risk is defined.

The early literature on risks (Schumpeter, 1934ruksed risk as a good thing and risk
taking was a positive action leading to market watmn. Others hold a different view
and take risk as inferring possibility that some¢himay go wrong. The Stanford
Encyclopedia of Philosophy (2007) explains that rssan unwanted event with negative
consequences. It covers all aspects of organiztiactivities and it is included in all

management levels.

McNaill et al (2010) defined risk as “any eventamtion that may adversely affect an
organization’s ability to achieve its objectiveddaxecute its strategies”. Therefore, the
nature of risk, no matter what the area is, camdfeed as the possibility of suffering

loss. Risk will generally result into the followingonsequences: Loss of public
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confidence, embarrassment, financial losses, wmrgassed and claims against the

organization.

2.3 Information Technology Post Implementation Pratices

The successful implementation of IT projects degead many factors affecting the
project’s pre-implementation, implementation andtpinplementation stages. For this
study the post implementation stage is the perftet ¢he project is handed over to the
client by the vendor. Kimwele et al (2005) suggedieat appropriate practices, when
adopted on an organization-wide level, was allostaandard approach in addressing IT

challenges.

During the post implementation period, organizadlopractices should comprise four
elements identified by Karimi (2006) as: data dfasgtion, management controls,
operational controls and technical controls. Dédasification is the classification of data
based on its level of sensitivity and the impacthe organization should that data be
disclosed, altered or destroyed without authomratit could be restricted data, private
date or public data. Management controls encomjislssnanagement, security controls,
business continuation planning, and error corragtioperational controls comprise
personnel security, physical security, documentatiawareness and training while
technical controls comprise identification and ifiedtion of identity, logical access
control, audit trail and monitoring. This study wasncern itself with whether the four
elements are present in the practices adopteddanimations to guide IT implementation

during the post implementation stage.

The post-implementation phase of software developriite cycle is one of the most

important aspects of software engineering (Edwa2868). This phase comes after the
project implementation phase which has one keyisc(installing and releasing the new
system in its target environment) after which tlysteam enters the operations and
maintenance phase for the remainder of the systgrasational life; therefore the post

implementation phase is an ongoing process (Baaos).
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2.4 Information Technology Operational Risks
All major risks faced by a business firm are reddrto as enterprise risks and can be

classified according to their nature and includeatsgic risk, operational risk and

financial risk. Strategic risk refers to uncertgirdf the firm’s goals and objectives.

Operational risk may result from the firm’s busisegperations; e.g. from services
offered and systems in used. Financial risk referancertainty of loss due to adverse
effect of commodity prices, interest rates, foregycthange rate and value of money
(COSO0, 2004).

According to COSO (2004) operational risk is a tisat results from the firm’s business
operations; e.g. from services offered using compaystems that hackers may break
into The term “operational risk” has been definetiyan the past few years, although this
type of risk has been present for years. At fitstyas commonly defined as “every type
of non-quantifiable risk”, or “everything other tharedit and market risk”. Nowadays,

there is a large number of definitions.

Operational risk was defined as the risk of lossulteng from inadequate or failed
internal processes, people and systems or fromrrattevents (BBA, ISDA, RMA and
PwC, 1999). This was the first universally acceptetinition of the risk. They clarified
that this arises from the potential that inadequafermation systems; technology
failures, breaches in internal controls, fraud oue$een catastrophes, or other operational
problems may result in unexpected losses or rapatgroblems. BCBS (2004) later
affirmed this definition but added that the risklurdes legal risk, but excludes strategic

and reputational risks.

The following operational risk definition is useq I€redit Suisse Group (2000), as

guoted by IIF and Mckinsey & Company (2011):

Operational risk is the risk of adverse impact tsibess as a consequence of
conducting it in an improper or inadequate manmer may result from external
factors. Operational risk may tangibly manifeselitsn the likes of business

disruption, control failures, errors, misdeeds atemal events, and can be
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captured in five major risk categories: OrganizatiBolicy/ Process, Technology,

Human, External.

The spread of IT applications has recently brougpgdrational risk into focus. This is
because IT applications have brought about new l@mb for organizations. These
problems come in form of IT operational risks whatle the concern of this study and are

discussed in the next section.

Generally, IT risk is a potential damage to an orgaion’s value. It is a major element
of risks caused by systems and technology and deslusuch threats as business
interruption, disaster recovery, business and mé&tion security, data backup and
protection, business license compliance and soeedia used (Jammal, 2011). IT risk
was once a minor component of operational riski®w@merging as a major hazard for

organizations to identify and manage (Sa2011).

IT risk is the risk of failure or malfunction of I&pplications and infrastructure used to
support a company (Kitheka, 2013). It is the faltw respond to these requirements, as
well as many other issues such as: human errogrnalt fraud through software
manipulation, external fraud by intruders, obsatesc applications and machines,
reliability issues, mismanagement, and of courseetifiect of natural disasters (BCBS,
2006).

IT systems are increasingly becoming critical tergvaspect of business and as a result a
company’s operations may be highly dependent onirttegrity of its IT systems. Its
success therefore would depend, in a great parth@mperformance of the information
system (Say, 2011). This dependency exposes the organizatidh tisk. Badie (2011)
adds that IT applications have become more sudtept IT risks because of the wide
spread usage of computers, the interconnectivitytiise computers, and rapid

development of Internet applications.
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2.5 IT Post Implementation Practices and IT Operainal Risk
Minimization
IT systems can live long after they have been hdunder by the vendor. Their success
or failure greatly depends on, among other facttirg, post implementation practices
adopted by an organization. This implies that pogtiementation practices adopted by
an organization affect the IT risk levels of theyamization. A large proportion of IT
projects end up failing. Quite often the underlyifagtors are associated with post IT
implementation practices that management adopts.ifstance, Ramimi et al (2008)
concluded that a large number of health informasigstems implementations fail due to
insufficient organizational harmonization; lackagfordination of operations between the
end-users and the system suppliers, lack of seffidiechnical support, insufficient user
training during implementation and misconceptioifie Committee of Sponsoring
Organizations of the Treadway Commission (COSO,420sserts that improved IT
practices should enhance the efficiency, effecegenand assurance of internal control
processes.

The practices adopted by an organization may peogial uncertain environment where
critical areas of IT system issues such as comgdiavith laws, regulations and standards
are neglected. The neglect could lead to the rislegal liability claims and distorted
reputation of an organization. Makau (2010) (astgadidoy Munene, 2009) observes that
without proper IT governance, IT systems can losegrity with serious implications on
performance and can also result in breach of clemtfidentiality. 1T risks include
breakdowns in IT related internal controls and ooafe governance, which can lead to
financial losses through frauds, or failure to gaout operations in timely manner
(BCBS, 2006). Problems associated with enterpriseapplications implementations
become more rampant during the post implementgiltase because once users learn
their way around the system, they can test theesystimits, setting off shockwaves that
can devastate an otherwise successful control@mwient (Musaji, 2005).
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2.6 Theoretical Perspectives on IT Operational Ris
This study is guided by the capability maturity rebfCMM) and the governance model
which explain and give guidance on how a projeciustthbe structured and organized to

achieve efficiency and avoid risk. The models aseutsed in the next sections.

2.6.1 The Capability Maturity Model

The Capability Maturity Model (CMM) was developetdGarnegie Mellon University in
the USA between 1986 and 1993 (Paulk et al, 198®turity was explained by
Crawford (2007) as the logical way to improve agamization’s services, particularly IT
services. A maturity model therefore can be vievasda set of structured levels that
describe how well the behaviors, practices andge®ses of an organization can reliably

and sustainably produce required outcomes (Firgialsi998).

A maturity model is specifically used when evalngtihe capability to implement data
management strategies and the level at which tapany could be at risk from said
strategies. The more mature an organization isnagthis benchmark, the less at risk it is

in terms of risks associated with poor data managepractices.

Alternative project management models include tbefélio, Programme and Project
Management Maturity Model (P3M3) which breaks ddia broad disciplines of project
management into a hierarchy of key process areagth&r model is the Organizational
Project Management Maturity Model (OPM3) which pd®s a method for organizations
to understand their organizational project manageénpeocesses and measure their
capabilities in preparation for improvement andpkethem develop the roadmap to

improve performance.

2.6.2 Governance Model

A governance model describes the roles that prgadicipants can take on and the
process for decision making within the projectatidition, it describes the ground rules

for participation in the project and the proces@scommunicating and sharing within

15



the project team and community (Gardler et al, 20Bother words it is the governance

model that prevents a project from descendingcéhtms.

A governance operating model should organize psssesnd functions such that the
board receives the information it requires to dffggod governance and management and
the business units can conduct their activitiesvays that are coordinated. A strong

board and governance structure can help an orgemzaaeather critical crisis.

One of the commonly used governance models isettfenblogy governance model. The
Information Technology Governance Institute (20838)juoted by Blackmer et al, 2005))
identifies five IT Governance focus areas as gjratél alignment, value delivery, risk
management, resource management and performancinaent. Best practices were
identified for each focus area and included andVisory board, establishing a help desk,
used of policies and procedures and developinggtand broad staff competencies.

2.7 Empirical Review

Organizations are becoming increasingly reliantI®nto fulfill many of their basic
functions (Makumbi et al, 2012). IT comes with sed security threats with serious
consequences and therefore it must be well pratedtee study concluded that small
business owners are unclear as to what steps timydstake and therefore have not
taken the steps to safeguard their businesses.

Nicolaou (2008) found out that the failure of ERystems was due to a number of
factors: initial justification that drives developmt, system integration problem, lack of
user training and failure to understand how IT egapilons change business processes. He

recommended research examines methods to improResERems implementation.

Wekesa (2012) found out that foreign exchange rate management has a positive
impact on the profits of airlines in Kenya. He afeand out that all the airlines sampled
had a foreign currency risk management policy, ns&nagement department and

monitored the success of the foreign exchangepasky monthly.
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Kimwele et al (2005) found evidence from their yvo suggest that IT security
policies are not widely adopted and the benefitadssed by Kenyan SMEs. Al-Tamimi
(2002) found that banks were mainly facing credik .which they identified through
inspection by branch managers and financial statesranalysis methods. Al-Tamimi &
Al-Mazrooel (2007) found out that the three mospartant types of risks encountered by
banks are foreign exchange risk followed by cradik and finally operational risk. Their

study brought out operational risk, which IT riskpart of, as important to banks.

Wanyonyi (2011) surveyed the foreign exchange rislenagement practices in
organizations and concluded that foreign exchamgleis an important aspect used by
multinationals to ensure a safe and sound manageasethey are exposed to foreign
exchange risk. The recommendations were that gle management department was

very important for multinationals.

The Frost and Sullivan (2011) study reported they kisks from an organizations
security perspective include application vulneiiéibg, mobile devices, viruses and worm
attacks, internal employees, hackers, contractiytser terrorism, cloud-based services
and organized crime. Forrester (2011) reported shatrrity threats were escalating and
constituted a major concern. This study soughtstaldish if the increase in IT security

threats is related to post implementation practémkspted by public hospitals.

2.8 Summary of Literature Review
The literature reviewed shows that the studieshdidnvestigate the relationship between

post implementation practices and IT operationsk.riThe researcher therefore finds
there is a knowledge gap in literature to warrargseearch. This study therefore seeks to
fill the existing gap by investigating the relatsbnp between post implementation

practices and IT operational risk in public hodgiia Kenya.

2.9 Conceptual Framework
A conceptual framework sets out how the dependanables are affected through the
manipulations in the independent variables. It a3 the relationship between the

dependent and the independent variables in they.stadthis study, the independent
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variables are the post implementation practice$ #ma adopted by an organization
subsequent to the IT implementation. The dependanble is IT operational risk. It is
considered dependent since this type of risk arfem® the failure of systems and
technology in an organization due to a wrong pcactn the organization or external

factors.

Figure 2.1: The Conceptual Model

IT Post Implementation Practices 7 @eatarel ek
Minimization
Management Practices e Few incidences of
» IT risk management culture unavailability system
* Business continuity plans downturns
» Government guidelines * Fewer frauds
committed using IT
Operational Practices Leads systems
» Physical security » Fewer hardware and
* Awareness training on security software damages
» Confidentiality authenticity * Fewer unauthorized
* Logical access controls access to information
* Change agents * Only authorized staff
+ Hard and software operating the IT
system
Independent variablg Dependent variable

18



CHAPTER THREE: RESEARCH METHODOLOGY

3.1 Introduction

This chapter describes the overall methodology ta$ employed in the study. The
following are discussed: research design, studyuladipn, research instruments, data

validity and reliability, data collection and filadata analysis.

3.2 Research Design

Cooper and Schindler (2008) define research demsgthe blueprint for the collection,
measurement and analysis of data. The study addpeedross-sectional descriptive
research design. Cross-sectional studies are dasutonce and represent a snapshot at
one point in time (Cooper and Schindler, 2008). dibsign provides an in-depth account
of events, relationships, experience or processesuiag in that particular instance
(Mugenda and Mugenda, 1999). This design was pesfebecause it offered the
researcher the opportunity to collect data acresersal public hospitals at one point in

time.

This design was adopted since it provided an oppdst for in-depth study into the IT
post implementation practices and IT operationsksiin public hospitals in Kenya. It
was also adopted as it allowed the researchersaride the phenomenon as it was, in its
environment without any manipulation. It also alemhgreater flexibility in terms of time
and money as well as the tendency to produce a t@gponse rate. These reasons

justified the used of the design in this study.

3.3 Population of the Study

All items of interest in an inquiry constitute aguation (Kothari, 2004). The population
of the study was all public hospitals in Kenya frdravel 3 upwards which have
implemented IT systems.
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3.4  Sample Design

According to the Ministry Health the only hospitalsing ICT systems are these from
levels 3 to 6. A master list of hospitals maintaitey the Ministry compiled in May 2014
showed that there were 288 public hospitals whathih this group. Since they are all
managed by the Ministry of Health, they have a lsingetup, have similar management
practices and those of the same level receive &neesamount of support from the
Ministry. This means that a level 3 hospital in iiau has the same characteristics as that

of a level 3 in Kakamega. The important thing tfeme was to ensure that all levels were
represented in the sample.

The public hospitals are spread among the 47 cesuirmti Kenya. Because of time and
finances constraints, and given that the publicptials at the same level have same
characteristics the researcher choose to studyithssfhat are easily assessable by him
and his assistants. The selected counties wereNakiambu, Kisii, Embu, Meru and
Tharaka Nithi. The sample frame is hereby preseintéable 3.1 below:

Table 3.1: The Sample Frame

No. of Level 3 Level 4 Level 5/ | Level 6

County hospitals provincial

Nairobi 6 1 1 1 3
Kiambu 9 5 3 1 0
Embu 5 2 2 1 0
Tharaka Nithi 4 1 3 0 0
Meru 14 9 4 1 0
Kisii 15 7 7 1 0
Sample Total 53 25 20 5 3
National Total 288 135 137 10 6

Due to the small number of hospitals with IT systemthe counties selected a census
survey was used.
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3.5 Data Collection

Primary data was collected directly from the hadpadministrators and IT system
administrators. The data was collected by use afogaed ended questionnaire with
separate sections covering each objective. Seotiencollected bio data of the hospitals
and the respondent; section two collected databpectve one (IT post implementation
practices); section three collected data on olyectwo (IT operational risks). The
guestionnaires were administered by drop and piekhad. The questionnaires were
delivered by the researcher to the respondentdirough well trained and qualified

research assistants.

To ensure validity and reliability of the data eallion instruments, formulated
guestionnaires were pre-tested before they are rashenied to the respondents. The
guestionnaires were structured to address eachhef research objectives. The
guestionnaire for the pilot test is like a drafittprecedes the final report and as Borg and
Gall (1989) indicate, the purpose of the pilot ei® was to get problems out of the
instrument so that the subject in the researcheds study would not experience any

difficulties in completing the questionnaire.

3.6 Data Analysis
Collected data was coded and analyzed by use ohsnaad standard deviations and
presented using tables, graphs and percentagesct®bjone and two was analyzed
using mean scores with the aid of the StatistieakBges for Social Sciences (SPSS)
while objective three was analyzed using multipbgression to find the degree of
relationship between the post implementation prastiand the IT operational risks. The
study used the following regression model to firte trelationship between the
independent variable and the dependent variable.

Y = A+BX1+BoXo+ e

The predicted (dependent) value of Y is a lineangformation of the X independent
(predictor) variables (Xland X2). E is the erroheT"B" values are the regression

weights.
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CHAPTER FOUR: DATA ANALYSIS, FINDINGS AND
DISCUSSIONS

4.1 Introduction

This chapter presents the data analysis, findimgsdiscussions in line with the main
objective of the study which was to investigate te&ationship between the IT post
implementation practices and IT operational risknimization in public hospitals in
Kenya. The presentation is in form of tables, feguand narratives. Questionnaires were
used to seek the respondents’ perceptions of thpo$T implementation practices and IT
operational risk minimization. Out of the 53 hosafstthat were given the questionnaires
to fill, only 44 responded and returned the questires; a response rate of 83%.. The
data was analyzed with the aid of SPSS. The resgoper each of the four hospital

categories covered by the study are as presentatla4.1 below.

Table 4.1: Response rate per hospital level

Hospital level| Frequency Percent Valid Percent
Valid |Level 3 9 20.5 20.5
Level 4 28 63.6 63.6
Level 5 4 9.1 9.1
Level 6 3 6.8 6.8
Total 44 100.0 100.0

Most of the hospitals in the study are level 4 gatg hospitals.

4.2 Descriptive Statistics

This section presents the descriptive statisticherdata collected from the respondents.

4.2.1 Years IT System Has Been in Use

Table 4.2 below shows that the length of time tbspitals have been using IT systems
varies from one to six years with a mean of 3.3&ryeThis means that most hospitals

have reasonable experience in implementing andatpgriT systems.
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Table 4.2: Years IT system has been in use

N Mean [Std. Deviation

Years of using IT system 44 3.36 1.143

4.2.2 IT Post Implementation Practices

Once an IT system is installed and handed ovdrgdbspital by the vendor the hospital
is expected to put in place appropriate practiogmdilitate the operation of the system.
The IT post implementation practices were categoriand studied under IT post
implementation management practices and IT posleim@ntation operational practices.
The respondents were asked to respond to questiates each category and the results

are summarized in the following sections.

4.2.2.1 IT Post Implementation Management Practices

The respondents were asked to indicate the extemthich they agreed with various
statements concerning the IT post implementationagament practices adopted by the
hospital using a five point likert agree/disagreals of 1= strongly disagree; 2= disagree;
3= neutral; 4= agree and 5= strongly agree. Thdtseare tabulated in table 4.3 below.

Table 4.3: IT post implementation management practes

IT post implementation management practices S_td'_
N Mean Deviation
Computers are routinely utilized for personal wo 44 2.02 1.067
IT risk training is given to staff 44 2.50 1.338
IT tasks are included in job descriptions 44 2.52 1.663
Staff is taught ethical used of IT 44 2.73 1.264
MOH/GOK IT policies & guidelines are adopted 44 2.75 1.465
IT risk is discussed in HMT 44 2.82 1.352
Routine checks for unauthorized SW carried out 44 3.09 1.522
Risk control and management is my responsibili 44 3.18 1.544

According to the findings in table 4.3, the respemid disagree (meax2.99, with a

significant standard deviation) that the hospitdlew computers to be routinely utilized
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for personal work, IT risk training is given to #talT tasks are included in job
descriptions, staff members are taught ethicalafidé systems, MOH/GOK policies &
guidelines are adopted and that IT risk is disalisise hospital management team
meetings (HMTs). The findings too indicate that €¢ém>3.0<3.99, with a significant
standard deviation) the respondents agreed thaheochecks for the use of unauthorized
software are carried out and that risk control mr@hagement is their responsibility. This
indicates that the level of IT risk communicationdatraining is low in the public
hospitals that have implemented IT systems in Keltyalso indicates that IT assets in

public hospitals are exposed to a level of IT openal risk.

When the respondents were asked to respond to e ¢1 = Yes; 2 = No) questions

on IT management practices they responded as tatdualow.

Table 4.4: Questions on IT post implementation margement practices

IT post implementation management practices N Mean Deiit:t.ion
Are CD drives and USB ports disabled? 44 1.75 0.719
Does an IT risk policy and procedures exist? 44 1.64 0.487
Does the hospital have its own ICT staff? 44 1.80 0.408
Does the hospital have an ICT conversant aud 44 1.89 0.321

With a mean of >1.0 the respondents suggest thatverage CD drives and USB ports
on computers are not disabled, IT risk policies gmdcedures do not exist, most
hospitals do not have their own ICT conversantfstafd auditor. The individual
responses, on average, were less than 1 point fraiaythe mean. The findings mean
that IT systems implementations in the public hiadpiare exposed to IT operational risk
due to lack of guiding IT policy and procedures anthpetent ICT staff.

When asked who is responsible for the day-to-daynHiters in the hospital, 55.8% of
the respondents indicated that it is the Chief Adstiator of the hospital, 18.6% the ICT
staff, 7.0% the accountant and 28.65% indicatetidtieer people other than the three are
responsible. This is shown in figure 4.1 below. sThinding corroborates the finding

above that most hospitals lack competent ICT stéiftheir own. This was further
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collaborated when respondents answering to thetiqneés/ho manages user rights to the
IT system?’ responded at 54.5 % that the chief agnator of the hospital is the one
who manages and allocates IT system user rightswiet by ICT staff at 20.5%, the
vendor at 11.4%, the accountant at 4.5% and thrs a$®.1%.
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Figure 4.1: Who is responsible for ICT matters

In response to the question how often is impordaia backed up, 40.9% of the
respondents indicated that it is done on a daibysh@9.6% on a weekly basis, 22.7% on
a monthly basis and 6.8% on intermittent days efwleek. This means that most public
hospitals are at risk of losing data if IT systefos one reason of the other become

unavailable. The finding is shown in figure 4.2dsel
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Figure 4.2: How often is important data backed up?
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The respondents were asked to indicate the extemthich they agreed with various
statements concerning the IT post implementatiogeraipnal practices adopted by the
hospital using a five point likert agree/disagremles of 1= strongly disagree; 2 =
disagree; 3= neutral; 4= agree and 5= stronglyeagraese enabled the tabulation and
interpretation of the responses from the researstitument. The main statistics derived
are mean and standard deviation. The mean illesirahe extent to which the
respondents agreed or disagreed with the statermpenfsrth. The results are tabulated in
table 4.5 below.

Table 4.5: IT post implementation operational pracices

IT post implementation operational practices N Mean De?ift.i on
An IT disaster plan is implemented 44 2.16 1.200
Changes to hardware is documented 44 2.39 1.083
An IT asset use policy is in use 44 2.41 1.282
Hardware movements are formally recorded 44 2.45 1.266
Changes to software are documented 44 2.55 1.302
Staff change their passwords regularly 44 2.59 1.419
Computers are regularly dusted 44 2.68 1.308
Sensitive data and information is encrypted 44 3.02 1.607
Antivirus updated & activated regularly 44 3.09 1.326
Server room is usually locked at all times 44 3.11 1.385
IT maintenance visits are formally authorized 44 3.16 1.430
Database server access is usually restricted 44 3.20 1.488
Users only access software functions they ne 44 3.73 1.436
Access to computers is via password 44 3.82 1.263
Staff usually do not share their password 44 4.34 1.180
Software access is usually through password 44 4.41 0.897

According to the findings in table 4.5 above thgpendents disagree (mear3.50, with
a significant standard deviation) that the hospistaff usually share their passwords, an

IT disaster plan is implemented, changes to harelaae documented, an IT asset use
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policy exists, hardware movements are formally réed, changes to software are
documented, staff change their passwords reguladyputers are regularly dusted,
sensitive data and information is encrypted, anisvisoftware is updated & activated
regularly, the server room is usually locked at tathes, IT maintenance visits are

formally authorized in writing and database sea@ess is usually restricted.

On the other hand the findings show that the redpiois agree (meat8.50~3.99, with a
significant standard deviation) that the users cgess software functions that they
need to carry on their tasks and that the accessnputers hardware is through the use
of passwords. The respondents agree (madaB0, with a significant standard deviation)
to a great extent that access to software apmiais usually through the use of
passwords and that staff do not share the passwhbnddsfindings suggest that despite the
good management of access rights and passwordsysféms in public hospitals are
greatly exposed to risk arising from the way they @ordinated, operated, secured and

changed.

When the respondents were asked to respond to ryYls ¢1 = Yes; 2 = No) questions

on IT operational practices they responded as &ibailbelow.

Table 4.6: Questions on IT post implementation op@tional practices

_ Std.
Question N Mean Deviation
Are unwanted documents shredded? 44 1.77 0.677
Is a risk record kept after a risk incident? 44 1.64 0.613
Is access to server room recorded? 44 1.98 0.340
Is network equipment kept in a lockable plag 44 1.68 0.471
Is there an ICT used policy? 44 1.68 0.561
Is sensitive information lockup? 44 1.45 0.548
Is there an annual IT support agreement? 44 2.00 0.482
Does the hospital have a power generator? 44 1.32 0.471

With a mear> 1.0 the respondents suggest that on average uesvdotuments are not

shredded or destroyed, a risk record is not kdpt af risk incident, the access to server
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room is not recorded, the network equipment iskeqt in a lockable place, an ICT use
policy is not in place, sensitive information istdocked up, no annual maintenance
agreement exists between the hospital and thediesyvendors and that most hospitals
do not have a power backup or generator. The iddaliresponses, on average, were less
than 1 point away from the mean. These findinggsrtphe findings in table 4.5 above
that IT post implementation operational practices radementally and therefore the IT

systems are greatly exposed to IT operational risk.

When asked how often virus checks are carried outh@ hospital, 52.3% of the
respondents said this is only done when a problerars, 31.8% said monthly, 9.1% said

daily and 6.8% said weekly. This is representeithénfigure 4.3 below.
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Figure 4.3: How often are virus checks carried out?

When asked how often user passwords are chang&¥%o5# the respondents indicated
that user passwords are never changed, 43.2% passare changed monthly, 2.3%

weekly and 2.3% daily. This is represented in thare 4.4 below.
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Fiaure 4.4: How often are user nasswords chanaei

Figure 4.6 below shows that 43.2% of the resporsdemticated that the data server is

located in a place easily accessible by the hdsgtisdf, 31.8% in an office of a senior
official and 25.0% in a special room.

W Special room

Office of

senior official

Room easily

[accessible fo
staff

Figure 4.5: Select the office where data server iscated

4.2.3 IT Operational Risk Minimization

The respondents were asked to indicate the extemthich they agreed with various

statements concerning IT operational risk minimaain the hospital using a five point
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likert agree/disagree scale of 1= strongly disag2ee disagree; 3= neutral; 4= agree and

5= strongly agree. The results are tabulated ile &y below.

Table 4.7: IT operational risk minimization

IT operational risk minimization N Mean Deiifﬁon
Software breakdowns are minimal 44 2.00 0.747
mattingtonng s mmar | ¥ | 205 | osel
Hardware breakdowns are minimal 44 2.23 1.008
Staff can operate IT system without vendor's h 44 2.48 1.406
Virus attacks are infrequent or rare 44 2.55 1.170
Fraud arising from internal sources has reducs 44 3.00 1.276
Data backup has helped to restore lost data 44 3.18 1.529
Fraud arising from external sources has reduc 44 3.25 1.332
Few hardware losses occur 44 3.34 1.539
Few unauthorized access incidents witnessed 44 3.57 1.087
Top management supports IT systems 44 3.82 1.084
Loss of cash collected has been minimal 44 4.02 1.023
Vendor support level is adequate 44 4.02 0.976
IT project implementation is going well 44 4.05 0.569

From the findings in table 4.7 above, the respotsdedisagree (mead 2.99, with a

significant standard deviation) that software brkains are minimal, interruptions to
hospital operations by IT system malfunctioningri;iimal, hardware breakdowns are
minimal, staff can operate IT system without versidrelp and viruses attacks are
infrequent or rare. This means that some part of Ith systems in public hospitals
malfunction once in a while and that the hospitaffsio not have appropriate skills are
experience to IT system problems. This collaborate# with the finding in section

4.2.2.1 that public hospitals lack ICT competeaffst

On the other hand, the respondents agree (mear<®®an< 3.99, with a significant

standard deviation) that fraud arising from intéreaurces has reduced due to the
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introduction of the IT systems, data backups haspdd in restoring lost data, fraud
arising from external sources has reduced, fewwenel losses occur, few unauthorized
access incidents are witnessed and top managempporss IT systems. Further the
respondents strongly agreed (mean 40@nean< 5.00, with a significant standard

deviation) that loss of cash collected has beenmized.

4.3 Relationship Between IT Post implementation Pitices and IT
Operational Risk

Linear multiple regression analysis was conducte@s to test the relationship among

variables (independent) on IT operational risk. Tamtistical Package for Social

Sciences (SPSS) was applied to code, enter and utentbe measurements of the

multiple regressions for the study.

Table 4.8: Model summary

Adjusted R Std. Error of the
Model R R Square Square Estimate

1 0.794 0.630 0.573 0.47993

R-squared (coefficient of determination) measure® lclose the data are fitted to the
regression line. It explains the extent to whiclargies in the dependent variable (IT
operational risk minimization) can be explained tye change in the independent
variables (post implementation IT management prastiand post implementation IT

operational practices).

The independent variables that were studied ex@8i0% of the IT operational risk
minimization as represented by the R square iretdl above. This therefore means that
other factors not studied in this research contel8v.0% to the minimization of the IT
operational risk. Further research may be conduidedvestigate the other factors not

covered by this study.

The significance value of F is 0.002 (Table 4.Q)stthe model is statistically significant
in predicting IT post implementation practice. Theritical at 5% level of significance is
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3.21. Since F calculated (value = 11.072) is grethtn the F critical this shows that the
overall model is significant.

Table 4.9: Analysis of variance

Sum of Mean
Model Squares Df Square F Sig.
1 Regression| 5.100 2 2.550 11.072 | 0.002
Residual 2.994 13 0.230
Total 8.095 15

The multiple regression analysis was conducted $0 determine the relationship between IT
operational risk minimization and the two independeariables. Table 4.10 below was
generated using SPSS to determine the coefficértkee equation Y = A+B1X1+B2X2 4.

When the relevant values are extracted from tHe thb equation becomes:
Y =6.075- 0.113 X1 - 0.811 X2¢&

Where Y is the dependent variable (IT operatiorsld minimization), X1 is the IT post
implementation management practice and X2 is ITt pogplementation operational
practice.

Table 4.10: Coefficient of determination

Unstandardized Standardized
Coefficients | Coefficients )
Sig.
Std.
Model B Error Beta T
1 (Constant) 6.075 1.144 5.311 0.009
'T postimplementation| ;14 4 g4 .0.047 0224  0.827
management practice
'T postimplementation| g o)) 4 55 .0.765 -3.633  0.003
operational practice

The established regression equation shows th#itifdependent factors are taken into at

constant value zero, IT operational risk minimiaatiwill be 6.075. If IT post
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implementation management practices is at zero,nid improvement in IT post

implementation operational practices will lead tdexrease of 0.765 in IT operational
risk and if IT post implementation operational prees is zero, a unit of IT post
implementation management practices will lead theerease of 0.047 in IT operational
risk. This means that IT post implementation opena practices contributes more to IT

operational risk minimization in public hospitals.

At 5% level of significance and 95% level of comficte, IT post implementation
operational practices has a p-value of 0.003 levklsignificance and IT post
implementation management practice has p-value8&/level of significant; hence the
only significant IT post implementation practicelis post implementation operational

practices.

Table 4.11 below shows the strength of the linedationship between all the three
variables of the study. This relationship is reddrto as Pearson's correlation or simply as
the correlation coefficient. The relationship betwéwo variables is stronger as the value
nears one or minus one. Positive correlation inspdie increase of one quantity causes an
increase in the other whereas in negative coroglatan increase in one variable will

cause a decrease in the other.

The findings in table 4.11 below show that the elation between IT post
implementation management practices and IT operatiask minimization is -0.505.
Similarly, the correlation of IT post implementaticoperational practices and IT
operational risk minimization of is -0.793. This ams that the relationship between the
two independent variables and the dependent vari@bloperational risk minimization)
is strong and has a negative direction. If onepedeent variable changes IT operational
risk changes in the opposite direction. The findidso show that IT operational risk
minimization is more closely related to IT post iBpentation operational practices than

IT post implementation management practices.
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Table 4.11: Pearson’s correlation

IT Post IT Post
IT operational [implementation|implementation
risk management | operational
minimization practice practice
Pearson |IT operational risk 1.000 10.505 0.793
Correlatiorjminimization
IT Post |mplement§tlor -0.505 1.000 0,598
management practice
IT Postimplementation _, g 0.598 1.000
operational practice
Sig. (1= IT operational risk 0.000 0.023 0.000
tailed) minimization
IT Post |mplement§tlor 0023 0.000 0.007
management practice
IT Postimplementatior , 0.007 0.000
operational practice

4.4  Discussion of Findings

This study aimed at establishing the relationshigtwkeen IT operational risk
minimization and IT post implementation practice gablic hospitals in Kenya. The
findings show that all the hospitals in the study lon average used IT systems for more
three or more years and all experience similar p€rational risks. Watangase (2005)
while studying the IT environment in banks idemwifisecurity, data confidentiality, data
accuracy, system integration and internal contasldactors influencing IT operational
risks. This was supported by MollaZzade (2010) whalied factors affecting operational
risk of electronic banking and found that data eatitation, internal controls, technical
infrastructure, access to system and security ftben perspective of employees and

customers have an effect on operational risk afrganization.

The study found out that the level of training ofig to staff on IT security and IT system

operations is low and consequently hospitals dbaite competent ICT staff to operate
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and maintain their IT systems. Mestchian (2005pnmis that people risks include
employee errors, employee misdeeds, employee UabVisy and inadequate employee

development and recruitment.

Respondents’ opinion is that hospital assets gpesed to a high level of IT operational
risk. Related to this they pointed out that datd imformation backup was not carried out
on daily basis. They also indicated that IT pobcend procedures were inadequate.
These findings were supported by a MOH (2010) heajstems assessment report which
sited inadequate governance structures and impkatn@m of policy and framework
documents and vertical strengthening interventiamssome of the major constraining

factors hindering the development of hospital infation systems in Kenya.

Young (2005) reported that there is an overemphasiproject management leading to
the lack of the realization of the importance of top management support and other
issues. The findings show that there is a high suppf the top management in the
implementation of IT systems in public hospitalsolfably this arises from the fact that
the managers are under the watch of the MinistryHeflth and that they are on

performance contracts.

The findings suggest IT system access rights asdwiards are well managed. Sokolov
(2008) examined operational e-banking risks in lsaakd results indicated that security
controls and limited unauthorized access to daalee most important factors affecting
operational risks. On this score, the public h@dpihave done quite well. However the
respondents indicated that the passwords are relnalyged thus creating an opportunity

for specific security vulnerability or attacks.

Moreover, the findings show that the majority o€ thospitals in the study, have no
maintenance and support agreements with vendomsety, contrally to expectation in
a situation like this, vendor support was fountbeécadequate. Mestchian (2005) enriches
this finding by stressing that technology riskslile system failures caused by among
others, breakdown and inadequate capacity. Thetemsnce and support agreements

come in handy in minimizing these risks.
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External fraud and regulatory changes are somieeoéxternal risks caused by actions of
external parties (Mestchian, 2005). The respond@mdgcated that outsiders whose
mission in the hospital is to maintain and supjolT systems are not monitored, first,
by formally acknowledging their presence throughwatten document and later
documenting any changes or updates to the IT sgstdihe NEMA/COCIR/JIRA
Security and Privacy Committee, in its artidefending medical information systems
against malicious softwarenriches this study by exposing that vulnerabitifyan IT
system depends on the kind of physical and logicakss available to users and on the
kind of software running on it. This vulnerability increased when vendors are allowed
access to IT systems without physically monitorthgir movements given that as a

necessity they may have full logical access righthie systems.

The beta coefficients for the two IT post implenadioin practice variables (IT post
implementation management practice and IT postemphtation operational practice)
are -0.047 and -0,765 respectively. This suggdsés the IT post implementation
operational practice adopted in public hospitals aa inverse relationship with IT
operational risk minimization and that IT post immplentation operational practice
contribute more to IT operational risk minimizatidhan IT post implementation

management practice.

The study results are important to public hospigalshey can use them to enrich their IT
policies and use them as a guide in restructutieg torganizations for the purpose of
better managing IT operational risk with a viewndnimizing IT operational risk. The
Ministry of Health should find the findings useffdr the purpose of developing the
appropriate long-term IT policies for public hostst and also for the purpose of
supervision. The study adds to the existing liteeatby the finding that the study
independent variables explain 63% of the dependmble in public hospitals.
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CHAPTER FIVE: SUMMARY, CONCLUSIONS AND
RECOMMENDATIONS

5.1 Introduction
This chapter presents a summary of the study fggjinconclusions and
recommendations. It also has a section that theareBer suggests areas for further

research.

5.2 Summary of Findings

This study aimed at establishing the relationsleiieen IT post implementation practice
and IT operational risk minimization in public hasgs in Kenya. A census survey was
conducted for all the public hospitals in the seddcsix counties of Nairobi, Kiambu,
Kisii, Embu, Meru and Tharaka Nithi. A 83% respomate was realized. The data was
analyzed with the aid of SPSS.

The first objective of the study was to establish {T post implementation practice in
public hospitals in Kenya. The findings show thiaé¢ tturrent IT post implementation
practice is inadequate. Staff training in IT seiguand operations is inadequate too, IT
policy and procedures do not exist or are inadequéf system access rights
management practices adequate but are negatedebiadh that passwords are rarely
changed, no vendor agreements exists, and physicalss and movements as well as

system changes and updates are not documented.

Objective two sought to identify the existing ITesptional risks in public hospitals in
Kenya. The findings show that public hospitals egeee IT operational risks arising
from fraud, unavailable systems due to system bi@aks and lack of backups, and

unauthorized access to IT systems due to lack ygipal and logical system controls.

The final objective sought to determine the relaiop between IT post implementation
practice and IT operational risks minimization amqguublic hospitals in Kenya. The

findings indicate that there is an inverse relatop between IT Post implementation
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practice adopted in public hospitals and IT operati risk minimization. Among the two
variables studied IT post implementation operatigmactice contributes more to IT

operational risk minimization than IT post implertegion management practice.

5.3 Conclusions

On the basis of objective one, it is concluded thatcurrent IT implementation practice
in public hospitals is inadequate for IT operationak minimization. There lack of

hospital-wide policies and procedures describingprag other things, IT system security,
use and operation, expectations of users and tistigas available if they are negligent

on the one hand, or willful on the other, in thaisregard of them.

On the basis of objective two, it is concluded tiasystems in public hospitals in Kenya
are exposed to a high level IT operational risksirag from fraud, unavailable systems
due to their breakdowns and lack of data backups umauthorized access to IT systems

due to lack of physical and logical system controls

Arising from objective three, it is concluded thlagére is an inverse relationship between
IT post implementation practice adopted in publmspitals and IT operational risk
minimization. Among the two IT post implementatipractice variables studied, IT post
implementation operational practice contributesertorIT operational risk minimization

than IT post implementation management practice.

5.4 Recommendations

Based on the findings, it is recommended that thepitals implement comprehensive
policies and procedures to guide IT operationsadrdinistrative issues. These should be
documented in a manual, explained and made awailablall staff. To control the
physical access and movement of all users who aremployees of the hospital, it is
recommended that any visits in relation workinglom IT assets be formally documented
in writing, and access to data server and otheortapt data be monitored through the

use of registers. By doing so, two very importansécurity controls will be achieved —
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physical and logical access controls. It is alsmnemended that staff be regularly trained

on IT security matters.

To minimize the risk of unavailable systems, iregommended that all IT assets that
require regular maintenance be under a supporteagmet. This should elicit quick
response from vendors whenever they are neededtdtommended also that IT system
changes and updates be documented. This will retigessociated risks such as
information being corrupted and/or destroyed, commpperformance being disrupted
and/or degraded, productivity losses being incuamd exposure to reputational risk.

Finally, it is recommended that the hospital manag@ take advantage of the
accumulated knowledge on IT systems to provide desdp towards enacting
appropriate institutional risk strategy and risknagement framework. The management
could also infuse risk ownership, control and mamagnt responsibilities through job

descriptions and performance goals.

5.5 Limitations of the Study

Various challenges were encountered during thidystlihe study covered only public
hospitals in Kenya. This was due to time and otbsources. A wider coverage including
private and other hospitals could have yielded aemiaformative result. The response
rate was 83% mainly because the respondents werebtsy to attend to the

guestionnaire.

5.6  Suggestions for Further Research

A study is recommended to find the relationshipween, IT pre-implementation
practice, IT post implementation practice and I'Empion risk minimization. This would
help public hospitals to have a fuller understagdhall the variables contributing to IT
operational risk minimization. A comparative studith the private hospitals aimed at
establishing a benchmark for IT post implementatoactices is recommended. The
study needs to be widened to other sectors ofdbeamy such as insurance, tourism and

manufacturing.
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APPENDICES

APPENDIX I: QUESTIONNAIRE
This questionnaire seeks your responses on ITipgdémentation practices adopted by
your hospital and information technology (IT) ogemaal risk minimization in the

hospital.

SECTION A: General Information (Please tick as appropriate).
1. Name of the Hospital

2. Classify level of the hospital
() Level 6
() Level 5
() Level 4
() Level 3
3. Approximately how many years has the hospital hesmg the IT systems?

4. Name of the information technology system inused....................c.ccoveee.

SECTION B: Information Technology Post Implementation Practices

5. Kindly indicate the extent to which you agree withe following statements
concerning current IT post implementation practioegnanaging the information

technology systems in the Hospital.

Used the scale of:

1= Strongly disagree; 2 = Disagree; 3 = Neutrst; Agree and 5= Strongly agree

IT post implementation management > 3 g = =
. g /2 |& |8 |2 «
practices O ©| ® S o c 9
5 0| L Q (o)) s O
w T | O Z < N «©

IT risk training given to staff is adequate

Staff adequately taught ethical used of IT
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IT tasks sufficiently included in job description

[72)

Computers routinely utilized for personal work

MOH/GOK IT guidelines adopted

IT risk is sufficiently discussed in HMT

Routine checks for unauthorized SW carried qut

ICT assets are exposed to risk

Risk control and management is my

responsibility

IT risk training given to staff is adequate

6. Are CD drives and USB ports in computers used Ishieas, billing clerks, doctors

and other system users disabled?

() Yes () No
7. Does the hospital have a risk management policypancedure?
() Yes () No

8. Does the hospital have staff specifically emplotegderform ICT duties?
() Yes () No
9. Who is ultimately responsible for the day-to-day I@atters in the hospital?
() ICT staff
() Accountant
() Chief Administrator
() Other
10.How often is important electronic data and inforimatacked-up (tick as
appropriate)
() Daily
() Weekly
() Intermittent days in a week
() Monthly
11. Does the hospital have an internal Information Tedbgy conversant auditor?
() Yes () No
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12. Kindly indicate the extent to which you agree withe following statements
concerning existing information technology post lempentation operational

practices in place at your Hospital.

Used the scale of:

1= Strongly disagree; 2 = Disagree; 3 = Neutdst; Agree and 5= Strongly agree

. . . . (o)) o
IT post implementation operational practices | 20 | @ T 3
co| 2 = Q c o
o® | ® 5 o o9
s50n | .Q O o = o)
" o (| Z < N ©

Changes to SW are documented

Changes to HW are documented

An IT disaster plan is implemented

An IT asset used policy is in used

Server room is usually locked at all times

DB server access is usually restricted

Computers are regularly dusted

HW movements are formally recorded

IT maintenance visits are formally authorized

Access to computers is via PW

SW access is usually through PW

Staff usually share their PW

Staff change their PW regularly

Sensitive data and information is encrypted

Users only access SW functions they need

Antivirus updated & activated regularly

13. Are unwanted documents shredded or destroyed?

() Yes () No
14. Is arisk record kept after a risk incident?
() Yes () No
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

Please Select the office where data server isddcat

() In its own special room

() In the office of a senior official

() Inan room where it is used by staff or stafh @asily access it

Is there a system (biometric registration, recardi) to identify and record those

who enter the server room?

() Yes () No
Are the main switches, routers supporting the [fwvoek in a lockable place?
() Yes () No

Is there an ICT used policy covering for instanaghe should keep the server keys,
disciplinary process for dealing with unethical @eior, used of unauthorized
software in hospital computers, storage of baclaips

() Yes () No
Are devices that contain sensitive information ledkip in a safe place?
() Yes () No
How often are the computers checked for viruses?
() Daily () Weekly () Mthly () When a problem occurs
How often are user passwords changed?
() Daily () Weekly () Monthly () Never

Who manages and allocates access rights to theuser
() ICT staff in charge of ICT function

() Chief administrator of the hospital

() The accountant

() Users

() Vendor of the systems

Is there an annual IT support agreement for theysiems with the vendors?

() Yes () No
Does the hospital have a power backup or generator
() Yes () No
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SECTION C: IT operational risk minimization
25. Kindly indicate the extent to which you agree wittie following statements

concerning information technology operational mskimization in the hospital.

Used the scale of:
(1) Strongly disagree (2) Disagree (3) Nalut(4) Agree (5) Strongly agree

IT operational risk minimization

Strongly
disagree
Disagree
Neutral
Agree
Strongly
agree

Fraud arising from internal sources has reduced

1%
o

Fraud arising from external sources has reduc

Staff can operate IT system without vendor's help

HW breakdowns sometimes are experienced

SW breakdowns are sometimes experienced

Loss of cash collected has been minimal

Hardware losses occur

IT systems are attacked by viruses frequently

Few unauthorized access incidents witnessed

Data backup has helped to restore lost data

Top management supports IT systems

Vendor support level is adequate

Sometimes operations are interrupted by | IT

malfunction

Fraud arising from internal sources has reduced
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APPENDIX II: LIST OF PUBLIC HOSPITALS IN THE STUDY

Facility Name County Facility Type
1 | Kianjokoma Sub-District Hospital Embu Level 3
2 | Mbeere District Hospital Embu Level 2
3 | Ishiara Sub-District Hospital Embu Level 3
4 | Runyenjes District Hospital Embu Level 4
5 | Embu Provincial General Hospita Embu Level 5
6 | Thika Level 5 hospital Embu Level 5
7 | Gatundu District Hospital Kiambu Level 4
8 | Kihara Sub-District Hospital Kiambu Level 3
9 | Kirwara Sub District Kiambu Level 3
10 | Kiambu District Hospital Kiambu Level 4
11 | Igegania Sub-District Hospital Kiambu Level 3
12 | Nyathuna Sub District Hospital Kiambu Level 3
13 | Ruiru Sub-District Hospital Kiambu Level 3
14 | Tigoni District Hospital Kiambu Level 4
15 | Kenyenya District Hospital Kisii Level 4
16 | Keumbu Sub-District Hospital Kisii Level 3
17 | Masimba Sub-District Hospital Kisii Level 3
18 | Marani District Hospital Kisii Level 4
19 | Kisii Hospital (Level 5) Kisii Level 5
20 | Ibacho Sub-District Hospital Kisii Level 3
21 | Ibeno Sub-District Hospital Kisii Level 3
22 | lyabe District Hospital Kisii Level 4
23 | Gucha District Hospital Kisii Level 4
24 | Etago Sub-District Hospital Kisii Level 3
25 | Gesusu Sub-District Hospital Kisii Level 3
26 | Nduru District Hospital Kisii Level 4
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27 | Nyacheki Sub-District Hospital Kisii Level 3
28 | Nyamache District Hospital Kisii Level 4
29 | Miathene District Hospital Meru Level 4
30 | Mikinduri Sub-District Hospital Meru Level 3
31 | Mikumbune Sub-District Hospital Meru Level 3
32 | Mbeu Sub-District Hospital Meru Level 3
33 | Meru District Hospital Meru Level 5
34 | Kinoro Sub-District Hospital Meru Level 3
35 | Kibirichia Sub-District Hospital Meru Level 3
36 | Kanyakine District Hospital Meru Level 4
37 | Githongo District Hospital Meru Level 4
38| Giaki Sub-District Hospital Meru Level 3
39 | Muthara Sub-District Hospital Meru Level 3
40 | Mutuati Sub-District Hospital Meru Level 3
41 | Nyambene District Hospital Meru Level 4
42 | Timau Sub-District Hospital Meru Level 3
43 | Kenyatta National Hospital Nairobi Level 6
44 | Spinal Injury Hospital Nairobi Level 6
45 | Mbagathi District Hospital Nairobi Level 4
46 | Mathari Hospital Nairobi Level 6
47 | Dagoreti Sub District Hospital Nairobi Level 3
48 | Pumwani Maternity Hospital Nairobi Level 5
49 | Mama Lucy Kibaki Hospital Nairobi Level 5
50 | Magutuni District Hospital Tharaka Nithi Level 4
51 | Kibunga Sub-District Hospital Tharaka Nithi Level 3
52 | Chuka District Hospital Tharaka Nithi Level 4
53 | Tharaka District Hospital Tharaka Nithi Level 4
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