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ABSTRACT 

Prior studies have found that failure to actively combat fraudulent activity affects 

organization reputati n m:gati ely. At the time of study, only two studies were found that 

focused on stntt.: 1i' n..:spons~s adopted by banks in Kenya to counter increasing fraud 

risks. 'I h~.:r ' 1s nn stud that was found focusing on strategic responses adopted by 

mohik 1\l~Hl ·~ tt,msf~r operators to combat fraud. This is despite the ever increasing 

~as •s or fraudulent activity reported by mobile money transfer users and thus calling for 

·tratcgic rc ponses to curb the spread of the crime. The study generally sought to 

determine the strategic responses adopted by Safaricom limited in Kenya to address fraud 

related challenges in the M-PESA service. This was a case study since the unit of analysis 

\vas one organization. Primary data was collected using an interview guide which 

contained open-ended questions. Content analysis was then used to present the data. The 

information was presented in a continuous prose. The study found that fraud is very 

sensitive and that customers have an immense fear of falling victim to fraud. The study 

established that Safaricom has encountered instances of customers using the M-PE A 

service being defrauded. The study then found that hoax text messages, extortion 

messages and customers conned to send money are the most prevalent fraud trends in the 

mobile money transfer service. M-PE A agents were also found to have fallen victim to 

fraudulent activity. The study found that the organization has dealt trategically with 

the e ca c by monitoring transaction for any u piciou activit on a regular basi and 

putting in place a fraud policy. The tudy rec mmend that the rganization need t 

work closely with law enforcement agencie and anou arm ' of go\'ernmcnt to come up 

with policit: and structurt: th. t deter future fraud incidences. 'I he tud · further 

re mm nd that more rc carch nt:ed to b~; don~; on new technolo 1ica\ advances ,md 

th r trat ic r 1 on c ~ that ould help in comhatin, fr, ud mote dti.:cti\dy. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background to the tudy 

Anson· an I 1 ·inn II ( 1990) state that continued organization survival depends on its 

abilit ll) ·~.,· :m · r ' <trds from its environment which replenishes the resources consumed 

in th' ·om ·r i n process and also ensures social legitimacy. They further argue that a 

major e ·calation of environments turbulence in the 1990s has meant a change from a 

familiar \\orld of marketing and production to an unfamiliar world of new technologies, 

ne\\ competitors, new consumer attitudes and new dimensions of social control. In the 

space of a decade, mobile networks have become a significant part of the infrastructure in 

many developing countries." Mobile money" is money that can be accessed and used via 

mobile phone. The risks that are inherent in all retail payments systems are also present in 

the mobile space, including money laundering, privacy and security, consumer 

protection, fraud, and credit and liquidity risks. 

Fraud is a million dollar business that is increasing every year. All stakeholder 

conducting business have an interest in preventing, detecting and mitigating fraud in the 

organizations. In recent times, a sub tantial number of individuals have fallen ictim to 

fraudster targeting mobile money tran fer u er . The points t the fact that criminal 

. yndicates have identified a lo ph le in the · tem that i being c:ploitcd to perpetuate 

fraudulent activity again t u er . 'orporate entitie involved with financial tnmso.tctions 

hav inve ted a ignilicant amount of n: ourcc in mitigating ri. k and the p) ibilit: or 
Wh n d vel pin' thcir platform . firms al o itwc t he \\'ily in 

impl m ntin, urity tu t l pr n tnt t in th Ill. 



1.1.1 Strategic Responses 

Strategy refers to a plan of action designed to achieve a particular goal. Strategy is the 

match between an organization resources and skills and the environmental opportunities 

it wishes to \C ·omplish. It is th' process by which managers set an organizations course, 

dcv ·lop plms in th' li 1\1t of internal and external circumstances and take appropriate 

tction t r ·a ·h those goals. This action refers to the strategies employed in meeting a 

linn· · :h rt term and long term objectives (Johnson & Scholes, 2002). Pearce and 

Robin ·on (2005) defined strategic responses as the set of decisions and actions that result 

in the formulation and implementation of plans designed to achieve a firms objectives. 

Ansoff and Mcdonnell (1990) noted that strategic responses involve changes in the firm's 

strategic behaviors to assure success in transforming future environment. Response of 

any organization can be either operational or strategic. Operational responses are 

concerned with efficiency of operations while strategic responses are long term in nature, 

embrace the whole organization, and involve large amounts of resources. Decisions 

relating to strategic responses are usually made at corporate and business levels of the 

organization. 

Organizational change emphasizes the importance of tran Jating trategic change into 

detailed re ource plan critical succe proce c and cryday communication. 

orp rate trateg i · cone rned with choice and commitments regarding market '. 

bu in~.:ss and the very nature f the com pan it elf. The ·trategic response ma imoh e 

hang in org, niz·ltion · products or s~.:rvices, organization structure. culture and 

hip as' 11 inh:rnnl y t m and procc..: ~.: (John on c.· choles 200_ . 
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Strategic leadership is multifunctional, involves managing through others, and helps 

organizations cope with change. As those business strategies shift, new organizational 

capabilities are required t imp! mcnt operational strategies. Organizational structure is 

all the people, po:iti )11S, pro ·~dur~s, processes, culture, teclmology and related elements 

that compri ·' th t 'tlllilation. This structure must be totally integrated with strategy for 

thL' or •·u1i z 1thm tt a ·hi ~its mission and goals (Mcguire, 2003). 

1.1.2 Fraud Related Challenges involved in Money Transfer 

lone) 1 ran fer ervices refer to services in which money or funds can be transferred 

from one location to another with the help of various methods. A large number of reputed 

companies offer a variety of money transfer services to customers. The methods are 

quick, dependable, and easy to process, with which money can be sent or received all 

over the world. The operations of money transfer companies are carried out with the help 

of the extensive network of agents' networks and actively engaged companies in this 

sector. These services include online money transfer services where money or funds are 

transferred over the internet (Wishart, 2006). 

Forms of money transfer services include but are not limited to: "walk in" money tran fer 

ervice where cash is received from the customer by a clerk and the payment L ready for 

collection at an agent location, uitable for the receiver. Telephonic mone tran · fer 

crvicc allo\ fund · to be ent tclephonicall b utilizing a debit card r credit card. 

Payout rviccs allow r~ceivcrs to collect funds \ ithin a ·hort period of time alter the 

n r ha completed the tran a tion. 1oncy order an.: a dcpcndab\1.! pa 'mcnt option 

u d [I r ill pa) m nt and ' ri u pur ha c . 



Prepaid cards and services can be used as automated teller machines cards or for online 

shopping purposes wherever the cards are acknowledged. Mobile money transfer services 

are used to tran fer fund fr m on' per on to another by using mobile phone numbers 

(Merritt, 2010). 

Fraud cun h1..· !din I as all multifarious means which human ingenuity can devise, and 

whidl .. tr • r · rt ·d to by an individual to gain advantage over another by false 

· ugg~ ·tion · r ·up pre sion of the truth. Fraud encompasses an array of irregularities and 

illegal act characterized by intentional deception either for the benefit or detriment of the 

organization by internal or external parties. The threat of fraud is faced by all 

organizations regardless of their size or sector. From the perspective of reputation 

management, controlling the impact of fraud is particularly challenging because it implies 

that an organizations compliance systems are vulnerable (Bartlett and Ballantine, 2002). 

Money transfer services are often the preferred method used to obtain cash by a variety of 

fraudsters. Money transfer services allow individuals to send cash quickly, easily and 

reliably this attracts criminals to obtain cash from users fraudulently through well 

orchestrated scams. When money transfer services arc being used in connection with 

criminal acti ity, the recovery of any cash sent is extremely difficult (Whitman, 1991 ). 

Money tran fer ervice are often u cd by fraud ter in connection \ ith many t pe f 

fraud including advance I-ce Fraud v.hich mean paying money for a promi c of\ calth 

(419 haud), criminal ca h-back. cheque/draft ovcrpuym nt. • . hipping and cscr0\\1 frauds, 

high yicll im c tmcnt , sharc ·md other im•cstmcnt fraud identity fraud .internet. 

d\ rti in' u tion, nd on line [J u I ' "w.mct.policc .uk). 



1.1.3 M-PESA Service in Kenya 

In March 2007, following an initial pilot co-funded by Vodafone and the United 

Kingdom's Departm nt [I r lnt 'rnational Development (DFID) Financial Deepening 

hallcngc hmd. 1tlri ·om (th' Kenyan Vodafone affiliate) launched M-PESA, a 

mobile-based p.l) m nt s 'r ic' (Ignacio ct al., 2010). The product is called M-PESA since 

"P~:sn" is th · ' \\ahili \ ord for money and the "M" is for mobile. M-PESA is a short 

me ·saging ·~n icc based system that enables users to deposit, send, withdraw funds, pay 

bill·. bu) airtime and buy merchandise using their mobile phone. Customers do not need 

to have a bank account and can transact at any of the country wide agent outlets. 

Registration and deposits are free and most other transactions are priced based on a tiered 

structure to allow users to be able to use the system at a reasonable cost (FSD Kenya, 

2009). 

The top three factors that help to explain the success of mobile transactions in Kenya are 

the impressive adoption of mobile phones, the need to access financial services, and the 

low cost of mobile money transfers. Originally, M-PESA intended just to design and test 

a platform that would allow customers to receive money and repay small loans u ing their 

hand et . The ervice was also designed to help microfinance in titution treamline their 

op ration , rai ing efficiency and boo ting bu ine growth. It ha certainly achie cd 

the. obj ctivcs. But other. uncxp cted, u e ha e al o emerged. The) indi ate that a 

~rvice like M-PI· .. A ha th potential to be e. tended in man · inn 'ati\c \ a ·s 

m\ •an a 200 ). 



1.1.4 Safaricom Limited M-PESA service 

Safaricom Limited wa formed in 1997 a a full y owned subsidiary of Telkom Kenya. In 

2000, Vodafonc group PI o f the United Kingdom, acquired a 40% stake and 

management r •sponsit i\it for th' company. Since launching M-PESA in September 

2007, Sa t'ur i 'lHll h.1 si ' 11 ·d up more than eight million people to M-PESA. A year after 

lhl' luum.: h. th ' t ' w ·r~ 1.6 milli on registered users and a network of over 1,200 agents 

"h~.:rc 1 c 1 lc could register, deposit, and withdraw money (FSD Kenya, 2009). 

' afuricom ha de eloped an impressive local team to manage M-PESA operations. The 

team consists of individuals from Finance, Customer Care, Product Management, Sales 

and Marketing that are dedicated to ensuring M-PESA runs smoothly. In addition to the 

Safaricom team, the external agency hired to manage the agent network regularly relies 

on their staff to train and visit agents. Vodafone Global Services has also developed a 

wide-scale team that is dedicated to supporting M-PESA in countries where it has already 

launched as well as the on-going development and roll out of the service in other 

countries (Ignacio et al. , 201 0). 

According to Ignacio et al. (2010), revenue on M-P SA transactions i on average 4.3 

time greater than that of airtime commission earned by agent . Incentivizing the agent 

network is an essential component to en uring their co-op ration and ongoing 

commi tment to deli\ ering quali ty crv ice. ustomer u c a PI " hen proccs ing 

transaction and an:: required to rep at a ccn::t password \\hen the ca ll customer car . 

II tran 'lction an.: ccurcly cncr) ptcd by the. 1\1 application toolkit so thcr i. litt le risk 

int rc ption \\hen the me age an.: bc.:ing trnnsmittcd . Rc ·on ilintion bd\\ct:n thc 1 

Hmt wh r~..: h i h ld i dtHlt: tlu n1 •h mdul 
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procedure that requires multiple members of the M-PESA team to validate and sign off 

daily (Safaricom, 2007c).The ntral Bank of Kenya is actively involved in the 

regulation of mobile monc _ n i c, in Kenya. In early 2008 the Central Bank of Kenya 

announced that the) \\l uld b' performing a full audit of the MPESA system. After 

months of l'lt)Sd) li. lh v ing M-PESJ\ procedures and monitoring transactions, the 

CL·ntntl B.mk t)f K •n ·a v as satisfied with the operation of the system (Omwansa, 2009). 

1.2 Re earch Problem 

Pearce and Robinson (2005) defined strategic responses as the set of decisions and 

actions that result in the formalization and implementation of plans designed to achieve a 

firm's objectives. Well developed and targeted responses are formidable weapons for a 

firm in acquiring and sustaining competitive edge (Ansoff & Mcdonell, 1990). Fraud is 

believed to be amongst the most serious corporate problems and challenges in today's 

business environment. Fraud or scam is a dominant white collar crime; common fraud 

types include cheque fraud, computer fraud and internet fraud (Palshikar, 2002). It is 

important for organizations to respond appropriately to fraudulent activities because los 

of revenue is only the immediate issue involved in not dealing with fraud proactively. 

Lack of customer faith and of perceived security lead to long-term loss in revenue and the 

inability to tay competiti e in a quickly changing market (G MA 200 c). 

7 



The research will focus on this mobile payment provider because it was the first to be 

introduced in the country and ha more subscribers than any other in Kenya. Fraud or 

conning is an issue of gr t t on ern lor afaricom and M-PESA, because fraudsters are 

continuously com in 1 up" ith n ' \: ways of conning unsuspecting Safari com and M-PESA 

custonwrs ' llld 1 ·ttin u mon • f'rom them. afaricom has invested a significant amount of 

n:soun.: ~:s in miti 1atin ' ri ·k and the possibility of fraudulent transactions. When 

tkvdoping the platform Vodafone invested heavily in implementing security features to 

pre ·ern! tru ·t in the system (Safaricom, 2007c). However, the strategies used so far to 

combat fraud have only been successful in eliminating fraudulent activity to some extent 

and this continues to be a persisting issue. This study will seek to establish how 

Safaricom is dealing with fraud related challenges in its mobile money transfer service. 

Fraud appears to be an area that is not quite researched. Only two studies were found that 

looked at fraud related issues. A study by Cheptumo (20 1 0), investigated strategic 

responses to fraud related challenges by Barclays Bank of Kenya. The study found that 

fraud is very sensitive and that customers have immense fear of fraud and that it impacts 

negatively on banks profitability. Cheptumo recommends that a review of fraud 

legislation could reduce fraud related risks in the bank . The other study was by 

\ ancmba (2010), "ho studied trategie applied by commercial bank in Kenya to 

combat raud and found that, majority of the cau e. of fraud are related to an ad' an e in 

l~chnology. ancmba prop sed that banks should en ure that they cmpl ) the late t 

t hn I 'Y to tr n then thei r internal control hence reducing fraudulent activit ·. '1 he 

urn:nt tu ly difl trom th, t or hcptumo (20 l 0) b~.:cau e while heptumo I) )ked ~It 

in the hankin' indu tr) th~.: un~nt llH.l) 
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looks at M-PESA which is a r latively new phenomenon. M-PESA operations are quite 
different from the wa ' bank operate and hence the findings of Cheptumo may not be 
used to generali7 on ' trutcgi' rcspon cs to fraud related challenges in the M-PESA 
service. 'I he que tilms that -.: ill be addressed in this study will be: what are the fraud 
relutl'd d\·tll ·n ' n 'Olmt~rcd by Safaricom Limited in the M-PESA service? What are 
th · ~tr It· 'i · 1 • ponscs adopted by Safaricom Limited to deal with fraud related 
chalkngl.!s in the M-PESA service? 

1.3 Re earch Objectives 

The objectives of this study will be:-

1. To establish the fraud related challenges encountered by Safaricom Limited in 
the M-PESA service. 

n. To determine the strategic responses adopted by Safaricom Limited to deal 
with fraud related challenges in the M-PESA service. 

1.4 Value of the Study 

Compliance with anti-crime laws is a challenging proposition for money transfer services 
globally because it represents unfamiliar territory to the telecommunication industry 
(G MA 2008c). The telecommunications indu try in mo t countrie is regulated on the 
ba ' i of a public utility, wherea the banking ect r i regulated on the ba is of afety and 
oundnc s and capital adequacy. The aim of thi stud · i to idcntif fraudulent activit 

and dctcm1inc the tratcgic rc pon b the mobile network opcrat r to fraud challenges 
'ri ing fr m mobile operator pa) ment crvi c ( 1-Pl . \) . 
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There are risks more unique to telecommunications firms that financial institutions and 
their regulators lack e perience in detecting and monitoring. The conjoining of 
telecommunication nd bnnking cctors will require a new cooperative regulatory 
environment u r s in lustri 'S and geographical jurisdictions to employ risk-based and 

proportion th: )\l.'tsi 'ht (Merritt, 2010). Money transfer service providers especially in 
thL· nwl i\ ' nH n ·y tran ·fer services will get insights on the fraud trends currently being 

us~:d by • n arti sts to defraud their customers and how to respond appropriately. 

Finding of this study should be useful to the Communications Commission of Kenya 

(C K) should they wish to review the mobile money transfer regulatory policies. New 

regulatory policy will require a comprehensive understanding of the new risks that 

mobile transactions introduce to consumers, including lost payments through fraudulent 

transactions, identity theft, or criminal activity (GSMA, 2007). Scholars and the society 

at large stand to benefit as a result of increased awareness through routine 

communication vn payment system risk issues on the media platforms, social media, 

government publications and academic research. The findings could also benefit future 

researchers, by providing a base on which further studies could be done. 

0 



2.1 Introduction 

CHAPTER TWO 

LITERATURE REVIEW 

This chapt r · )nsists nf th~..· r • iew of existing literature that is relevant to the study. The 
sp ·iii· ·1r1..' 1 'l \ •r d here arc organizations and the environment, strategic responses, 
nwn ') tr m kr ·cr ices, fraud in money transfer services and combating fraud in money 
tran 'r ·r ·en ice . 

2.2 Organizations and the Environment 

According to Thompson (1997), for a firm to control its growth, change and 
development, it must seek to control the forces which provide the opportunities for 
growth and those that pose threat. In a turbulent environment, the organization must 
change its strategies and possibly its beliefs so as to maintain environment values 

resources (EVR). Strategic diagnosis identifies whether a firm needs to change its 
strategic behavior to assure success in its future environment. If the need i confirmed, 
the next thing would be to select and execute specific actions which may bring the firm 
aggre i ene and responsi enes in line with the environment (An off, 1990). An off 
further explain that there ha to be an appropriate transformation of a firm' capabilit to 

match the changed environment. 1 he e change ma in ol e the human rc ourcc, 

m nagcmcnt, finance. operating s · tcm · and policic · that guide the firm' strategic 
thru t . 

fltl ov rtim an or 'Unizntion mu t be in tunc.:' ith it • t rnalc.:nvironmc..:nt. 

h ' ' in th ir llll d 1 th tl the :t m tl c:n •it mmc..:nt on i t 



of two interactive and interrelated segments, these are the operating environment and the 

remote environment. The op rating environment consists of competitors, customers, 

creditors, labor market and supplier that are the immediate business enviromnent. The 

remote em irunmt:nt ·nn~i~ts of the economic, political, social, ecological and 

lh 'r is need to understand an industry's dominant features which 

im:lu I' tn trk 't ii'~.:, growth rate and the scope of competitive rivalry (local, regional, 

nutional. gl bal). 

Pearce and Robinson (1991) also state that drivers of change in an industry include 

changes in growth rate, consumer behavior, product innovation, technological change, 

marketing innovation, increasing globalization and changes in government policy. Two 

frameworks are used to analyze the environment; Political, Economic, Social, 

Technology, Ecological, Legal (PESTEL) and Strength, Weakness, Opportunity, Threat 

(SWOT) analysis. Chege (2008), states that volatility of external influences how 

organizations restructure themselves to cope with changes or how to anticipate changes. 

PE TEL analysis is often carried out by management to enable them to develop informed 

strategies on long term plans. 

Pearce and Robin on (2005) observed that the direction and tability of political factor 

are major consideration for manager when formulating strateg . Thi i bccau 'C the 

admini trative and legal environment in a countr pro ide. a frnmc\\Ork within \ hich 

v ry organiz·ltion operates. hey argue that c er firm mu ·t consider the economic 

tr n not only t national level but also internati nally. l· conomic analysis h uld 

11 cc momic f( \\th t. h: .tv. iht ilit ' l r rc lit. kvd of 
di Ill n n: it. I l rc kthrnu'h m 

12 



have sudden and dramatic effects on the environment; all firms should keep up with new 

technology to compete effectively. ocial factors that affect organizations involve the 

beliefs, value , attitude and lif'cst lcs of per ons in the firm's external environment. Firms 

should alwu ·s ·Iii •n th~ir strat~..:gics to counter changes from these social factors. 

Accordin' tl, An. ( If ;lnd McDonnell (1990), fundamental forces of change have been 

~· p~·ri ·n · 'i in th 1 lobal business environment resulting in unprecedented competition. 

FIT~:di\ ' ·ttatcg may enable a business to influence the environment in its favor and 

c\'en defend it elf against competition. Porter (1985), states that a firm must formulate a 

bu ine strategy that incorporates cost leadership, differentiation or focus in order to 

achieve a sustainable competitive advantage in the industry. 

An organization's internal environment is composed of the elements within the 

organization which consist of current employees, management, corporate culture and 

organization structure. It is imperative for the organization to conduct an internal analysis 

to obtain a clear picture regarding its strength and weaknesses, opportunities and threats. 

Ba ed on these, the organization can devise suitable strategies to leverage strengths and 

overcome its weaknesses (Martin, 2010). The organization's mis ion statement describe 

what it tands for, why it exists and explains the overall purpose and it unique attribute 

that di tingui h it from other . ompany policic form guidelines that gO\ ern hO\ 

ituation · arc addrc. ed. Formal tructurcs are hierarchical arrangement of task · and 

P ple which dctcrmin s how information flov.. , ithin the organization. I h~.; cultun.: of 

th or [I niz·nion i it p~r onality just a each individu \I ha. a distinct 1 ~.:rsonalit) 

r the p oplc. in onnation. facilitic~ intrastru tun:. m \ hincry. equipment. 

up 
• I. I h tmt k m m 1 •~.:mcnt pn c s 
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results in decisions that can have significant long lasting consequences. Erroneous 
strategic decisions can inflict e ere penalties and become exceedingly difficult if not 
impossible to re\ r·e. The n.:spon, ivcncss of the organization's capability must be 
matched to the em trtmm~ntnl turbulence (Angara, 2010). 

2.3 'tratt•gk R •spon 'C 

Strat~:g\ i th direction and scope of an organization over the long term which achieves 
udYantage thr ugh its configuration of resources within the changing environment and 
fulfill ·takeholder's expectation (Johnson and Scholes, 2002). Strategy is a multi 

dimen ional concept that embraces all critical activities of the firm, providing it with a 
sense of unity, direction and purpose as well as formulating the necessary changes 
induced by its environment (Martin, 201 0). Strategic responses are the set of decisions 
and actions in the formulation and implementation of plans designed to achieve a firm's 

objective. Strategic responses involve changes to the organization's behavior (Pearce and 
Robinson, 2005). Ansoff and McDonnell (1990) described four primary types of 

responsiveness which serve a distinct goal for the firm. Operating responsiveness aims at 
minimizing the operating cost of the firm, competitive re pon iveness optimizes the 
firm' profits, innovative response develop profit potential and entrepreneurial re pon e 

develop th organization' long term profit potential. In bu inc trateg , tratcgic int nt 
mean leveraging the firm' internal re ource , capabilitie , and core compctencic to 
accompli h goal in the competitive environment. 'I} picall}, core competcncic relate to 

the fun tional kills ot an organization, . uch as manufacturing. tinanc~.:. rnarkcting, und 

v I pm nt ( b all ct al. 19< 8). 



The usefulness or relevance of a response adopted by a firm is measured by how well it 

has countered the challeng emanating from the external and internal environment. 

Porter (1985) noted th 11 inf rmation technology can create new businesses from within a 

company' · ·. i ·tinu .1 ·ti iti ·s. l'hompson ( 1997) observed that a good financial strategy 

involn·s PI\)\ i lin ' th lirm with the appropriate financial structure and funds to achieve 

{lVI:nll bu in~s bjccti cs and careful examination of financial implications of various 

strakgic ption such as acquisitions or investments. Thompson (1994), states that 

human re ·ources are an essential strategic resource because people are needed to 

implement strategies and to this they must share the objectives and values of the 

organization. Wheelen and Hunger (1998) define research and development strategic 

response as a process that deals with products, services and processes innovation and 

improvements. A firm that is consistently carrying out R&D ensures consistent addition 

of value to the existing products or services or creation of new products or services. 

Organizations align their value chains to create manufacturing, marketing, and human 

resource strategies. In other words, structure shapes strategy. In order to reach strategic 

objectives and addre s industry problems, companies need effective leadership that i 
founded upon vi ion and communication. As strategic leader , corporate manager make 

decision intended to help their firm de clop, maintain, trengthen, le erage, and exploit 

con.: compckncic . In general. the most cffccti c core competencies arc based on 

intangibl n.: ourcc . which an.:: lcs vi iblc to competitor because they rdatc to 

employ c ' knowlc I c or kill ~ bdalla ct al., \998 . 'l homp on, Strickland and c.ambk 

ulturc i the or ·miz ti( n 

prin ipl , t 1 liti< n rk 
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Forces that cause the corporate culture to evolve are new challenges in the market place, 

revolution oftechnologie and hifting internal conditions. Ansoff and McDonnell (1990) 

assert that the strategi' r~.:sp n, ' is initiated once the rational trigger point is reached. 

This is the point ·H ''hi ·h a· 'umulatcd data shows that there is a serious decline in 

perfornHul · • "hi ·h · mnM h' reversed and special counter measures are required. 

2.4 lon •y ran ·fer ervices 

\ 1n~y rran fer ervices refer to services in which money or funds can be transferred 

fr m ne location to another with the help of various methods. In money transfer, an 

order is placed with a financial institution or wire-transfer service provider to disburse 

funds a person has provided to another party. In most countries, retail payment systems 

have been dominated by banks whose primary function in the most basic sense is to 

gather deposits for deployment in loans and other permissible investments. Banks and 

wire transfer providers have networks of affiliated financial institutions or agents 

worldwide that complete the requested transfer of funds on a person's behalf, usually for 

a modest fee (GSMA, 2008). Today the majority of money transfers are carried out by 

electronic funds transfer ( FT) using the internet. xamples of money transfer ervice 

include but are not limited to: mone) order which i a payment order fl r a pre- pecifted 

amount of money. Pay Pal i a global e-commerc bu inc s allowing payment and 

mont=y tran ·fer · to be made through the Internet. Telephonic m ne tran -fer en icc 

llow fund to bl! ~ cnt telephonically b • utilizing a debit card or credit card. 1obilc 
m r crvic an: u cd to tran fer fund from one peL on to an )thcr b · usin ' 
m bil ph n num r . Pc on-t -p n (P _p p·1 mt.:nts an.: t.:\ olvin' to the m: . t 
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and viable channel for mobile financial services, including bill payment and account 

transfers, domestic and international person to person transfers, proximity payments at 

the point of sale, and r mote pa mcnts to purchase goods and services (Merritt, 201 0). 

Some ofth r~ •ullH r. hnlkn l\.!S particularly in money transfer were summarized after a 

mcdin • in I 11,1 sia b ·tw~..:l.!n regulators from Asia Pacific countries, providers and 

int ·rn ttit)thll ( 1 ~·mi:~ations. Some of the challenges for regulators were: Allowing non­

lank third parties, ·uch as local merchants, to conduct "cash-in/cash-out" functions and to 

interact directly with customers and to perform 'Know Your Customer' procedures for 

remote account opening. Adopting the right measures to address money laundering and 

combating the financing of terrorism under the Anti-Money Laundering and Anti­

Terrorism Financing Act (AMLAF A) of 2001. Ensuring effective consumer protection to 

avert potential issues that may arise with the use of mobile phones and the use of agents, 

including issues such as privacy and fraud. Identifying the right regulatory space for the 

issuance of e-money and other stored-value instruments (particularly when i sued by 

parties other than licensed and supervised banks).Allowing an appropriate balance of 

competition and cooperation in retail payment systems in order to promote a certain 

degree of interoperability (Bank egara Malaysia, 2009). 

The main challenge when it come to di tribution in monc trru1 ' fer er icc include: 

Reliability where concern have been exprc sed regarding the qualit of pr cedure 

out ourccd to agent and the robustness of control (account opening, lil..!nt ilh:ntit · 

·alid tion there ha also been concerns ab ut control over or trust\\orthincss or starr. 

I:. ·t mal tai comp tcncc nc d to be monit )rl..!d to en urc their kvd of tminin 1 and 

urity in nd ents mu t cn ut~ th.lt 

7 



funds are sufficiently protected from theft. Servicing remote agents with wholesale cash 

services can be ver) ri k and co tly. Continuity is a concern where agents may go out of 

busincs or tcm1inntt.: distribution agreements (Singh and Shelly, 2010). Mobile operators 

fac op r tti ml 'tmstraints due to restrictions on cross border trade in retail financial 

s ·rvt · ·s. lilt ·n · ·onvcrtibility and differences between national legislative and 

1 • •ullh't' fr,un '\1 orks that erode opportunities for economies of scale to be achieved in a 

Cl\l · ··h 1 dcr en ironment. In cross border context, authorities are most concerned to stem 

m ne laundering and terrorist financing and hence most strictly apply customer due 

diligence rules (Schutts, 2007). 

2.5 Fraud in Money Transfer Services 

Fraud is defined by the Malaysian Approved Standards on auditing (2001), AI No. 240 as 

an intentional act by one or more individuals among management, employees or third 

parties which results in a misrepresentation of financial statements (Cheptumo, 201 0). 

Concise English dictionary defines fraud as an act of deceit, scam, con, cheat, hoax, 

scandal by means of false representation to obtain an unjust advantage. Fraud is believed 

to be amongst the most serious corporate problems and challenge in today' bu ine · 

environment, indeed Palshikar (2002) ugge ts that fraud or scam is a dominant white 

collar crime. Praud can be committed through many mcth d including mail,' ire, ph nc 

and the internet. 1 he difticult in checking identit and lcgitimac online, and the ca ·c 

with which hacker · can divert brow cr to di hone ·t ·ite · and stec.ll credit details and the 

ability for u t.:r to hide their 1 cation all contribute to making internet and mobile fraud 

\' ry fa t '1"0\\ in g. I:.\ cry d ', many typ ' or onsmm:r ft.tud I ult in l )S. cs to gullible 

n um . Pr mi that th y "ill ' t rich qui k hue.: un u 1 ctin, wn unH.:t to part 

ith th ir h \\ hitm, n, I 1 . 



funds are sufficiently protected from theft. Servicing remote agents with wholesale cash 

services can be very risk , and co tly. ontinuity is a concern where agents may go out of 

busincs or terminat di, tribution agreements (Singh and Shelly, 2010). Mobile operators 

face opcrutimnl ·onstrnint~ due to restrictions on cross border trade in retail financial 

servic~.:s. 'till ·n · · '()Jl ·rtibility and differences between national legislative and 

n: •ullttll' lr Ill\ '" orks that erode opportunities for economies of scale to be achieved in a 

l'l\) · ·-t )rd ·r environment. In cross border context, authorities are most concerned to stem 

mone · laundering and terrorist financing and hence most strictly apply customer due 

diligence rules (Schutts, 2007). 

2.5 Fraud in Money Transfer Services 

Fraud is defined by the Malaysian Approved Standards on auditing (2001), AI No. 240 as 

an intentional act by one or more individuals among management, employees or third 

parties which results in a misrepresentation of financial statements (Cheptumo, 201 0). 

Concise English dictionary defines fraud as an act of deceit, scan1, con, cheat, hoax, 

scandal by means of false representation to obtain an unjust advantage. Fraud is believed 

to be amongst the most serious corporate problems and challenge in today's bu ine s 

en ironment, indeed Palshikar (2002) suggests that fraud or cam i a dominant white 

collar crime. Fraud can be committed through many method including mail, wire, phone 

and the internet. The difficult in checking identity and legitima nlinc, and the case 

\\ ith \\hich hacker· c, n di\'crt brow ·cr to di hone t itc~ and st al cn:dit detail and the 

tbility for user to hide their location all contribute to making internet and mobil fraud 

very 1a t growin . l~v~ry day. many typ~.:s of consum r frl ud r~.: ult in los. es to gullibh.: 

ld rich quick lure un u p~ tin' c( nsunh.:t to part 

ith th ir , h 'hitman, 1 I . 
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According to Wanemba (2010), challenges of fraud in organizations can be dealt by 

communicating with employee change regarding fraud related issues before the strategy 

implementation ha aln.:ud. bc~.:n r tallizcd. Organizations need to invest on training 

employees on whtll fr· u l is, ho\i to combat fraud and ways in which to prevent fraud 

occutTt..:nc · n )\hl·r ·h;ll\ 111 is the improvement and increase in teclmology which has 

ll~tudulcnt activity due to the use of software used to access 

unuuth~1ri ~.:d inf rmation and disguise location of the fraudsters. Lack of proper 

infra ·tructurc make it very difficult to trace fraudulent activity and apprehend the 

accomplice . Fraud impacts negatively on a company's reputation which in turn may 

re ult in dipping revenues due to loss of customer confidence. 

2.6 Combating Fraud in Money Transfer Services 

According to Cheptumo (2010), the risk of fraud should be included on the agenda of 

every corporate strategy planning meeting. Systems and controls should be examined to 

identify weaknes es which make the company susceptible to the risk of fraud. Once the 

risks are identified, a gap analysis can be completed and improvements recommended 

mitigating the risk of fraud then sub equent monitoring should ensue. It is prudent to 

adopt the b ·t practices in combating fraud. Avenue to report uch ca es hould be 

available~ for in tance telephone hotlinc and pecial email addre c that enc urage 

\\hi tic blowing. Perp trator mu ·t be puni ·hcd to en urc there i a paradigm hift in 

t nn o the culture. ' l he aim of a c mpany'. fraud poli i to demonstrate to b th 

and other tukt.:holdcr:s that the compan . is taking the threat or dishonest ' 

h m th d th t th fr tud c. '\miner can t 1kl.: to mer\: c 

th n th 
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through an education process through lectures, presentation of case studies on fraud 

trends, use of an organization' intranet and articles in company magazines 

(www.targ tm rk. tmgmno. om/article/how-combat-fraud). 

Organi z· tii~H1~ must ·ontinuously review and improve their internal controls as the 

pmutn I ·t ·n · a 'ainst fraud and abuse. This involves setting up structures within an 

\ll'' llli z lti( n that have capacity to pick up on fraudulent activity. When fraud has been 

d ·tc ·ted. an organization's main concern is to identify whether it is an internal or external 

pr blem. In estigating a case may involve covert operations, surveillance, informants and 

other sources of information (Apostolou, 2000a). The objective of deterrent security 

controls is to create an atmosphere of control compliance, preventative security measures 

are designed to reduce the possibility of an attack. Once the system has been violated, 

detective controls help in identifying the occurrence of harm and security breach. 

Corrective measures serve to reduce the impact of the threat after a loss has occurred 

(Katz, 2000). 

According to Merritt (20 1 0), the risk of anonymity in money transfer erv1ce may 

require ne~ authentication technologic uch a voice rec gniti n and fingerprinting to 

Yerify identification and to employ appropriate k.nov y ur cu. to mer (K Y ) program. , 

particularly at vulnerable p int f a tran action \vhcn: cash withdrav als ma) bc 

conducted. 'I he u ~.; of more ophi ticatcd control s ·stems to flag unusual ac ount acti it · 
will b to dct t incrc ingly compk · m ncy laundcrin' chcmc . ·du ation and 

or mz ti n 11 juri dicti n nc1 I ~ crvicc . 

Ill CCCSS8J) \) d t t 1'1111111 ti' it •. r IUc..l mc..l ,thct 

ti n d i I I in m Ill\ 
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also help payment er ice providers to authenticate the credentials of mobile users 

engaging in payment tran a tions. Chatain et al (2008) proposes that as domestic and 

international m nt:: trnnslcr services grow more prevalent, discussions on risk 

managrm 'nt 111 I 1 ;\ m 'nt s stem integrity will be imperative. Dialogue with all industry 

st tk ·hut h..·t • in ·1\ldin' regulators and policymakers, is essential to creating an 

·m il\lnm ·nt in h1ch payments risk issues are clearly understood. In this way, risk-based 

r 'gulati n that is proportionate with the need to encourage itmovation and efficiency in 

r tail payments can be best achieved. 
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CHAPTER THREE 

RE EARCH METHODOLOGY 

3.1Introduction 

'I his ·h 11 t 'I h: s Tib~,s th methodology that was used to carrying out the study. It 

l'Oll ·titut · th llu print for the collection, measurement and analysis of data. It is a plan 

1\ll ·I· tin the sources and types of information used to answer the research questions 

and mc\!t th\! ·tudy objectives. The chapter covers the following sections; research design, 

data collection procedures and data analysis. 

3.2 Research Design 

Research design provides the glue that holds the research project together. A design is 

used to structure the research. It shows how the major parts of the research work together 

to try and address the central research questions (Mugenda and Mugenda, 1999). The 

research is a case study of the M-PESA service. In the M-PESA service, afaricom is the 

main organization with well established systems. afaricom i the most affected by fraud 

in the mobile money tran fer ector. The tudy in estigated the 

adopted b) afaricom to addre fraud related challenge. in the M-PE A cr icc. 

'I his rc earch de ign " as ch en becau. c the objectives of the stud) required an in depth 

undcr~tanding of M-PI A and the specific strategic, being applied in adapting the 

rvicc to the changing bu. inc environment. 'I he advantage of u in l a case study 

inv lve an int n iv tu y th~.: con nH.:d unit "hich make it p ibk to ol t 1in the 



The importance of a case study was emphasized by Yin (1988) who acknowledged that 
case studies contribute uniquely to our knowledge concerning the individual, an 
organization, social and {Dliti nl phenomena. A similar study by (Cheptumo, 201 0) 
successful! · 

3.\ Dutn 'oil ·tion 

'I h~: tud) r ·lied on primary data. Primary data was obtained through an interview guide 
with pen ended questions (see appendix 1). According to Watliman (2005), the use of 
in ten iew to question people is a very flexible tool with a wide range of applications. 
Inten·iewing is particularly useful when qualitative data is required. The two main 
methods of conducting interviews are face to face and telephone. In this case study, an 
interview guide was used to facilitate personal interviews with the target respondents 
with a view to obtaining in- depth and comprehensive data regarding the variables of the 
research study. In-depth interviews gather narrative accounts of events, experiences, 
perception and reality. 

The interview guide was semi structured to achieve defined answers to defined question , 
\\hile leaving time for further development of tho e answers and including more open­
ended que tion . It wa broken down into two ection ~ ection on contained the 
demographic data of the rl.! pondent and ection tv o contained the variable of the 
re ar h tudy. 'l he interview guide wa · submitted personally by the n.:scarchcr to a total 
f eight rc pondent . 'l he target rc pondent included: Senior fraud analysts 1-Pl·S. 

h u 1-PI..S cction 'l c, m ·1. n \ cr 1-Pl.:.Si ~.:cti n. Supp wt 

til n. 



3.4 Data Analysis 

Walliman (2005) state that little sense can be made out of a huge collection of data; 

therefore an c ntinl pnrt of research is the analysis of the data. This analysis must be 

carried HI! in rd It ton ll) th' research problem. Data analysis in this case study was done 

throu •h tllll\1 ·r ·h · •\...tn 1 th!.! interview results for errors and completeness, then editing 

tnd ·\lin' '' 1 don'. Content analysis was used to analyze the qualitative data gathered 

1~)\' l nh hjc ti e · because the respondents were drawn from a single organization. 

1\.. thari (2004) argues that content analysis is a central activity whenever the nature of the 

'tud; includes verbal materials. It examines the intensity with which certain words have 

been used, systematically describing the form or content of written and spoken material. 

The technique used a set of categorization for making valid and replicable inferences 

from data to their context. Qualitative data was presented through narratives. 



4.1 Introduction 

CHAPTER FOUR 

FINDINGS AND DISCUSSIONS 

'I his cll·tpl t 11\:s nt · th r suits and discussions of the data from the field. The research 

1\11 l I Safari ·om limited and is qualitative in nature. It is organized into two 
pHI 1 · oHiin' to the objectives which are: To establish the fraud related challenges 
·n · unkrcd b Safaricom Limited in the M-PESA service and to determine the strategic 

n e adopted by Safaricom Limited to deal with fraud related challenges in the M-
p service 

4.2 Challenges and Discussions 

In this section, interview results regarding the fraud related challenges and strategic 
responses are presented and discussed. 

4.2.1 Fraud Related Challenges experienced Internally in the M-PESA 

ervice 

The tudy sought to know " hether afaricom Limited wa experiencing fraud related 
challenge in it M-P · A rvice. All of the inter icwec of the tudy indicated that there 
were variou t pe of fraud that had b en reported by their subscribers ov r a pl;ri d of 
time. 'I hey takd that fraud i. very en iti\·c und that the subscribers hm c an immense 
fl r allin ' victim to fraud. 

h tu y furth r )U ht t fin out \\ hcth r th or' niz tion h ft ud p )\icy .md h m: 

th t th mpl nt "ith th lt h u l 1 )\icy. 'I h 



response received from all the interviewees was that Safaricom limited has a fraud policy 
in place. The policy defin fraud in its entirety and sets out strategic direction and 
objectives for managing fraud risk. The organization ensures that employees are 
conversant '' ith th~: poli · by sending regular reminders through e-mail to the staff 
ur •in' ihl·m t\ kl· p th •msdves aware on the policy. As well, regular training sessions 
1r · h ·II t' th Risk and Management division to give guidance and to clarify any 
·on · ·rn · that the taff may have regarding the fraud policy. 

The interviewees were requested to comment on whether Safaricom has encountered 
cu tomers being defrauded by employees and the types of fraud challenges experienced 
internally regarding the M-PESA service. All the interviewees indicated that they had 
heard reports from official channels in the organization about instances where certain 
employees defrauded customers. The types of fraud encountered internally by the 
interviewees include; fraudulent swapping of subscriber lines to obtain funds from the 
subscribers M-PESA account, sending of start keys fraudulently to enable a fraudster to 
gain access to the subscribers M-P A account, soliciting for bribes from potential M­
PE A agents to expedite the proces of acquiring till and unauthorized withdrawal of 
fund from ub criber M-P · A accounts. 

'I he tud then ought to know the n e that the organiz~ tion u ed t deal 
\\ ' th pa t ca ~ of fraudulent activity by employee · and to combat fraud " ithin the 
r' niz tion. 'I h intcrvh.:wee indicated that internal systems and procedures ar 

m ified rc ul rly t en urc that the Y~tcm 1r~.: n t compmmi ~.:d for lt-. u luh:nt activity . 

. 'l hi m~.: ms thnt 
n, it n nly 

n ot 1 hi hn 
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rank which makes it difficult for an employee to act alone in committing fraud. As well, 
regular screening of emplo •ee activity while using the company's systems is carried out 
to monitor any ongoing :uspi 'iou activity. Avenues to report fraud and whistle blowing 
have b en pro' i k· l. I h('::\(' l'nn be done through an ethics hotline or ethics email 
address ·s 1 ' dl ,1 dir ·t reporting to the Chief Executive Officer for especially 
sen ·itiv' inl\ rmation. Training sessions are also held regularly to keep employees 
infwm~.:d on fraud risks as well as to obtain their participation through feedback on 
·p~cial innovations or procedures to combat fraud. Emphasis is placed on following the 
K..no\\ Your Customer (KYC) procedures to ensure that subscriber information is 
accurately recorded and available for future reference. Learning material is also readily 
available in the form of quizzes, case studies on fraud and printed material such as arm 
bands and t-shirts that are circulated within the organization to ensure that everyone owns 
the concept of combating fraud. 

As part of the strategic response, the recently appointed Chief Executive Officer 
presented a new organizational structure which created the customer focu ed trategic 
Busines Units and streamlined the supporting Corporate entre. This is fundamentally 
aligned to afaricom 's strategic direction. The leaner structure pre ent three Re enuc 

enter : Financial cr ice , Lnterpri c and onsumcr bu. inc s and IX Functi n 
P ition . 'l he Ri k divi ion and management di' i. ion maintained its autonom while the 
cu t mer care divi ion wa merged \\ ith the marketing division. 

ri m h al d mon trat d it 11 :ibility ''ith regard to the corp wate stratcg · b · 

ilion and c ~;:atin n w lc mer 1 ition ' ith hl • rc ruit . t rn l nd int m ll mpl yc n • c uhurc ub i •· 1 u i lll\ _,t)'' 
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was introduced and is currently being implemented where employees are encouraged to 
be more flexible in relating with a h other. The new culture has resulted in inclusion of 
employee behavior a· part of the kc pl;rformance indicators. This means that employees 
have to rcpres •nt th\: 'l mpnn as ambassadors while out in the public. The key pillars of 
this cultur~ tr Sim1 li ·it , Speed and Trust. As well, employees are required to meet the 
l.'{>lllp'lll •• l'l j • 'th · \ hich include fraud prevention for which they receive recognition 
or n:w,trd. 

The f llowing findings are consistent with Wanemba (2010) in her academic research to 
e tabli h the strategic response to fraud related risks by commercial banks in Kenya. In 
each instance where fraud is detected, management should reassess the adequacy of the 
current control environment (particularly those controls directly impacting on the fraud 
incidents) to consider the need for improvements. Internal and external audit provide 
independent and objective review and advisory service to the Chief Executive Offtcer and 
the directors that the financial and operational controls designed to manage the entity's 
ri ks are effective. Many entities choose to outsource various aspects of their fraud 
control arrangements. 

4.2.2 Fraud a a Re ult of External factor 

'I he tudy then ought to know " hcther afaricom experience fraud as a rc -ult of 
:tcrnal factor . 1 he interviewee indicated in the aflinmltivc ex pres ing that a large 

num r of the Jraud e c r ported were in fact a a n.: ult of eternal in!lucnce. 'I h • 
tu ) th n u ht t find ut if t hn )1) •y h I d to an inc rca c in II, uduknt activit · in 

th 
\\ ·hn lll , . h \ kd to an " Ill 

th ur ' in th num r in th 
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Kenyan market, cheaper airtime and the ease in availability of internet access. This has 
made it easier for fraudsters to operate in the mobile space. One of the controls that have 
been used by the organi?ati n D mitigate fraud has been to conduct investigations and 
once found to b~ en''\ 'in' in fraudulent activity, blacklist the offending subscriber 
simcard and th h 1n t ·t. llm: • er, due to the cheap offering of Safaricom simcards and 

hone ·, the fraudstcrs are able to continue with their fraud tactics. 

Th~: study then enquired as to how the legal/regulatory environment in Kenya impacts on 
fraudulent activit . The interviewees responded by saying that legal/regulatory 
environment has been quite helpful in dealing with fraud but indicated that much more 
needs to be done. For instance, complaints from subscribers indicate that reports to the 
police department about fraud cases are not acted upon efficiently which lead to 
fraudsters evading with customer funds. In addition, even after conviction of fraudsters 
through the court system, the fines and sentences imposed upon the offender are too 
lenient allowing the fraudsters to get off and continue with the same fraudulent trends. 
This has led to an increase in fraudulent activity especially from perpetrators of fraud 
who are already behind bars. The interviewees commented that large numbers of 
fraudulent activitie were traced to prisons around Kenya. 

The tudy then further required the inter ie\\CC to comment on ho\ the organization has 
rc ponded to the factor above. 1 he interviewees rc ponded by a ing that afaricom 
\\ rk han in hand with the police 10 department t a , ist ubscrib ·r b · linding and 
pp 

r ot fraud rim . 'I he organiz tion ha al o re. hed out to the 

, m tic. rity ol "hieh tr 
r uh ill ti i ty. 
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Understanding (MoU) with the Kenya Prisons Service looking to address the mobile 

phone crime being committed from the confines of the cotmtry's prisons. This provides 

structure to an existing pnrtn r hip between the Prisons Service and Safaricom. As well, 

the organization is 'lpp nling to the law makers to make more stringent laws that impose 

longer s ·ntcn ·~:.., ,Ill I harsh~r fin~s to deter further cases of fraud. The organization has 

abo nwdi li · t th · ·imcard to a higher grade quality (SIM 3.5K) with an address look up 

r~atun; that ~:n ·ure · ·ubscribers do not send money to the wrong recipient. 

The introduction of the new Big SIM 3.5K enabled sim card which allows a subscriber to 

look up the recipient in the contact (address look up) was a big step towards curbing 

fraud. There were appeals made from the public since the launch of the M-PESA service 

to have the address look up incorporated in the menu to avoid instances where funds were 

sent to the wrong number. This was a point of concern for many users who send money 

to the wrong recipient and funds are then withdrawn without the senders consent. The 

new feature which was launched early last year (20 11) makes it difficult for fraudsters to 

con the users because the user is able to send money to easily recognizable numbers. 

4.2.2.1 Hoax Text Messages from Person lmper onating afaricom 1 

M-PE A staff 

1 he tudy then ought to know whether cu to mer receive hoa tc t me ages fr 111 

per on 1m per nating afaricom M-Pl A taff. 'I h 

interviewee i that there have been rep lrts of cu tomcr receiving hoa. · tc. ·t me. sage , 

from per on impcr onating afaricomli 1-Pl . ' stal \\ ith the intl.:ntion lf conn in , th, 

cu t mer to nd money to th lr md tcr . b · unple or th 
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reported consistently include; fake winning messages about nonexistent promotions, fake 

cargo delivery messages, fake M-PESA messages for transactions that have not been 

initiated and me age fr m fak employment recruiting agencies that persuade the 

customers to send m nc . l'h, interviewees then indicated that there have been instances 

as well, \\ hl.'r~.o' ust{ m rs sent money to these impersonators believing that they were 

indi.'L'd s,,rui '( m ·mployccs. 

rh~ inkn ie\ ee · indicated that the organization has dealt with such cases by educating 

the public through mass media communication on all of Safaricom's promotions and the 

number that will be used to contact the winners. The organization also places a lot of 

emphasis on calling their customer care numbers, liaising with the customer care 

executives through the social media platforms or visiting any of the retail centers to 

confinn any doubtful information. 

4.2.2.2 Line Swapping and Loss of Funds 

The study then sought to find out whether customers have been susceptible to having 

their lines swapped and funds accessed by unknown people. The interviewee responded 

by saying that there have been cases reported in the pa t where cu t mer line were 

wapped by fraud ters and the money in the M-P ~ A ace unt withdrawn. lhi wa a 

re ult of the customer is uing to the fraud ter their ·ccr t pin and other ecrct 

inti rmation pro idcd to them by the compan t a ·certain legitimate ownership of th 

line. 'I hi i d ne through a pr cc call d cia I engineering when.: fraud ter call the 

cu tomcr and olicit for th tr ccrd dct il whih.: imp r onatin' the or '• nization' 

mploy . 'J he intcrvicwc tat l th t th 

thr u ,h · u hut nl • i·t th 

32 

in th rc ipi nt 
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The company has dealt with this problem by reiterating to its subscribers the importance 

of keeping secret the information that confirms legitimate ownership of the line. This has 

been done through aggre si campaigns on mass media, social media and its own 

hotlincs that auti n tht.: publi , on revealing their information unless called by Safaricom 

through tht:ir t•as tl ) r • ·o •ni rablc numbers. Safaricom has referred aggrieved customers 

who hm ' lo t fun ds through such means to report to the CID police department who will 

tlum work. '' ith the company to try and apprehend the offender. 

Wanemba (20 1 O) in her study looked at the effectiveness of Know Your Customer 

(KYC) policies adopted by commercial banks in Kenya in reducing money laundering 

and fraud incidences. In her findings, banks that fully complied with the policy reported 

fewer cases of fraud. Therefore, mobile operators have sought assistance from the 

Communications Commission of Kenya (CCK) through the backing of the government to 

have all mobile users registered using the Kenyan National identity card or a Passport 

document. Regulators will also need to see evidence that the ' data-richness' of mobile 

services can serve to protect consumers and mitigate fraud or mis-use. 

4.2.2.3 Extortion Messages 

The study then sought to know whether there have there b en ca ·c of cu tomer 

receiving extortion mes age or ran om me age in a bid to force them to end monc to 

fraud ter um illingly. The in ten iev.ccs replied b :a ·ing that · me subscriber had 

reported receiving mes age · fr m unknown pt.:ople tlm:atl:ning their liv s or the lives of 

their fami ly member · if they did not s nd moncy. 'I he amc unknown people a[ 0 nd 

clairnin to hav~.: kidnnpJ I a I ~ mily 1111.:111h r nd dem ml in • , t n om to h 

P id throu h -Ph 
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In response to this, the company launches investigations once the case has been reported. 

Aggrieved customer who ha e lost funds through such means are asked to report to the 

CID police departm nt "ho ' ill then work with the company to try and apprehend the 

offender. A w II. mt bit numbers that are reported and found to be sending extortion 

message· tr tl:n !Ia ·!...listed from the market. Subscribers are advised to report the 

blu ·I-.mtil numb •r · to the company and to the police department as soon as possible 

bd'or ' an Cund arc sent. 

4.2.2.4 u tomers Conned to Send Money 

The study sought to find out whether there have there been reports of customers being 

conned to send money using M-PESA by being instructed to do the following on their 

mobile phone; being guided to the M-PESA send money option unknowingly by the 

fraudster. The interviewees replied that customers have been conned to send money 

through a series of tricky steps that are instructed to them which lead them to sending 

money unknowingly to the fraudster.Being guided to the M-PE A A TM withdrawal 

option unknowingly and withdrawing funds from the owner account unwillingly. 

Interviewees indicated that the M-PE A ATM withdrawal option was till a new concept 

in the menu which a few subscribers were still unfamiliar with. The fraud tcr exploit thi 

lack of familiarity with the menu to trick the cu tomer in ' ithdra' ing money from their 

account unknowingly. The cu tomcr reali1 of thi. deception after rccch ing a 

confim1ation me age from 1-Pr. 

B ing guided to the buy airtime option on th' • 1-PI~S \ mc.:nu 'nd then mi kd to hu · 

airtime for the fraud ta·~ Ill 
1 th 1 thi fr tul tr n I 

110\ th m pt of th nd rn n y 1 ud. t th buy irtim 



option on the menu through instructions from the fraudster. They are then asked to 

perform a series of tricky tep that end up in airtime purchase for the fraudster's number. 

The customer onl) realize this deception when they receive a confirmation message 

from M-PE, 

The stud th n M Ulht to know the organization's response to the fraudulent activity 

nbow. I h' int~r i ·v ecs responded by saying that the organization has been engaging in 

uggr~ · ' i\e educational campaigns to ensure all subscribers familiarized themselves with 

the f-PE A menu to avoid confusion leading to loss of funds. These campaigns involve 

the use of popular television, radio programs and road show campaigns that are tailored 

to keep the subscribers informed on the new fraud trends and how to report the 

fraudster's number for investigation. The company also uses normal balance enquiry 

messages and the official company website (www.safaricom.co.ke) to caution customers 

against falling victim to fraud. As well, the interactive voice response feature is used to 

caution customers when they call the customer care helplines. 

The company has also invested in acquiring a new simcard that allows sub criber to 

select the recipient's mobile number before the transaction take place. This make it 

easier for the customer to detect foul play. Quick reporting to the cu tomcr care cction 

ensure that money can be recovered through rever ul of the cu to mer's funds bad. to the 

cu tomer' account before being" ithdrawn b · th ofTender . afaricom has also modilil:d 

the Al M withdrawal option by ensuring a secret pin is n:quin.:d bdorc withdrawal from 

the A'I M and shortening the tim within which thl: authoriz ttion codl: is till viabk ror 

\ ithdrnwal. 



According to Merritt (20 1 0), education and collaboration across organizational 

jurisdictions and the telecom and financial services industries will be necessary to detect 

and mitigate criminal a tiYit , fraud, and other payment system risks. Looking to the 

future, policy and r~.;gulntion on an international basis will need to consider shared 

infrastructur •s th,tt \\ ork harmoniously to address emerging risks in retail payments while 

rccogni/in 1 th • b ·n •fits of innovation and increased financial inclusion. Ultimately, 

mobile m 111.!} tran ·fer services will demand a paradigm shift in the way retail payment 

· ' ·km are anal zed from a regulatory oversight perspective, first within a country view 

and then in a cross-border environment. 

4.2.2.5 M-PESA Agents and Loss of Funds 

The study sought to find out ifM-PESA agents reported losing money through customers 

issuing fake currency while depositing funds into their accounts. The interviewees 

concurred with these reports stating that some agents had been issued with fake currency 

after depositing float to a customer's account. The organization to avoid such occurrences 

trains the agent assistants on how to recognize fake currency and to report to the Police if 

they come across such a case. The organization encourages the a sistant to report to the 

police as soon as possible so that investigations can be launched. 

The study al 0 ought to find out \ hcthcr agent have had their till · stolen and the n at 

in the till withdrawn without their c n ent. The interviewees ·tated that there hm • been 

ca e n::ported though they arc fev .. · and far bl:l\\Ccn. '1 he intervic\\~.;cs indi ated that 

a •ent have bccn cautioned to c urc their till o that un uthoriz~.·d p r onncl have no 

to kc p th~;: ccrd pin rd to en urc tint th float cannot h 

In th th pr tuti( n " 1 not 
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followed and the float was indeed withdrawn by unauthorized personnel, the agents are 

instructed to call the helplin o that the till is barred from further transactions. Agents 

have been granted th ir own spc ific agent help line number to ensure that they are able 

to receive as istancc.: s ~ui '"-' as possible. 

lhe stud list) st ll'hl to find out whether agents have been subjected to impersonation of 

M-PF: ·tal r. '1 he interviewees indicated that some agents have had experiences of 

some fraud ·ter · coming into the shop masquerading to be Safaricom/M-PESA staff 

demanding to have access to the tills with sinister motives. These fraudsters have been 

known to wear and carry Safaricom merchandise which aid to confuse the untrained 

agent assistants. The organizations response to this has been to retrain the agents on how 

to recognize the real employees and send numerous communications through pamphlets 

and text messages to caution the agents against these fraudsters. The information 

available to the agents about the subscriber has also been limited to absolutely what is 

required to complete a transaction. This was done after it became evident that fraudsters 

were using the customer's mobile number indicated on the log book provided to the 

agents to record transactions to defraud customers who had done deposit . 1 he mobile 

number is now not recorded which makes it harder for the fraudster to target u er . 

The tudy then ought to find out \ hcther there have been cases r ported of cust mer 

defrauding agent by giving rroneou detail ·. 1 he inten ic\ ccs indicated that fraud ·tcr ' 

do indeed rcgi tcr u ing fake idcntifi ation card on 1-Pl S to aid them in acquiring 

diftl:rcnt account that di gui ·c their identity making it dillicult to apprehend them. 'J he 

ovcrnmcnt ha made it quit a ic.:r ft r the.: or 'aniz 1tion by r quirin , II mobile u c.:r to 
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register their lines using their real identification upon purchasing a Safaricom line which 

makes it easier to trace the offenders. 

The study then ought to find out whether there have been cases reported of agent 

assistants dcfrau ling th~ir ng '11' . The interviewees stated that the cases reported were 

also fcv\ md l ~ tr I 'I\ '11 . lhc organization urges the agents to vet their employees to 

ensure thc.:y ar, tru 't\ orthy. When such a case has occurred, the agent is to report to the 

police to facilitate investigations where upon if required, Safaricom will provide law 

enforcement with necessary requirements to aid in the investigation. Some agents attempt 

to make more money by defrauding the system. Ploys can include signing up fictitious 

customers and separating a single deposit into multiple smaller deposits. The organization 

is continually monitoring agent transactions to ensure that agents do not try to manipulate 

the commission structure. The organization is swift to respond to agents who are ilagged 

for such activity. The penalties invoked are severe and may lead to the agent being 

blacklisted from operating or adjustments to the commission structure may be made when 

a violation occurs. 

The management of every organization has to conduct a review that will identify areas of 

risk. orne actions to consider may include; due diligence on pro pective vendor and 

suppliers and demand control to a oid unnece ar ver ordering f inventory and clear 

purcha ing authorization level . Pre iou rcsear h done by hcptumo (20 1 Q) has 

indicated that employee/stakeholders awan:ncss is essential for thl; t.!flcctivc dctcction 

and pre ention of fraud . 
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As such, the company should put in place adequate communication mechanisms for 

dissemination of information about its fraud and anti-money laundering policy internally 

and externally. 

4.2.2.6 Mon y Laundering 

The intcrv il..·w · s " r asked to comment on Safaricom's strategy to combat money 

luuntkrin '· 'J h • 'tated that the organization has an Anti-money laundering policy. It is 

tht! 1 lie f afaricom to prohibit and actively prevent the use of its money transfer 

'er ice to facilitate money laundering, the funding of terrorist or criminal activity. All 

emplo ees are encouraged to be conversant with this policy by frequent reminder's using 

money laundering education through e-mails, quizzes and pamphlets. The organization 

has also invested in intricate systems designed to flag M-PESA users whose transactions 

and electronic audit trailsare considered suspicious and may indicate fraudulent trends. 

The company is continuously improving these systems to accommodate any new trends 

the fraudsters may use to disguise movement of illegally acquired funds . mployees are 

also trained to recognize money laundering activity while checking customer accounts 

and to report any such activity for investigation. When investigations have been done and 

money laundering activity has been established, the Foren ics ection in the risk and 

management division are ta ked to work together with lav enforcement to apprehend the 

offending individual and pro ide evidence in court if necessary. 

In addition, on ult I Iypcrion (spcciali t in dcctronic payment ) was commissioned to 

conduct a . ccond audit of the robu~tm: of the 1-PI:.. A platform. I hey c umincd the 

cntir 1-Pl:. n plat orm ,,ith a p.t1icular view to en urin th 1t it could 01 
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in the Kenyan market. Most importantly, they checked that all of the M-PESA systems 

allowed for comprehensive reporting and management so every transaction could be 

monitored, individually and en ma . This meant that the Central Bank of Kenya could 

request accurate informntion r 'garding the system audit trail, particularly liquidity 

management. de 1rin 1 and s ·ttl<.!mcnt, and anti-money laundering procedures. The M­

PES plutl(mn p·1· · ·d all of the 'onsult llyperion' s tests for robust operational capacity. 

The 't!ntrul ank of Kenya policymaking team was comfortable at the conclusion of the 

re ie' that the '}'Stem was designed with the Kenyan market in mind (particularly the 

Anti-Money Laundering systems). 

The widely known red flags approach involves the use of a checklist of fraud indicators. 

The use of red flags is recommended in textbooks on fraud detection and in auditing 

standards. Red flags increase the possibility of detecting fraud, add structure to the 

consideration of fraud and provide consistency among auditors. M-PESA transactions are 

regularly monitored using this approach. However, some have cast doubt on the 

predictive ability of red flags since they are plagued by two limitations; red flags though 

associated with fraud, the association may not be perfect and since they focus attention 

on specific cues, they might inhibit the auditor from identifying other rea on ( MA, 

2008).The u e of more ophisticated control sy tem to flag unu ual account activity, 

ba ed on a cu tomer' u er profile. will be needed to detect incrca ingly complex 111 nc 

laund ring chcmcs. 
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CHAPTER FIVE 

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS 

5.1 Introduction 

This chapter is divid t tnt thr ' major sections which are; the summary of the findings, 

conclusions or th • stu h an I dis ·ussions of the study based on the objectives of the study. 

5.2 ummar ' of th finding 

The 'tud , ught to determine the fraud related challenges in the M-PESA service and 

the strategic re ponses adopted by Safaricom Limited to address these challenges. The 

study found that Safaricom Limited was experiencing fraud related challenges in its M­

PESA service. There were various types of frauds that had been reported by their 

subscribers over a period of time. The types of fraud encountered internally by the 

interviewees include; fraudulent swapping of subscriber lines to obtain funds from the 

subscribers M-PESA account, sending of start keys fraudulently to enable a fraudster to 

gain access to the subscribers M-PESA account, soliciting for bribes from potential M­

PE A agents to expedite the process of acquiring tills and unauthorized withdrawal of 

funds from subscribers M-PE A accounts. 

The tud revealed that a large number of the fraud ca e reported were in fact a a re ult 

of c. ·temal influence. The inteiViewee re ponded that tcchn log ha Jed to an inc rea , 

in fraudulent activit becau e of the urge in the number of mobile ph ne · in th Ken an 

market, chcapcr airtime and thc a e in avail bilit f internct a ccs . 'I he ·tud , found 

that the Jc a! /regulator; cnvironm nt ha be n quit helpful in dcalin' "ith ftaud but 

dt n in oml tin fr tud. 
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The study also established that hoax text messages, extortion messages, swapping of 

subscriber lines and customers conned to send money are the most prevalent fraud trends 

at this moment. M-PE A agent ha al o been susceptible to falling victim to fraud in 

various ways which in ludt:: t ing issu d with fake currency, stolen tills, agent assistant 

defrauding ag 'nC). M-PFS,\ starr impersonation and identity theft. The study also 

determined that th~: ·~ mpan has an anti-money laundering policy that addresses money 

laut1lkring cone ·rn · vvithin the system. The company is continuously improving these 

·y ·tem' to accommodate any new trends the fraudsters may use to disguise movement of 

illegal! acquired funds. 

The study then found out the strategic responses that the organization has used to deal 

with past cases of fraudulent activity by employees and to combat fraud within the 

organization. The study determined that the organization has a fraud policy in place. The 

management ensures that employees are conversant with the policy by sending regular 

reminders through e-mails and training sessions for the staff. The interviewees indicated 

that internal systems and procedures are modified regularly to ensure that the systems are 

not compromised for fraudulent activity. As well, regular screening of employee activity 

while using the company's sy terns is carried out to monitor any ongoing su piciou 

activity. Avenues to report fraud and whistle blowing have been provided. Training 

e 10n ar al o held regularly to keep employee informed on fraud ri k a well a 

obtain th ir participation through feedback on p cial in no ati ns r pro edure · t 

c mbat fraud. Learning material i al · readily available in the form f quizzc , ase 

tudic on fraud and printed material uch a nrm band and t- hirts that arc ·irculatcd 

'thin th that everyone 0\\11 the conc~.:pt ofcl mbatin, tr.ntl. 
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The study revealed that a large number of the fraud cases reported were in fact as a result 

of external influence. The study established that Safaricom works hand in hand with the 

police CID department to a i t ub ribcr by finding and apprehending perpetrators of 

fraud crimes. afaricom ha signed u M m randum of Understanding (MoU) with the 

Kenya Prisons S ·rvi ·~.: I ) "-in 1 to uddn.:ss the mobile phone crime being committed from 

the con lines ()r thc '()Untr · · 1 ri sons. The ommunications Commission of Kenya (CCK) 

has made it cas i ~: r for the organization to prevent identity theft by requiring all mobile 

u cr · to rcgi ·ter their lines using their real identification upon purchasing a Safaricom 

line. 

The study determined that the organization has dealt with fraud cases by educating the 

public through mass media communication on all of Safaricom' s promotions and the 

official contact number for winners of these promotions. The organization also places a 

lot of emphasis on calling their customer care numbers, liaising with the customer care 

executives through the social media platforms or visiting any of the retail centers to 

confirm any doubtful information. These campaigns involve the use of popular television 

and radio programs, normal balance enquiry messages, official company website and 

interactive voice response features that are tailored to keep the subscribers informed. The 

ne\i ly innovated 3.5K simcard has assi ted to combat fraud . 

5.3 onclu ion of the tudy 

'I he . tudy conclude that fraud i very en iti e and that cu t mer ha c an immcn e fear 

of fraud . 'I he tudy al o c nclude · that fraud impact negative! ' n an rganization · 

r putation. 'I he tudy found that th organization ha a fraud p I icy in pla c. 'I ht.: 

m nt n urc that rnployc r nt with th p !icy hy ndin 1 r~.: 1UI, r 
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reminders through e-mails and training sessions for the staff. The study concludes that 

Safaricom has encountered instance of customers being defrauded by employees. The 

types of fraud encountered internull include; fraudulent swapping of subscriber lines to 

obtain funds from the ub ril r. t-PE. A account, sending of start keys fraudulently to 

enable u fraudstcr to gitin n · ss to th' subscribers M-PESA account, soliciting for bribes 

from potential M-1 FS.\ 1 1 ·nt to expedite the process of acquiring tills and unauthorized 

withdruwul or funds fr m ub cribers M-P SA accounts. The study then concludes that 

the organization ha · dealt strategically with these cases by monitoring transactions for 

any uspiciou activity on a regular basis. Employees have also been cautioned against 

fraudulent activity through the fraud policy. The management has also incorporated a 

new structure and culture in line with the strategic vision with a view to combating fraud 

as well as meeting other goals. 

The study concludes that technology and legal/regulatory factors have had a huge impact 

on the rate at which fraud in the mobile sector is growing. The study established that the 

organization is acquiring the latest technology to aid in curbing fraud. As well, the risk 

and management division is working hand in hand with law enforcement, prison 

management and the courts to ensure offenders are punished. The study further concludes 

that the CCK directive to have all sub cribers mobile number registered will provide the 

Operator with valuable identity information deterring further crime of identity theft. 

'I he tud al o conclude that fraud ter rei heavily on social engin ering to acquire 

cu tom r information that aid them in defrauding M-PI· A user . To fight against ·o ial 

engine ring the organization embark on aggrc si c cu t mer education. 
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The study also concludes that hoax text messages, extortion messages, swapping of 

subscriber lines and conned to send money are the most prevalent fraud trends at this 

moment. The study has establi hed that the organization' s primary strategic response has 

been to educate custom r on hm to a oid becoming a victim of fraud. Rigorous 

education campaigns 1r~ I n through the mass media, social media sites, road show 

campaigns und thwu •h int •mal appeals for employees to own the concept of combating 

fraud . lh~r m~:an · f mitigating fraud usually employed by the organization include 

blackli ·ting the o1Tender" sim card and mobile phone. Serial offenders are then traced by 

the organization and apprehended by police where due process of the law is then 

follov ed. 

The study also concludes that some M-PESA agents have succumbed to fraudster tactics 

and lost funds. The organization deals closely with the agent networks and law 

enforcement to ensure that the fraudsters are tracked down and arrested. The study 

established that agents are also provided with refresher training on new M-PESA services 

to ensure that they are familiar with all of them. This is done through regular 

communication with the agent head offices. Any agents who are found to be flouting the 

policy are served with severe penalties. 

The tud finall y concludes that the organization has anti-money laundering policy. The 

policy points to the fact that afaricom aim to prohibit and activ ly pre ent the u c of it 

mone ' tran ·fer erv ices t facilitate mone laundering, the fu nding of terr ri t r 

criminal activi ty. 'J he rganization ha al o inve ted in intricate tem de ·igned to nag 

1-Ph A u 1 who c tran action und elec tronic audi t trai l an; c n idcn.:d u pi iou 

n m y indi at r·m iul nt li en 1 . 
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The company is continuously improving these systems to accommodate any new trends 

the fraudsters may use to disguise movement of illegally acquired funds. 

5.4 Limitations of the tud. 

Limitation is an aspc t or r '. ·nr h that may influence the results negatively, but over 

which, the resenr ·llL' f hIS n ' ntrol (Mugcnda and Mugenda 1999). There were only two 

studies found n:' 1rding fraud related challenges in the banking sector. This means that 

then: was no ·tud) r und regarding fraud related challenges in the mobile money transfer 

sector' ith ''hich to make comparisons for the findings in this study. 

Some of the respondents did not feel comfortable revealing information that has not yet 

been cleared to be in the public space. It is for this reason that some of the information 

that is critical to the strategy on how the company is dealing with fraud has not been 

included in the findings . It is important that information that gives the organization an 

advantage over the fraudsters be kept as a company secret. 

This study focused on the Mobile Operator' s perspective. It would have been of value to 

obtain views from subscribers and other stakeholders who have been affected directly by 

fraud . As well , the involvement of other mobile money transfer operators who are 

plagued by fraud would have helped to give a bigger picture to the prevalence of fraud in 

the mobile m ney transfer ector. The tudy could have been u ed to find con i tency in 

the ·tratcgic rc p n ·c adopted by the e in ti tution . 

5.5 Recommendation for urther tudie 

'I hi tu y h, c:plon.:d the tmtc ,ic n.: p nsc.: adopted b) . 't1faric m Limitt:d in k.c.:n ·a 

t rc rau I rd, t d cha11 n c in th 1-PI:. \ rvi c. It h' c t bli hcd th, t raud i 
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very sensitive and that it impacts negatively on an organization's reputation. The overall 

effect of fraud can therefore not be ignored at any cost. There is need to do more research 

and look into other stakeholder per pc tivc uch as the customers, suppliers and 

regulator's role in fraud manngcmt:nt. 

This study has rccomm ·n I I a h ption of various reforms in the M-PESA service and in 

other arms or th · gtn rnm •nt to reduce fraud related risks in the money transfer services 

in Ken u. 'incc tcchn log i ' changing at a very high rate, another suggestion could be 

to re ·emch the recent technological advances that could further assist in combating fraud. 

The tudy further recommends that another study needs to be done with an aim of 

investigating the effectiveness of the strategic responses to fraud related challenges in the 

mobile money transfer sector. This may help to determine whether the findings in this 

study maybe used by other mobile money transfer operators in combating fraud within 

their organizations. 

5.6 Implications for Policy and Practice 

Mobile money merges the regulatory environments of both telecommunication and 

banking into a new paradigm that ultimately demands a collaborative dialogue to balance 

intervention for ri k mitigation with market innovation. The primary goal of prudential 

regulation is to protect the intere ts of consumer and to enhance the integrity of a 

payment y tern b en uring that participant ha e ound mean [i r identifying, 

measuring. and managing bu inc ri k. 

I h incr a d intcropcrability am n ' shared carri r network facilitating data 

n nu 1 n b )I"Uc \\her hy inform'\tion • t mt the p'lrt ic to tht: 

47 



mobile money transaction may go undetected by regulators and central banks of 

customers in the originating or receiving countries. International roammg and the 

wireless nature of financial tran fer may create opportunities for money laundering 

abuse and other unforc ccn finnn 'i, I rimes. The anticipated growth in mobile-enabled 

remittances rcquir 'S that r ~ulators contemplate a new environment of international 

cooperation and slnrin 1 t r u ·t mer data and analysis. 

The study n:commcnd that there should be reforms in the police department. This could 

help to reduce fraudulent activity in every sector. The police are charged with the 

respon ibilit of investigating and apprehending criminals. It is the work of the police to 

carry out thorough investigations in order to penetrate the underworld of fraudsters and 

thwart fraudulent activity. The study further recommends that since the judiciary is a key 

player in fraud management, the courts need to be empowered through reforms to hand 

out more stringent fines and longer jail terms for repeat offenders. The magistrates need 

to be exposed to international practices in developed countries which have experience in 

deterring white collar crime and thus understand the gravity of the problem. 

Organizations should develop techniques to defend against known social engmeenng 

frauds like phishing. Phishing is a technique of fraudulently obtaining private 

inforn1ation. The recent surge in smart phone applications may introduce vulnerabilitie 

to malware attack , which may increa e payment ri k going forward a bad actor gain 

accc to per onal infonnation torcd in the hand ct or acce 'Cd thr ugh a ph nc 

application . l·inally, the grO\: ing u c of .' t a a common tcchnolog for ending a 

P• ym nt m , gc may demand further c. ·ami nation f the nct.:d to tn.:ngth n data 

n rypti n. 
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Mobile operators should establish an arrangement to exchange information on fraud 

reports which involve their mobile numbers. It has been noted that fraudsters have been 

using mobile numbers from t\\ o di ffcr nt mobile operators which makes it difficult for 

the operators to trace th m r C\ t:n to prohibit them from continuing to operate as they go 

about their investigations. ,\ { n 'llll11 Cor routine communication should be established to 

ensure that ull !'tttk ·h~)ld •r · ar' in olvcd in combating fraud. 
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APPENDICES 

APPENDIX I: LETTER OF INTRODUCTION TO THE 

EMPLOYEE OF AF Rl OM LIMITED, M-PESA SECTION 

University or Nuirobi . 

' chool or Busin '!:'S . 

Dcparttm:nt of Bu ·ine 

P. Bo: 0197, 

Nairobi. 

Dear ir/Madam, 

dministration, 

I am a postgraduate student pursuing a Master of Business Administration (MBA) degree 

at the University of Nairobi. I am carrying out a research on "Strategic responses 

adopted by Safaricom Ltd in Kenya to address fraud related challenges in the M-PESA 

service." 

Kindly allow me to carry out the study in your organization. 

Thanking you in advance. 

Damari Mumbi dung'u 

1.8. tudent, (Lo ). 

54 

Prof. Martin Ogutu 

upervi or, o ). 



APPENDIX II: INTERVIEW GUIDE FOR SAFARICOM LIMITED 

EMPLOYEES, M-PESA SECTION 

Introduction: This intervi '' guide ks information on Strategic responses employed 

by Safaricom Limited to frau i r l1t 'd challenges in the M-PESA Service in Kenya. All 

the information will b' tr ntt: l on lid 'ntially and for academic purpose only. 

SECTION A 

Back~round inform:ttion 

a) Num~ of r~ ·1 nd~nt (optional) ............ .................... . ..................... .... . 

b) Tit!~ of there ·pondent. .................. ................. ... ... .... .. ............. .. ... . 

c) Departn1en D1v1S10n ..................................................................... . 

d) HO\: many years have you worked for Safaricom Ltd ....... ....................... . 

SECTIONB 

1) Is Safaricom experiencing fraud related challenges in its M-PESA service? 

a) Does Safaricom have a fraud policy in place? If so, how does the company 

ensure that employees are conversant with the fraud policy? 

b) Has Safari com encountered customers being defrauded by employees in the 

M-PESA service? If so, what are the types of frauds the organization has had 

to deal with internally? 

c) Which strategic responses have been applied to deal with past cases of 

fraudulent activity by employees and to combat fraud within the organization? 

2) Does Safari com experience fraud related challenges as a result of external factors? 

a) Has technology led to an increase in fraud activity in the M-P A ervice? If 

so, how? 

b) In your viev , how does the legal/regulatory environm nt in Kenya impact on 

fraudulent activity? 

c) I low has the organization re p nded to the factor above? 

"") hom your c. ·pcricncc, do cu t mer · receive hoa: te:t me age 

unp onating afaricom/ -PL 'A taff? 

Have cu tome b en mi led u mg the h a: mcs. age to c..:nd fund . 

unknowingly to fiaud tcr ? 
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b) How has the company dealt with such cases? 

4) Have customers been usceptible to having their lines swapped and funds accessed by 

unknown people? 

a) Do afari om have controls in place for assuring recovery of funds lost 

throu ,h fr·md. What is the strategic response used to deal with this challenge? 

5) llavl: th r l~.: 'n 'tlSI!S of customers receiving extortion messages or ransom messages 

in ,, I i ltn lnr 'l: th m to send money to fraudsters unwillingly? 

,, \: hat has been the response used by the organization to deal with these 

r 'I rts? 

) lla\ c there been reports of customers being conned to send money using M-PESA 

b) being instructed to do the following on their mobile phone: 

a) Being guided to the M-PESA send money option unknowingly by the 

fraudster? 

b) Being guided to the M-PESA ATM withdrawal option unknowingly and 

withdrawing funds from the owner's account unwillingly? 

c) Being guided to the buy airtime option on the M-PESA menu and then misled 

to buy airtime for the fraudster's mobile number? 

d) What is the organization's response to the fraudulent activity above? 

7) Have M-PESA agents reported losing funds to fraudsters through the following: 

a) Fake currency? 

b) Theft of till and access to funds? 

c) Impersonation ofM-PESA staff? 

d) Customers defrauding agents by giving erroneous details? 

e) Agent assistant defrauding agency? 

f) What are the strategic re pon es that have been u ed in dealing with thcs 

challenge ? 

8) What i afaricom 's trategy to curb money laundering? 

TH KYO R R Tl 1 .. D PER 10 
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